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ABSTRACT: This paper highlights the use Cisco Packet tracer Software to build sample network topologies, perform VLSM
subnetting and configuration of an OSPF routing operations. Real time Simulation was carried out on the star, bus, mess and ring

topologies. The data packet travel across the nodes were observed. This work also cover VSLM subnetting of a class C address
(192.168.11.0)/24 and OSPF configuration and data simulation was also covered

1. INTRODUCTION

Network topology is the physical and logical arrangement of
nodes and connections in a computer network. It is the layout
and structural arrangement of network devices which governs
how data flows between devices in a network. Network
topology captures both the Physical Topology which is the
actual, tangible placement of devices, cables, and hardware
within the network and the logical topology which is how the
data itself travels across the network devices, irrespective of
the physical wiring [1]. The common types of network
topologies are the star topology, bus topology, mesh topology,
and the hybrid topology. Adopting the right topology is key
in-service delivery, reliability and performance base on the
network requirement. Each topology adopted offer its pros as
well as the cons.

In the Star topology all devices connect directly to a single
central hub or switch. If one device fails, the rest of the
network remains functional whereas in the bus topology,
every device links to a single, centralized cable known as the
"bus". It is easy to implement, but the entire network fails if
the main cable breaks down.

In the ring topology, all the devices are connected in a
continuous circular loop. Data flows in a unidirectional
manner. If one device fails, the communication loop is broken
while in Mesh topology, all the devices (nodes) are
interconnected, meaning data can travel through multiple
pathways. This guarantee maximum reliability and data
speed but can be very capital intensive and complicated to set
up.

Hybrid Topology refers to the combination of two or more
distinct topologies (e.g., a Star-bus network) designed
primarily to service the specific needs of a complex
multinational organization. The exhaustion of IPv4 address
was a major challenge for network administrators, research

on how to tackle this setback led to the introduction of VSLM
[2].

VLSM stands for Variable Length Subnet Mask. VLSM is a
subnetting technique that allows network admins to allocate
IP addresses more efficiently using different subnet masks for
different network segments. It provides greater flexibility in
assigning IP addresses by creating subnets of varying sizes
based on the specific needs and number of hosts in each
subnet [3].

OSPF is a link-state routing protocol that finds the shortest
path between two network points and then uses this path to
send packets [4]. While OSPF offers numerous advantages
such as supports multiple routes for a single destination, low
bandwidth utilization, supports Variable Length Subnet Mask
(VLSM) and provide updates quickly with network changes.
It also has the following limitations; not been suitable for
large-scale networks. Complexity in implementing OSPF
configuration and non-washes removal and increased
memory needed for neighborhood tables, routing, topology
[5]-

BGP (Border Gateway Protocol) relays routing information
across autonomous systems (AS) which are large, distinct
networks operated by one or more service providers [6],
BGP is a protocol used to exchange routing information
between different networks on the internet. It helps routers
determine the best path to send data across the vast and
interconnected network of the internet.

Cisco Packet Tracer is a powerful network

simulation and visualization software that plays a pivotal role
in enhancing the practical knowledge of computer
networking principles among students.
In the context of computer networking education, it offers
several key advantages and applications such as enhancing
Practical knowledge, promoting innovation and creativity,
aiding the understanding of networking protocols etc [7].
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2. TOPOLOGY
Simulation of the various topologies using Cisco Packet
Tracer will be highlighted in the preceding sections.

Star Topology.

Star topology is the commonest network configuration in
which each device connects individually to a central hub or
switch. This topology takes the shape of a star, with cables
radiating from the hub, allowing for effective network
communication and management of network traffic.
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Steps in Simulating a star topology in Cisco Packet Tracer
Step Simulating a Star topology.

Launch Cisco Packet Network Tracer

Step 1. Adding hardware

>

>

Point to the bottom left corner of the Cisco Packet
Tracer interface.

Click on Switches and select a generic model (e.g.,
2960-24TT), then drag and drop on the workspace,
Click on End Devices and drag four PCs, drop each
around the of the switch, forming a star like
configuration.

Fig. 1 The Star Topology

Step 2. Connect the Devices

» Click the Connections icon (Arch Flash Sign) in the
bottom-left corner.

» Select the Copper Straight-Through cable (black
solid line).

» Click on a PC, select FastEthernet0 and then click
the central Switch and select an available port (e.g.,
FastEthernet0/1).

» Go over step 2 above for all PCs so every device
connects directly to the switch. (The link lights
usually turn from red to green once active)

Step 3. Configuring PCs

>
>
>

Click on any PC you intend to configure.

go to the Desktop tab, and click IP Configuration.
Fill a static IPv4 address for PC1 (192.168.1.10) in
the dialog box and click outside then a Subnet Mask
(typically (255.255.255.0) indicating class C will fill
automatically).

Repeat step 3 above for all PCs, ensuring a common
network address range but having a unique host
numbers PC2 (192.168.1.20), PC3: (192.168.1.30)
and PC4 (192.168.1.40)
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Figure 2: IPv4 Configuration of PC1

Step 4. Testing for Connectivity

» Click PC 2, go to Desktop then Command

Prompt.

>

Type ping 192.168.1.10 (the IP of PC1) to check
if the network is communicating.

There should be a reply from or feedback from
other PCs indicating a connection.

Fig. 3 Ping Command.
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Step 5. Operating PDU (Switch to Simulation Mode) » Click the Play button to visually trace data
»  Click on simulation at the (bottom right) traveling from the source through switch to the
» Add Simple PDU tool (envelope icon) intended destination.

> click a source PC, and click a destination PC.
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Figure 4: Data Packet Simulation

Bus Topology main cable acts as a shared communication line, allowing
Bus topology is one of the simplest and most traditional data to travel in both directions to reach connected devices
network configurations, where all devices are connected to a such as computers, printers, or servers [§]

single central cable known as the “bus” or backbone. This

Pergdic | Num | L8 | Delte

Figure 5: The Bus Topology
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Go over step 2 above for all PCs so every device
connects directly to the switch. (The link lights

For switch to switch connection, click on Copper

go to the Desktop tab, and click IP Configuration.

Fill a static IPv4 address for PC1 (192.168.1.10) in
the dialog box and click outside then a Subnet Mask
(typically (255.255.255.0) indicating class C will fill

Repeat step 3 above for all PCs, ensuring a common
network address range but having a unique host
numbers PC2 (192.168.1.20), PC3: (192.168.1.30)

Steps in Simulating a Bus topology in Cisco Packet Tracer >
Launch Cisco Packet Tracer
Step 1. Adding hardware usually turn from red to green once active)
» Point to the bottom left corner of the Cisco Packet >
Tracer interface Cross over cable.
» Click on End Devices Step 3. Configuring PCs
» Click on switch and Drag four switches into your » Click on any PC you intend to configure.
workspace placing them in a horizontal line above >
the PCs to act as your "bus backbone >
»  Click and drop four PCs onto the workspace,
Step 2. Connect the Devices
» Click the Connection icon (Arch Flash Sign) in the automatically).
bottom-left corner. >
» Select the Copper Straight-Through cable (black
solid line).
» Click on a PC, select FastEthernet0 and then click and PC4 (192.168.1.40)
the central Switch and select an available port (e.g.,
FastEthernet0/1).
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Figure 6: IPv4 Address configuration for PC2

Step 4. Testing for Connectivity

» Click PCI1, go to Desktop then Command
Prompt.

» Type ping 192.168.1.40 (the IP of PC4) to check
if the network is communicating.

»  There should be a reply from or feedback from
other PCs indicating a connection.
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Figure 7: The Ping Command

Step 5. Operating PDU (Switch to Simulation Mode)
»  Point at the (bottom right)
» Add Simple PDU tool (envelope icon)
»  click a source PC, and click a destination PC.

» Click the Play button to visually trace data

traveling from the source to switch to
destination

& = e

Rost .3 ‘Q_l 02- ‘ | 202530

= . c Captured to
e e ) |V Coswtart Doy

79T e
May Corerole

Figure 7: Data Simulation in the Bus Topology
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Ring Topology

Ring topology refers to a network set up where each device is
connected to exactly two other devices, forming a circular

path. Data flows in a single direction (unidirectional)

In the ring topology there are no data collisions because a
single token (or similar mechanism) control who can send
data at any given time. It offers predictable performance, even
with heavy network traffic.
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Steps in Simulating a Ring topology in Cisco Packet

Tracer

Launch Cisco Packet Tracer
Step 1. Adding hardware

>

>
>
>

Point to the bottom left corner of the Cisco Packet
Tracer interface

Open Cisco Packet Tracer and select End Devices
Click on PCs and drop four PCs into your workspace
Click and drag four Switches (e.g., 2960) onto the
workspace, placing them in a ring form.

Step 2. Connect the Devices

a8 30°C
Figure 8: Ring Topology

AeOomRNE

1:37 PM =]
6/30/2026 2

» Select Copper Straight through cable to connect
each PC to its corresponding switch
» Click on a PC, select FastEthernet0 and then click

its corresponding switch

Step 3. Configuring PCs

» Click on any PC you intend to configure.

»  go to the Desktop tab, and click IP Configuration.

» Fill a static IPv4 address for PCO (192.168.1.10) in
the dialog box and click outside then a Subnet Mask
(typically (255.255.255.0) indicating class C will fill
automatically will).

» Repeat step 3 above for all PCs, ensuring a common

network address range but having a unique host
numbers PC2 (192.168.1.20), PC3: (192.168.1.30)
and PC4 (192.168.1.40)

»  Click the Connections icon (Arch Flash Sign) in the
bottom-left corner.
» Select the copper cross over cable (black broken
line) to connect the switches in a ring form
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Figure 9: IPv4 Configuration for PC 4

Step 4. Testing for Connectivity » Type ping 192.168.1.30 to check if the network
» Click PCl1, go to Desktop then Command is communicating.
Prompt. » There should be a reply from or feedback from

other PCs indicating a connection.

’ *: Pryscy Confy Cwsitop  Programemng roates
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Figure 10: Ping Command on PC 3
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Step 5. Operating PDU (Switch to Simulation Mode)
»  Point at the (bottom right)
» Add Simple PDU tool (envelope icon)
> click a source PC, and click a destination PC.
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Figure 11: Data Transmission between PC1 and PC 2 showing successful

2.0 VLSM (Variable Length Subnet Masking (VLSM)
Variable Length Subnet Masking (VLSM) is a networking
technique that allows administrators to use different subnet
masks for different subnets within a single IP class. VLSM
breaks down subnets into the smaller subnets, according to
the need of individual networks [9]
VLSM improves scalability, optimizes IP usage, and is
widely used in real-world routing environments (like OSPF,
EIGRP, BGP).

Steps to Simulating VLSM Cisco Packet Network Tracer
Step 1.

Calculate Host Bit Required. 2N where N is the Host bit
required

Step 2.

Find the network bit

32 — Host bit=>32 - N

Step 3

Calculate the updated Subnet Marks
255.255.255.255.summation of on bits (for a class ¢
Configuration)

Step 4

Calculate the range.

Maximum Subnet Marks — Updated Subnet Marks.

Step 5.

Populate your table and then Proceed to simulate on Cisco
Packet Tracer

Sample Network

A network consist of three local area networks: LAN1 (60
Hosts), LAN2 (30 Hosts) and LAN 3(3 Hosts). Theses
three LANS are connected with serial links A, B and C.
Given an IP Address -192.168.11.0/24. Design an IP plan
for the network using VLSM.

Considering 60 Hosts.

Step 1. Calculate Host Bit Required.

2N

2N=26= 64 is sufficient to cover the host

Step 2. Find the network bit

32 — N =32 -6 =26 Network Bits

Step 3 Calculate the updated Subnet Marks

255.255.255. 255.summation of on bits for 64 Host (27 + 2°)
255.255.255. 27+ 26=255.255.255.192

Step 4 Calculate the range = Maximum Subnet Marks —
Updated Subnet Marks.

255.255.255.255

255.255.255.192

0.0.0.0.63

Considering 30 Hosts.
Step 1. Calculate Host Bit Required.
2N
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2N=25= 32 is sufficient to cover the host

Step 2. Find the network bit

32 — N =32 - 5=27 Network Bits

Step 3 Calculate the updated Subnet Marks
255.255.255.255. summation of on bits for 30 Host (27 + 26+
2%)

255.255.255. 27+ 26+ 25=255.255.255.224

Step 4 Calculate the range = Maximum Subnet Marks —
Updated Subnet Marks.

255.255.255.255

255.255.255.224

0.0.0.0.31.

Considering 2 Hosts.

Step 1. Calculate Host Bit Required.

2N

2N=22= 4 is sufficient to cover the host

Step 2. Find the network bit

32 — N =32 -2 =30 Network Bits

Step 3 Calculate the updated Subnet Marks
255.255.255.255. summation of on bits for 30 Host (27 + 26+
25+ 24+23+22+23)

255.255.255.255.27+ 26+ 234 24423+ 22%255.255.255.252
Step 4 Calculate the range = Maximum Subnet Marks —
Updated Subnet Marks.

255.255.255.255
255.255.255.252

Range = 0.0.0.0.3 This result obtain here is application for
the two serial link buses.

Table 1
HOST NETWORK FIRST USABLE LAST USABLE BROADSCAST
ADDRESS
60 HOST 192.168.11.0 192.168.11.1 192.168.11.62 192.168.11.63
30 HOST 192.168.11.64 192.168.11.65 192.168.11.94 192.168.11.95
2 HOSTS 192.168.11.96 192.168.11.97 192.168.11.98 192.168.11.99
2 HOST FOR WAN | 192.168.11.100 192.168.11.101 192.168.11.102 192.168.11.103
LINK 1
2 HOST WAN LINK 2 | 192.168.11.104 192.168.11.105 192.168.11.106 192.168.11.107

Summary of Subnet Marks/Network bits

For 60 Hosts = 255.255.255. 27+ 26=255.255.255.192 /26
For 30 Hosts = 255.255.255. 27 + 26+ 25=255.255.255.224
127

For 2 Hosts = 255.255.255.255.27 4+ 20+ 25+ 24423+ 22 =
255.255.255.252 /30

The same subnet Marks/Network bits is true and the same for
the two Links

SIMULATION FOR VLSM
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Figure 12: Configuring 60 + 2 Hosts
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Figure 15: VLSM SIMULATION

3.0 The Open Shortest Path First (OSPF)

The Open Shortest

Path First (OSPF) protocol, defined as an Interior Gateway
Protocol is used to distribute routing information within a
single Autonomous System [10]

Steps in Simulating OSPF

Launch Cisco Packet Tracer

Step 1. Adding hardware

» Point to the bottom left corner of the Cisco Packet
Tracer interface

» Click on End Devices, Click and drop three Routers
(Router 0, Router 1 and Router 2) of the Router PT-
Empty generic brand.

» Click on switch and Drag three switches (Switch 1,
Switch 2 & Switch 3) respectively into your
workspace placing them in a horizontal line

» Click and drop Six PCs (PCO0, PC1, PC2, PC3, PC4,
PC5, & PC6) on the workspace.

Step 2. Connect the Devices
»  Using the Copper Straight through cable Connect PCS (
PCO, PC1 & PC2) to Switch 1, PCs (PC3, PC4 & PC5
to Switch 2 and PCs (PC6, PC7 & PC8) to Switch 3
»  Note that Router PT-Empty generic brand has no Ports,
so it is important we add two serial Ports and one fast
Ethernet port to each routers. This can be done by:
1. Clicking on each Routers say Router RO
2. Click on Physical and turn off Router
3. Ck on PT Router NM 1S and drop on the appropriate
segment of the Router
4. Repeat step 4 above to get the second serial port
To Add Fast Ethernet PORT
5. Click on PT Router NM1 CFE an drop componet on
router
6. Click and on Router
»  Connect the Switches (Switch 1, 2 & 3) to Router0,
Router]l and Router2 respectively using Copper Straight
through cable
»  Link the three Routers together using Serial DTE Cable.
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Figure 16: Connections of Hardware for OSPF Configuration

Step 3. Configurations » Click on IP Configurations (Assign IP Address of
Configurations of the PCs: 192.168.1.10 to PCO, Subnet Masks 255.255.255.0 fill
»  Click on PCO automatically, use Gateway address as 192.168.1.1)

»  Click on Desktop
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Figure 17: IPv4 Address configuration for PC0

»>  Continue above steps for all Pcs using the following IPv4 and corresponding Gateway addresses:
Table 2. PCs with their corresponding IPv4 and Gateway addresses

PC IPv4 Address Gateway Address Switch
PCO 192.168.1.10

PC1 192.168.1.11 192.168.1.1 Switch 1
PC2 192.168.1.12

PC3 192.168.2.13
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PC4 192.168.2.14 192.168.2.1 Switch 2
PC5 192.168.2.15
PC6 192.168.3.16
PC7 192.168.3.17 192.168.3.1 Switch 3
PCS8 192.168.3.18

Router Configurations.
»  Click on Router0

» Click on CLI (This takes you to the Configuration

»  Type enable when command prompt “Router#” pops up.
»  Type config t and enter, continue the command as pasted
below, configuring each terminal and finally do the

module) OSPF Configuration.
»  Click enter
Phy=ical Config CLI Aftributes
0% Ce
Routerrenable

Houtergconfig t

Enter configuration commands,
Router (config) #hostname RO
Bl {config) #interface £az/0

% Invalid input detected at "'

RO {config-if) #no shutdown

Rl {config-if) g
$LINE-5—-CHANEED:

exit
RO {config) #interface 3e0/0

Bl {config-if) #clock rate &4000
RO {config-if) #no shutdown

FLINE-5-CHARNEED:
RO {config-if) fexit
RO {config) #interface 3el/ /0

RO {config-if) #clock rate ©4000
RO {config-if) #no shutdown

FLINE-5-CHARNEED:
Rl {config-if) gexit

R0 {config) §router ocapf 1

RO {config-router) fnetwork 1532.1
Rl {config-router) #network 10.
Rl {config-router) fnetwork 12._
Rl {config-router) §exit

RO {config) fexit

ROE

0.
a

one per line.

Interface FastEtherneti2/ /0,

SLINEPROTO-5-UEPDOWN: Line protococl on Interface FastEtherneti/ 0,

This command applies conly to DCE

Interface Seriall/0,

Interface Seriallys0,

$5¥5-5-CONFIGC I: Configured from consocle

End with CHNTL/Z.

Rl{config-if)gip 192.168.1.1 255.255_255.0
marker.

Bl {config-if) #ip address 152 _.1e3.1.1 255_255.255.0

changed state to up

changed state to up

Rl {config-if) #ip address 10.0.0.1 255.0.0.0

interfaces

changed state to down

RO {config-if) #ip address 12_.0.0.1 255.0.0.0

This command applies only to DCE interfaces

changed state to down

1.0 0.0.0.255 area 0
0 0.255.255.255 area 0
0 0.255_.255_255 area 0

by console

Configuration of Router1
»  Click on Routerl

» Click on CLI (This takes you to the Configuration

module)
»  Click enter

»  Type enable when command prompt “Router#” pops up.

»  Type config t and enter, continue the command as pasted
below, configuring each terminal and finally do the
OSPF Configuration.
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105 Com

Bouterr»enakble

Boutergconfig t

Enter configuration commands, one per line. End with CHIL/Z.
Bouter (config) #hostname Rl

Bl {config) #interface £a2/0

Rl {config-if) #ip address 152 _16€8.2Z.1 Z55_.255.2Z55.0

Bl {config-if) #noc shutdown

Bl {config-if)#
SLINE-5-CHAEMEED: Interface FastEthernet2/0, changed state toc up

SLINEPROTO-5-UPDOWN : Line protococl on Interface FastEthernet2/0, changed atate to up
exit

Bl {config) #interface 3e(/0

Bl {config-if) #ip address 10.0.0.0 255.0.0.0

Bad mask /8 for address 10.0.0.0

Bl {config-if) #clock rate &4000

Bl {config-if) #noc shutdown

Bl {config-if) ¢

%LINE-5-CHANEED: Interface Seriall 0, changed state to up

exit

Bl {config)#

SLINEPROTO-5-UPDOWN: Line protocol on Interface S5erialy/0, changed state to up

Bl {config) #interface 3el/0

Bl {config-if) #ip address 11.0.0.1 255.0.0.0
Bl {config-if) #clock rate &4000

This command applies ocnly to DCE interfaces
Bl {config-if) #noc shutdown

SLINE-5-CHAEMEZED: Interface Serialls0, changed state to down
Bl {config-if) §exit
Bl {config) #router oapf 1

Bl {config-router) fnetwork 192 _1683_.2.0 0.0.0_.25
Bl {config-router) gnetwork 10.0.0.0 0.Z55.255_255 area 0
Bl (config-router) gnetwork 11 .0.0.0 0.Z55.255_255 area 0

Bl {config-router) fexit

Bl {config) #exit

ENE-4

%5¥5-5-CONFIG I: Configured from conacle by conacle
Lorita memmecenr

Above Steps Continue for Router 2 after which data packet Simulation is carried out.

5810 12001 se 10120.02 | Swmueron Fonel & >
L. - g
so 10001 [ ) = Evere List

Rovter fT-Exsty Touter4T-Ensty [V |Tomalsac) |tantDavice =

Rofnre — Roger2 0005 Sadehd

ntn10002 B se 10 11.0.01 ‘r 0.006 RC?

Router JT-Empty 0007 Swacn2

Rodert 0008 Router2

0009 feouter0
- 0010 Swich0 =
4 | o
= Captares to

152 18331 - Puy Comrole

Event List Fllers - Visdtie Evests

ACL Filer, ARP, BGP. Baustoots, CAPWAP, COP. DHCP
DHCIVEG, DNS, TOTP, EAROL, BGRP. EIGRME, FTP
H.323, HSRP, HSAPVE, HTTR HTTPS, AP, ICHvE EC
Plec SAKNP BT T TCR, LACP LLOP, MODEUS.

PC.FT ol Merah, HDP. NETFLOW. NTP. OSPE, OSPFVE, PagP,

T T - POP3, PPF, PPPGED, PTP. Prefnet, RADRIS, REP RP,

o PRI e PC7 APy, RTR. SCOP. SUTP, SHNP, SSK, STR. SYSLOG
2168110 192188191 12163112 1921682 13 152188214 1268215 182.188.3.1¢ 192 1608.3.497 , | TACACS, TCP, TFTP, Teines. LOR USE, VT7
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Figure 18: Successful Data Simulation in the OSPF Configuration.
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CONCLUSION 6. N. Bhagat, “THE ROLE OF BGP IN MULTI-

From Figure 8, Data packet transfer from PC1 to PC8 was HOMED NETWORKS BEST PRACTICES FOR

successful. INTERNET REDUNDANCY AND TRAFFIC

The event list on the simulation chat shows the path through OPTIMIZATION,” International Journal of Core

which the data travelled. Engineering & Management Vol6, Issue-12, 2021
ISSN No: 2348-9510
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