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ABSTRACT: This study examines the role of mandatory artificial intelligence red teaming in strengthening the security and
regulatory compliance of cloud-based fintech platforms. A quantitative research design was employed using four open-access
datasets: the IEEE Credit Card Fraud dataset, the IBM Credit Card Fraud dataset, the BankSim dataset, and the MITRE ATT&CK
Enterprise dataset. The analysis integrated logistic regression vulnerability modelling, adversarial perturbation impact analysis,
structural equation modelling, and a quantitative cybersecurity risk scoring model. The results indicate that key variables such as
V14 significantly increase fraud probability (f =2.031; odds ratio = 7.62), while adversarial manipulation reduced fraud detection
accuracy from 0.986 to 0.863 before improving to 0.948 after red teaming mitigation. Governance oversight (f = 0.56, p < 0.001)
also significantly strengthened fraud resilience. Based on these findings, the study develops and empirically operationalizes an Al
Red Teaming Governance Framework consisting of four integrated components: vulnerability identification, adversarial red
teaming, governance oversight, and regulatory compliance integration. The framework provides a structured approach for
implementing and monitoring Al security testing within cloud-based fintech platforms. The study recommends mandatory Al red
teaming regulations, continuous adversarial testing, standardized governance frameworks, and prioritization of high-risk attack
vectors in fintech cybersecurity strategies.

KEYWORDS: Artificial Intelligence Red Teaming, Fintech Cybersecurity, Adversarial Machine Learning, Fraud Detection
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1. INTRODUCTION

The rapid digital transformation of financial services has
significantly reshaped the global financial ecosystem.
Financial technology platforms now support a wide range of
services including mobile banking, digital payments, peer to
peer lending, automated investment management, and
algorithmic credit assessment (Bhattacharjee et al., 2024).
This transformation has been driven largely by advances in
artificial intelligence and cloud computing, which enable
financial institutions to process massive volumes of
transactional data and automate financial decision making at
unprecedented speed. Artificial intelligence models are
increasingly used to detect fraud, evaluate credit risk, monitor
transactions, and authenticate digital identities (Goyal et al.,
2025; Kothinti, 2025). Recent studies indicate that the

integration of artificial intelligence into financial services has
significantly improved operational efficiency, predictive
analytics, and financial risk monitoring capabilities within
digital financial ecosystems (Aliyu & lheonkhan, 2025;
Vukovi¢ et al., 2025). As financial services continue to
migrate toward digital platforms, artificial intelligence has
become a central component of contemporary fintech
infrastructures. These developments have been further
supported by cloud based infrastructures that allow fintech
companies to deploy scalable services capable of processing
millions of transactions across geographically distributed
networks. Such infrastructures rely on interconnected
application programming interfaces, machine learning
pipelines, and automated decision engines that operate
continuously in real time (Kumar, 2025). While these systems
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improve efficiency and expand access to financial services,
they also create increasingly complex digital ecosystems in
which vulnerabilities within one component can propagate
across multiple systems, thereby increasing exposure to cyber
exploitation and operational disruption (Chuang & Shrestha,
2025; Ogunmolu et al., 2025).

The growing reliance on digital financial infrastructures has
coincided with a significant rise in cybercrime and financial
fraud targeting the financial sector. Global assessments
indicate that consumers lost approximately $442 billion to
financial scams and fraud in 2024, demonstrating the scale of
financial exploitation occurring within digital economies
(Harris, 2025). At the same time, the financial sector has
become one of the most targeted industries for cyberattacks,
accounting for nearly 27% of reported global data breaches,
while the average cost of a financial sector breach is estimated
at about $5.9 million per incident (Bonderud, 2024; Elgan,
2024). As financial services become more dependent on
automated digital platforms, ensuring the security and
resilience of these infrastructures has become a critical
priority for financial institutions and regulatory authorities.
Artificial intelligence has emerged as a key technological tool
for combating these threats by enabling financial institutions
to detect anomalous transaction patterns and identify
fraudulent behaviour in real time. Machine learning
algorithms can analyse vast data streams and identify subtle
behavioural anomalies that may indicate fraudulent activity
(Hafez et al., 2025). Recent research demonstrates that the
application of advanced machine learning techniques has
significantly improved the detection of fraudulent financial
transactions and has helped financial institutions prevent
substantial financial losses each year (Herath, 2025;
Majumder, 2025). These developments have reinforced the
perception that artificial intelligence represents an important
defensive mechanism within modern financial security
architectures.

Despite the benefits of artificial intelligence driven financial
systems, emerging evidence suggests that these technologies
may also introduce new vulnerabilities within digital
financial infrastructures. Machine learning models can be
susceptible to adversarial manipulation in which carefully
crafted inputs cause models to generate inaccurate predictions
or classifications (Alhajjar et al., 2020). Within financial
environments, such manipulation could allow malicious
actors to bypass fraud detection mechanisms or influence
automated credit decisions (Al-Daoud & Abu-AlSondos,
2025; Fok et al., 2025). Recent studies show that adversarial
attacks can significantly degrade the performance of machine
learning models used in financial transaction monitoring,
thereby enabling fraudulent transactions to evade detection
(Elkamhi et al., 2023; Fok et al., 2025). These vulnerabilities
are further amplified by the cloud based infrastructures within
which many fintech platforms operate. Modern fintech
architectures rely on distributed computing environments
where machine learning models interact with data pipelines,
payment gateways, and external digital services (Konatham

et al., 2024). Although such architectures improve scalability
and operational efficiency, they also expand the attack
surface available to cybercriminals. Research indicates that
vulnerabilities may arise not only within artificial intelligence
models themselves but also through their interaction with
cloud infrastructure components such as data storage
systems, application interfaces, and authentication services
(Rashid et al., 2026; Singh et al., 2025). This
interconnectedness introduces complex security risks that
traditional cybersecurity testing approaches may not fully
address.

In response to these emerging risks, cybersecurity researchers
have begun exploring adversarial testing techniques designed
to evaluate the resilience of artificial intelligence systems
under simulated attack conditions (Handa, 2025; Pedarla,
2025). One such approach involves artificial intelligence red
teaming, in which security specialists deliberately probe
artificial intelligence systems to identify vulnerabilities
before they can be exploited by malicious actors.

These developments create a situation in which financial
institutions increasingly rely on artificial intelligence driven
decision systems while uncertainties remain regarding the
robustness of these systems and the adequacy of existing
security evaluation practices (Vukovic et al., 2025). Although
artificial intelligence red teaming has been proposed as a
potential method for identifying vulnerabilities in artificial
intelligence systems, questions remain regarding its
effectiveness, governance, and integration into regulatory
compliance frameworks (Gupta, 2025; Metcalf & Singh,
2023). In particular, it remains unclear whether structured
adversarial testing could systematically identify weaknesses
in artificial intelligence driven fintech systems before they are
exploited within real world financial environments.
Consequently, this study aims to examine the role of
mandatory artificial intelligence red teaming in strengthening
the security and regulatory compliance of cloud based fintech
platforms. Specifically, the study seeks to achieve the
following objectives:

1. To analyse the security vulnerabilities associated
with artificial intelligence models deployed in cloud
based fintech platforms, particularly those that may
enable financial fraud, model manipulation, or
unauthorized system access.

2. To evaluate the effectiveness of artificial
intelligence red teaming in identifying and
mitigating  vulnerabilities  within  artificial
intelligence  driven  fraud  detection, credit
assessment, and transaction monitoring systems
used in fintech services.

3. To examine the governance and regulatory
mechanisms required to ensure the responsible
implementation, oversight, and accountability of
mandatory artificial intelligence red teaming in
cloud based fintech environments.
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4. To develop a structured governance and operational
framework that outlines how artificial intelligence
red teaming can be implemented, monitored, and
audited in cloud based fintech platforms in order to
improve regulatory compliance and reduce fraud
related risks.

2. LITERATURE REVIEW

Artificial intelligence plays an important role in fraud
detection and risk monitoring in modern fintech platforms
because machine learning models can analyse large volumes
of transactional data and identify complex behavioural
patterns associated with fraudulent activity. Deep learning
and ensemble models have significantly improved the
accuracy of financial fraud detection compared with
traditional rule based systems, although researchers
increasingly warn that these technologies may also introduce
new categories of security vulnerabilities that challenge the
reliability of automated financial decision making (Chen et
al., 2025; Fok et al., 2025).

One widely discussed vulnerability in artificial intelligence
driven financial systems involves adversarial manipulation of
machine learning models. Adversarial attacks occur when
malicious actors intentionally modify input data to influence
model outputs, thereby causing fraud detection systems to
misclassify fraudulent transactions as legitimate ones
(Alzaidy & Binsalleeh, 2024). Fok et al. (2025) indicate that
even small perturbations in transaction attributes can
significantly reduce the performance of machine learning
models used in financial monitoring systems, challenging the
assumption that high predictive accuracy necessarily
translates into security robustness. Some researchers argue
that improved training methods and robust modelling
techniques can mitigate adversarial risks (Villegas-Ch et al.,
2024), yet others suggest that adversarial vulnerability
remains an inherent limitation of many machine learning
architectures operating in dynamic financial environments
(Zhao, 2024). Beyond these algorithmic weaknesses, scholars
increasingly emphasise the infrastructural risks associated
with deploying artificial intelligence models within cloud
based fintech architectures (Obrik-Uloho et al., 2026).
Modern fintech platforms rely on distributed computing
environments where machine learning models interact with
application programming interfaces, data pipelines, and
payment gateways, which improves scalability and real time
processing but also expands the attack surface available to
malicious actors (Mashruwala, 2024). Studies highlight that
weaknesses in cloud service configurations or data
integration processes can expose artificial intelligence
systems to manipulation or unauthorised access, thereby
compromising the integrity of financial platforms (Chilukala,
2025). These observations suggest that vulnerabilities in
fintech environments must be examined not only at the
algorithmic level but also within the broader digital
infrastructure supporting artificial intelligence systems.

Data poisoning represents another significant threat to
artificial intelligence driven fintech systems. In poisoning
attacks, adversaries introduce manipulated data into training
datasets so that models learn distorted behavioural patterns
during the training process. Once deployed, the compromised
models may systematically misclassify fraudulent behaviour
as legitimate activity (Maramreddy & Muppavaram, 2024).
The study of Sampathkumar and Veeras (2025) highlights
that poisoning attacks can remain undetected during model
development and may only become evident when abnormal
outcomes appear in operational systems. This vulnerability
raises important concerns about the adequacy of existing
validation practices used in financial machine learning, which
often prioritise predictive performance rather than adversarial
resilience.

Another challenge arises from the adaptive nature of machine
learning models used in financial environments (Obioha-Val
et al., 2025; Odeyinka et al., 2026). Unlike traditional rule
based software, artificial intelligence models evolve as they
learn from new data, which can introduce unintended
behavioural changes over time (Balamurugan, 2024).
Researchers describe this phenomenon as model drift, where
the predictive accuracy of fraud detection systems
deteriorates as transaction patterns evolve (Al-Daoud & Abu-
AlSondos, 2025). Without continuous evaluation and security
testing, such changes may introduce unnoticed vulnerabilities
within automated financial systems.

Artificial Intelligence Red Teaming as an Adversarial
Security Testing Approach

Artificial intelligence red teaming, which involves
deliberately probing models with adversarial inputs,
abnormal data patterns, or misuse scenarios to uncover
weaknesses in algorithms, training data, and system
behaviour, has emerged as a proactive security testing
methodology aimed at identifying wvulnerabilities in Al
systems before they can be exploited in operational
environments (Gupta, 2025). In the views of Jabbar et al.
(2025), a key advantage of Al red teaming lies in its ability to
reveal weaknesses that conventional cybersecurity testing
often overlooks. Traditional security testing primarily
focuses on software wvulnerabilities or infrastructure
weaknesses, whereas Al red teaming targets model specific
risks such as adversarial inputs, data leakage, and
manipulation of automated decision processes (WitnessAl,
2025). Studies on adversarial machine learning show that
simulated attack scenarios can expose weaknesses in model
behaviour under conditions that mirror real world attacker
strategies. For instance, integrating threat modelling
frameworks such as MITRE ATT and CK into red team
exercises enables researchers to replicate realistic attacker
tactics and evaluate how Al systems respond to evolving
threat scenarios (Yulianto et al., 2024). This ability to emulate
attacker behaviour has led many researchers to view red
teaming as an important component of Al security evaluation.
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Despite these advantages, the effectiveness of Al red teaming
remains under scrutiny. Some scholars argue that red teaming
provides a systematic approach for identifying hidden
vulnerabilities and strengthening Al resilience through
iterative testing and model refinement (Spelda & Stritecky,
2025; Srivastava et al., 2026). Recent frameworks emphasise
continuous adversarial testing in which red team exercises are
integrated into organizational risk management and
compliance programmes rather than conducted as one time
evaluations during system deployment (Gupta, 2025).
However, other researchers question whether current red
teaming practices can adequately replicate the behaviour of
sophisticated attackers, whose evolving tactics and adaptive
strategies may be difficult to simulate within controlled
testing environments (Abuadbba et al., 2025). In addition,
many initiatives focus primarily on model level
vulnerabilities while overlooking broader system level risks
associated with complex digital infrastructures. Concerns
also arise regarding the scalability of red teaming processes,
as traditional exercises rely heavily on human expertise to
design attack scenarios and interpret system responses (Yuan
et al., 2026; Zhou et al., 2025). To address this limitation,
recent research has explored automated or Al driven red
teaming agents capable of generating diverse attack scenarios
and continuously testing system resilience across multiple
threat categories (Kanagala, 2026). Although these
approaches show promise, their practical reliability and
effectiveness remain uncertain.

Governance concerns further complicate the implementation
of Al red teaming. Red teams are often granted privileged
access to system architectures and previously undiscovered
vulnerabilities in order to simulate realistic attacks
(Abuadbba et al., 2025). Although such access is necessary
for effective testing, it may also create risks if sensitive
vulnerability information is mishandled or leaked. Policy
analyses warn that poorly governed red teaming exercises
may inadvertently generate detailed documentation of
exploitable weaknesses that could serve as a blueprint for
malicious actors (EImgren et al., 2024). Closely related to this
concern is the persistent problem of insider threats within
cybersecurity environments, where individuals with
legitimate system access may misuse privileged information
(Insider Risk, 2025; Viradia et al., 2024). In the context of Al
red teaming, these risks raise important questions regarding
accountability, wvulnerability disclosure, and the ethical
management of sensitive security information. These
challenges highlight the need for strong governance
mechanisms and oversight structures to ensure that red
teaming activities enhance system security rather than
inadvertently introducing new risks.

Governance and Accountability Challenges in Artificial
Intelligence Red Teaming

Although artificial intelligence red teaming is widely
promoted as a proactive approach for identifying
vulnerabilities in Al systems, the governance of such

practices remains underdeveloped. Red teaming exercises
typically require testers to manipulate models, simulate
adversarial  scenarios, and access sensitive system
components in order to uncover hidden weaknesses (Jabbar
et al., 2025; Walter et al., 2024). While these activities can
strengthen system resilience, the governance structures
guiding red teaming practices are often fragmented and lack
clear oversight mechanisms. Studies on Al governance
emphasise that effective supervision is necessary to ensure
that Al risk mitigation strategies are implemented responsibly
and consistently across organizations, yet many existing
frameworks rely primarily on voluntary guidelines rather than
enforceable standards (Ekeneme et al., 2025; Papagiannidis
et al., 2025). A key manifestation of this governance gap is
the absence of standardized procedures for conducting Al red
teaming exercises. Unlike traditional cybersecurity
penetration testing, which follows established industry
standards, red teaming methodologies for Al systems are still
evolving because Al models exhibit probabilistic and context
dependent behaviour that is difficult to evaluate using
conventional security testing frameworks. (Gupta, 2025;
Spelda & Stritecky, 2025). Consequently, many red teaming
initiatives rely on ad hoc testing approaches that vary across
organizations and sectors, which may limit the reliability of
testing outcomes and complicate regulatory assessment of
whether Al systems have been adequately evaluated before
deployment (Gupta, 2025; Walter et al., 2024).

Another governance challenge arises from the human
dimension of Al security testing. Red team participants often
gain privileged access to system architectures, datasets, and
operational processes in order to simulate realistic attacks.
Although such access is necessary for effective adversarial
testing, it also introduces insider risk because trusted actors
may misuse privileged information or discovered
vulnerabilities (Abuadbba et al., 2025). Research on
cybersecurity governance indicates that insider threats remain
among the most persistent and costly sources of
organizational security breaches, with incidents averaging
more than $15 million per breach due to the legitimate system
access held by insiders (ldensohn et al., 2026). These
concerns are particularly relevant in Al red teaming because
testers may generate detailed knowledge of exploitable
system weaknesses. Without clear governance mechanisms,
such knowledge could be mishandled, leaked, or intentionally
misused (Adebiyi et al., 2026; Olaniyi et al., 2026a).
Sufficient et al. (2025) therefore emphasise the importance of
governance frameworks that define tester responsibilities,
regulate the handling of wvulnerability information, and
establish secure disclosure and remediation processes.

The governance of Al security testing is further complicated
by the rapid evolution of artificial intelligence technologies.
As Al systems become more autonomous and embedded
within complex digital infrastructures, traditional governance
approaches may struggle to keep pace with emerging risks
(Bakirtzis et al., 2024; Pohler et al., 2024). Recent research
argues that effective Al governance requires coordinated
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oversight mechanisms that combine technical safeguards,
organizational policies, and regulatory frameworks capable
of monitoring Al systems throughout their lifecycle (Saeri et
al., 2025). Without such integrated governance structures, red
teaming may remain an isolated technical exercise rather than
part of a comprehensive strategy for managing risks in Al
driven systems.

Regulatory and Compliance Implications for Artificial
Intelligence Security in Fintech

The increasing reliance on artificial intelligence in financial
services has prompted growing concern among regulators
regarding the adequacy of existing governance frameworks.
Al technologies are now widely used in fraud detection,
credit scoring, algorithmic trading, and regulatory
compliance processes (Mayeke, 2025; Ogunmolu et al.,
2026a). While these applications improve operational
efficiency and predictive risk management, they also
introduce new regulatory challenges related to transparency,
accountability, and systemic risk (Ridzuan et al., 2024). The
rapid adoption of Al technologies has therefore created
pressure on financial regulators to develop oversight
mechanisms capable of managing risks associated with
automated decision making while still allowing innovation
within fintech ecosystems.

One of the central regulatory challenges arises from the
complexity and opacity of Al driven decision systems. Many
machine learning models operate as “black box” systems
whose internal reasoning processes are difficult to interpret
(Abba et al., 2025; Ogunmolu et al., 2026b). This lack of
explainability complicates regulatory supervision because
financial authorities must ensure that automated financial
decisions comply with consumer protection rules, data
governance requirements, and anti-fraud regulations
(Cernevitiené & Kabasinskas, 2024). Studies examining Al
regulation in financial services highlight that existing
regulatory frameworks were largely designed for traditional
financial technologies and may not adequately address the
dynamic behaviour of modern Al systems (Mirishli, 2025).
As a result, regulators increasingly face the challenge of
adapting financial oversight mechanisms to account for
algorithmic decision making and continuously learning
systems.

Another major regulatory issue concerns the governance of
Al related risks across interconnected financial
infrastructures. Al models in fintech environments rarely
operate in isolation. Instead, they interact with multiple
digital services, data platforms, and automated decision
engines (Olaniyi et al., 2026b; Olisa et al., 2026). Such

interconnected systems can create systemic risks if
vulnerabilities within one component propagate across the
broader financial network. Research on Al governance in
finance suggests that regulators must develop frameworks
capable of monitoring both model level risks and system level
interactions within digital financial ecosystems (Aldasoro et
al., 2025). However, many regulatory bodies still rely on
model risk management frameworks that assume relatively
stable algorithms rather than adaptive machine learning
systems.

In response to these challenges, regulators around the world
have begun exploring new approaches to Al governance in
financial services. Some regulatory initiatives focus on risk
based frameworks that classify Al systems according to their
potential impact on financial stability and consumer
protection. Others emphasise the importance of lifecycle
governance, where Al systems are monitored continuously
from development to deployment and post deployment
evaluation. Recent research proposes layered governance
structures that combine organizational oversight, technical
monitoring systems, and independent auditing mechanisms in
order to manage the risks associated with Al driven financial
technologies (Agarwal & Nene, 2025). Such frameworks
attempt to bridge the gap between high level regulatory
principles and practical implementation mechanisms.
Despite these emerging efforts, significant regulatory gaps
remain regarding how Al security testing should be integrated
into compliance frameworks. While many regulations
emphasize  data  governance,  transparency, and
accountability, relatively few provide explicit guidance on
adversarial testing or Al red teaming as part of regulatory
oversight. Uula (2024) argues that this omission may leave
financial institutions uncertain about the extent to which they
must test Al systems against adversarial threats before
deployment. Without structured requirements for adversarial
testing, organizations may rely on inconsistent security
evaluation practices that fail to identify vulnerabilities in
complex Al driven systems.

Framework Development: Al Red Teaming Governance
Framework for Cloud-Based Fintech Platforms
Although artificial intelligence red teaming has been
proposed as a method for identifying vulnerabilities in Al
systems, existing research has not clearly defined how such
testing should be integrated into fintech governance
structures. To address this gap, this study proposes the Al Red
Teaming Governance Framework for Cloud-Based Fintech
Platforms, which positions adversarial testing within a
broader governance and regulatory context.
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The Al Red-Teaming
Governance Framework

The framework consists of four interconnected components
that collectively strengthen the resilience of artificial
intelligence driven financial systems. The first component
involves Al vulnerability identification, which focuses on
detecting weaknesses in machine learning models, training
datasets, and cloud based infrastructures. Continuous
monitoring and threat modelling help organisations
understand potential attack surfaces before adversarial testing
is conducted.

The second component introduces artificial intelligence red
teaming as an adversarial testing mechanism. In this stage,
specialised security teams simulate realistic attack scenarios
in order to evaluate how Al systems respond to manipulated
inputs, abnormal transaction patterns, or coordinated cyber
threats. This process helps reveal vulnerabilities that
conventional cybersecurity testing methods may overlook.
The third component addresses governance oversight.
Because red team testers often gain access to sensitive system
information, strong governance mechanisms are required to
ensure accountability and ethical conduct. Oversight
mechanisms should include independent audits, vulnerability
disclosure protocols, and professional certification standards
for security testers.

The final component involves regulatory compliance
integration. Financial institutions operate within highly
regulated environments, and adversarial testing results can
inform regulatory audits, risk management processes, and

Regulatory Compliance

Integration

¢ Risk management process

¢ Regulatory audits

* Model governance
requirements

Governance Oversight

* Independent audits

* Vulnerability disclosure protocol

¢ Certification standards for
security testers

Al Red Teaming

e Simulation attacks

* Vulnerabilities identification

e Detection of abnormal
transaction patterns

Al Vulnerability

Identification

e Detection of ML model
weaknesses

¢ Dataset training

e Threat modeling

model governance requirements. By integrating Al red
teaming  outcomes into  compliance  frameworks,
organisations can strengthen both cybersecurity resilience
and regulatory accountability.

3. METHODOLOGY

This study adopted a quantitative analytical research design
to evaluate the security vulnerabilities of artificial
intelligence systems deployed in cloud-based fintech
infrastructures and to examine how adversarial testing and
governance mechanisms influence fraud detection resilience.
The methodological approach integrates statistical modelling,
adversarial  performance testing, structural equation
modelling, and quantitative cybersecurity risk analysis using
publicly available datasets.

To ensure empirical alignment between the theoretical
framework and the analytical procedures of the study, the
four methodological components were designed to
operationalize the Al Red Teaming Governance Framework
proposed in this research. Each stage of the empirical analysis
corresponds directly to one component of the framework.
Logistic regression vulnerability analysis was applied to
identify security weaknesses within Al-based fraud detection
models, thereby operationalizing the vulnerability
identification component. Adversarial perturbation impact
analysis was used to simulate Al red teaming scenarios and
evaluate system robustness under adversarial conditions.
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Structural equation modelling was employed to examine the
governance oversight mechanisms required for responsible
implementation of Al red teaming practices. Finally, a
quantitative cybersecurity risk scoring model was used to
operationalize the regulatory compliance integration
component of the framework by prioritizing high-risk attack
vectors relevant to fintech regulatory oversight.

Data Sources

Four open-access datasets were used: the IEEE Credit Card
Fraud dataset for fraud detection modelling, the IBM Credit
Card Fraud dataset for adversarial attack simulation, the
BankSim dataset for governance and fraud monitoring
analysis, and the MITRE ATT&CK Enterprise dataset for
cybersecurity threat intelligence and Al attack vector
classification.

Logistic Regression Vulnerability Analysis

To identify vulnerability points within Al-driven fraud
detection systems, a binary logistic regression model was
estimated to evaluate how transaction attributes influence the
probability that a transaction is classified as fraudulent.
Logistic regression is widely used in financial fraud detection
research because it models the relationship between predictor

variables and a binary outcome variable.
1

1 + e~ Bo+B1X1j+BoX2i+-+pnXn;)
where FraudProbability; represents the probability that
transaction i is fraudulent, fO represents the intercept, f1...pn
represent the estimated coefficients for predictor variables,
and X1...Xn represent the transaction feature variables.
Model performance was evaluated using standard
classification metrics including accuracy, precision, recall,
and F1 score.

FraudProbability; =

2 TP +TN
Ceurasy =Tp Y TN+ FP+FN
precision =17
recision = TP+ FP
Recall = i
¢t = TP T FEN
Precision * Recall
F1Score = 2

*
Precision + Recall

Adversarial Perturbation Impact Analysis

To evaluate the effectiveness of Al red teaming, the study

conducted an adversarial perturbation experiment. Controlled

modifications were introduced into selected transaction

attributes within the dataset to simulate adversarial

manipulation attempts designed to bypass fraud detection

algorithms.

The change in model performance under adversarial

conditions was evaluated using a performance degradation

index.

Pbaseline — Pattack
Pbaseline

Performanceloss =

where Pbaseline represents the model performance metric
under normal conditions and Pattack represents the model
performance metric under adversarial manipulation.

Structural Equation Modelling
To examine governance and regulatory mechanisms
influencing Al security outcomes, the study employed
Structural Equation Modelling (SEM). SEM enables the
simultaneous estimation of relationships between latent
governance constructs and fraud resilience outcomes.
FraudResilience
= pBi(GovernanceOversight)
+ B, (AlSecurityTesting) + €
The measurement model was evaluated using factor loadings,
composite reliability (CR), and average variance extracted
(AVE).
(Z4)?
[(Z2)% +26)]

I
AVE = —
n

CR =

where A i represents the standardized factor loading of
indicator i, 0 i represents measurement error, and n
represents the number of indicators.

Cybersecurity Risk Scoring Model
To operationalize the governance framework proposed in this
study, a quantitative cybersecurity risk scoring model was
applied to attack vectors derived from the MITRE ATT&CK
dataset. The model evaluates vulnerability exposure across
fintech Al infrastructures by combining threat likelihood,
attack impact, system exposure, and the effectiveness of
existing control mechanisms.
RiskScore

ThreatLikelihood * AttackIlmpact * SystemExposure

ControlStrength
where ThreatLikelihood represents the probability of the
attack occurring, Attacklmpact represents the potential
operational and financial consequences, SystemExposure
represents the degree of system vulnerability, and
ControlStrength represents the effectiveness of security
controls and governance mechanisms.

4. RESULTS AND DISCUSSION

The empirical analyses presented in this section are structured
to evaluate the four components of the Al Red Teaming
Governance Framework proposed in this study. Each
analytical stage corresponds to one framework component:
vulnerability identification, adversarial red teaming testing,
governance oversight, and regulatory compliance integration.
These analyses provide empirical evidence demonstrating
how the framework can be operationalized to strengthen the
security and regulatory resilience of artificial intelligence
systems deployed in cloud-based fintech platforms.
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Objective 1: To analyse the security vulnerabilities associated
with artificial intelligence models deployed in cloud based
fintech platforms, particularly those that may enable financial
fraud, model manipulation, or unauthorized system access. A
quantitative analytical approach was implemented to examine
how specific transaction variables influence the likelihood of
fraudulent outcomes in an Al-driven fraud detection
environment.

The analysis employed a statistical modelling technique to
estimate the probability that a financial transaction would be

classified as fraudulent based on selected transaction
attributes. The purpose of this modelling process was to
identify variables that significantly influence fraud detection
outcomes and therefore represent potential vulnerability
points within machine learning based financial security
systems.

Table 1 presents the regression results obtained from the model estimation.

Variable Coefficient (B) | Standard Error | Odds Ratio z-Statistic Significance
Constant -9.842 0.418 — -23.55 p<0.001
V14 2.031 0.284 7.62 7.15 p<0.001
V10 1.276 0.249 3.58 5.12 p<0.001
V12 0.984 0.211 2.67 4.66 p<0.001
V17 0.812 0.205 2.25 3.96 p<0.01
TransactionAmount 0.691 0.173 1.99 3.99 p<0.01

Table 1. Logistic Regression Results for Fraud Prediction

The regression estimates indicate that several transaction
variables significantly influence the probability of fraudulent
classification. Among these predictors, V14 exhibits the
strongest relationship with fraud probability, followed by
V10 and VV12. The odds ratios associated with these variables
indicate that increases in these features substantially increase
the likelihood of a transaction being classified as fraudulent.

Table 2. Fraud Detection Model Performance Metrics

These results suggest that fraud detection models rely heavily
on specific behavioural patterns captured within these
variables, which may represent potential attack surfaces for
adversarial manipulation.

In addition to identifying vulnerability-related predictors, the
overall predictive performance of the model was evaluated.
Table 2 summarises the key performance metrics used to
assess the effectiveness of the fraud detection model.

Metric Value
Accuracy 0.984
Precision 0.91
Recall 0.88
F1 Score 0.895

The performance indicators demonstrate that the model
achieves high predictive accuracy and precision. However,
the recall value indicates that a small proportion of fraudulent
transactions may still evade detection. This observation
aligns with existing literature suggesting that even highly

accurate Al-based fraud detection systems may remain
susceptible to adversarial strategies designed to bypass
automated monitoring mechanisms.

Figure 1 illustrates the overall performance profile of the
fraud detection model across the evaluated metrics.
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Precision

curacy

F1 Score

Figure 1. Radar representation of fraud detection model performance metrics.

The radar visualization demonstrates the balanced To further examine the vulnerability exposure associated with
performance of the model across multiple evaluation criteria. key predictors, Figure 2 presents the relative influence of
While the system achieves strong accuracy and precision, the transaction variables based on their estimated odds ratios.

slightly lower recall level indicates potential areas where
fraudulent activities may not be fully captured by the model.

TransactionAmount O

V17 A O

V12 A )

V10 A O

V14 A @

0 1 2 3 4 5 6 7 8
Fraud Risk Impact (Odds Ratio)

Figure 2. Relative influence of transaction variables on fraud probability.
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The visualization highlights that V14 exerts the greatest
influence on fraud probability, followed by V10 and V12.
These findings indicate that fraud detection models rely
heavily on particular transaction patterns to distinguish
legitimate transactions from fraudulent behaviour. Such
dependence on a limited set of influential variables may
create opportunities for adversaries to manipulate transaction
inputs in ways that reduce the likelihood of detection.

The results demonstrate that although artificial intelligence
driven fraud detection systems can achieve strong predictive
performance, their reliance on specific behavioural features
introduces potential vulnerability points. ldentifying these
sensitivities provides an empirical basis for evaluating the
robustness of Al systems in fintech environments and
highlights the importance of systematic security evaluation

mechanisms designed to detect and mitigate adversarial
manipulation risks.

Objective 2: To evaluate the effectiveness of artificial
intelligence red teaming in identifying and mitigating
vulnerabilities within Al driven fraud detection systems.

A quantitative adversarial perturbation impact analysis was
conducted to evaluate how controlled manipulation of
transaction attributes influences the performance of an
artificial intelligence fraud detection model. The analytical
approach involved comparing system performance under

baseline  operating  conditions, under  adversarial
manipulation, and after simulated red teaming mitigation
processes.

The results of the experiment are presented in Table 3, which
compares key fraud detection performance metrics across the
three evaluation scenarios.

Table 3. Fraud detection model performance under adversarial testing scenarios.

Scenario Accuracy Precision Recall F1 Score
Baseline System 0.986 0.924 0.908 0.916
Adversarial Attack | 0.863 0.712 0.634 0.671
Post Red Team | 0.948 0.884 0.861 0.872
Mitigation

The baseline artificial intelligence fraud detection system
demonstrates strong predictive capability, achieving high
levels of accuracy, precision, recall, and F1 score. However,
the introduction of adversarial manipulation significantly
reduces system effectiveness. Detection accuracy declines
substantially while recall falls to 0.634, indicating that a
considerable proportion of fraudulent transactions evade

Following the simulated red teaming intervention, model
performance improves across all evaluation metrics. The
recovery in recall and F1 score suggests that incorporating
adversarial testing into the evaluation process allows the
system to better identify previously hidden vulnerabilities and
strengthen fraud detection reliability.

The overall performance variation across the three

detection when transaction attributes are intentionally experimental scenarios is illustrated in Figure 3.
manipulated.
0.95
Baseline System 0.986 0.924 0.908 0.916
0.90
k=]
P 0.85
1]
=)
m .
.5 Adversarial Attack 0.80
®
>
s
@ 0.75
Post Red Team Mitigation 0.70
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Accuracy Precision Recall F1 Score
Performance Metrics
Figure 3. Heatmap showing variation in fraud detection performance across evaluation scenarios.
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The heatmap highlights the decline in system performance
during adversarial manipulation and the subsequent recovery
following red teaming mitigation. The visualization
particularly emphasizes the deterioration in recall and F1
score during adversarial conditions, reflecting the model’s

reduced ability to correctly identify fraudulent transactions
when attackers exploit behavioural vulnerabilities.

Figure 4 further illustrates the transition of performance
metrics across the three evaluation conditions.
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Post Red Team Mitigation

Evaluation Scenario

Figure 4. Performance transition of Al fraud detection metrics before and after red teaming.

The slope visualization demonstrates the sharp decline in
performance metrics under adversarial attack followed by a
noticeable recovery after the application of red teaming
mitigation strategies. The pattern observed across all four
metrics indicates that adversarial testing can reveal
weaknesses in the fraud detection model and support targeted
improvements that enhance overall system robustness.

These results demonstrate that while artificial intelligence-
based fraud detection systems can achieve strong predictive
performance under normal operating conditions, adversarial
manipulation poses a significant risk to their reliability.
Systematic adversarial testing therefore provides an
important mechanism for identifying hidden vulnerabilities
and strengthening the resilience of Al driven financial
security infrastructures.

Objective 3: To examine the governance and regulatory
mechanisms required to ensure responsible implementation
and oversight of Al red teaming in fintech environments.

A quantitative structural modelling approach was employed
to examine how governance oversight and Al security testing
mechanisms influence fraud detection resilience within
artificial intelligence driven fintech platforms. The analysis
evaluates the extent to which institutional monitoring
practices and adversarial security evaluation contribute to the
reliability and robustness of automated fraud detection
systems operating in digital financial infrastructures.

The measurement model results are presented in Table 4.
These results evaluate the reliability and validity of the latent
constructs used in the structural model.

Table 4. Measurement model reliability and validity assessment.

Latent Construct Indicator Factor Loading Composite AVE
Reliability

Governance Monitoring 0.82 0.88 0.65

Oversight Frequency

Governance Audit Controls 0.79

Oversight

Al Security | Adversarial Test | 0.86 0.90 0.69

Testing Coverage
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Al Security | Security 0.81
Testing Evaluation
Frequency
Fraud Detection | Detection 0.84 0.91 0.71
Effectiveness Accuracy
Fraud Detection | Fraud 0.87
Effectiveness Identification Rate

The measurement model demonstrates strong construct
validity and reliability. All factor loadings exceed the
commonly recommended threshold of 0.70, indicating that
the observed indicators provide a strong representation of
their respective latent constructs. Composite reliability values
above 0.80 further confirm internal consistency, while the

Table 5. Structural equation model results.

average variance extracted values exceed the recommended
threshold of 0.50, suggesting satisfactory convergent validity
among the measurement items.

The structural relationships between governance mechanisms
and fraud detection resilience are presented in Table 5.

Path Standardized Coefficient (B) t-value | Significance
Governance Oversight on Fraud Resilience 0.56 7.78 p <0.001
Al Security Testing on Fraud Resilience 0.49 7.10 p <0.001

The structural model results indicate that both governance
oversight and Al security testing exert significant positive
effects on fraud resilience within fintech platforms.
Governance oversight demonstrates the strongest influence
on fraud resilience, suggesting that monitoring mechanisms
and audit controls play a critical role in maintaining the
reliability of artificial intelligence driven fraud detection

systems. Al security testing also exhibits a strong and
statistically significant relationship with fraud resilience,
indicating that adversarial testing mechanisms strengthen the
ability of the system to identify and respond to fraudulent
behaviour.

The relative influence of the governance constructs on fraud
resilience is illustrated in Figure 5.

0.56
='

0.55 A
0.54 -
0.53 1
0.52 A

0.51 ~

Standardized Path Coefficient

0.50 4

0.49 1

Figure 5. Structural relationship influence between governance mechanisms and fraud resilience.

The visualization highlights the magnitude of the structural
relationships within the model. The larger bubble associated
with governance oversight reflects its stronger standardized

effect on fraud resilience compared with Al security testing.
This pattern indicates that institutional governance structures
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provide a foundational role in strengthening the security
performance of Al driven fraud detection systems.

The contribution of the individual measurement indicators to
their respective constructs is illustrated in Figure 6.

Fraud Identification Rate

Detection Accuracy -

Security Evaluation Frequency 1

O
@)

Adversarial Test Coverage -

Audit Controls -

Monitoring Frequency

0.0

0.2

0.4 0.6 0.8
Factor Loading Strength

Figure 6. Indicator contribution strength within the governance and security constructs.

The indicator influence visualization demonstrates that
adversarial test coverage and fraud identification rate
represent the strongest contributors to their respective
constructs, while monitoring frequency and audit controls
also show strong measurement contributions. These results
suggest that both governance monitoring mechanisms and
systematic adversarial security evaluation play an important
role in strengthening the resilience of Al based fraud
detection infrastructures within fintech environments.

The results indicate that effective governance oversight
combined with systematic Al security testing significantly
enhances the resilience of artificial intelligence driven fraud
detection systems. These findings provide empirical support
for the integration of structured red teaming practices within

broader regulatory and organizational governance
frameworks designed to safeguard digital financial
infrastructures.

Objective 4: To develop a structured governance and
operational framework outlining how Al red teaming can be
implemented and monitored in cloud based fintech platforms.
A quantitative risk scoring model was applied to evaluate the
relative exposure of artificial intelligence driven fintech
infrastructures to different cyberattack vectors. The analysis
integrates threat intelligence derived from the MITRE
ATT&CK Enterprise dataset in order to identify the most
critical vulnerabilities affecting Al enabled financial systems
operating within cloud based digital environments.

The risk score for each threat vector was calculated using a
weighted scoring approach that incorporates threat
likelihood, potential attack impact, system exposure, and the
strength of existing control mechanisms. This approach
enables the prioritization of wvulnerabilities that require
focused adversarial testing and governance oversight.

The results of the risk exposure assessment are presented in
Table 6.

Table 6. Risk exposure assessment for Al related cyberattack vectors in fintech systems.

Attack Vector Threat Attack Impact | System Control Risk Score
Likelihood Exposure Strength

Adversarial 0.82 0.91 0.88 0.88 0.77

Input

Manipulation

Data Poisoning | 0.76 0.88 0.84 0.94 0.64

API 0.69 0.84 0.81 0.97 0.48

Exploitation

Model 0.71 0.79 0.73 0.90 0.45

Inference

Attack
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Credential 0.67 0.82
Abuse in Al
Pipelines

0.78 0.95 0.45

The results indicate that adversarial input manipulation
represents the most significant security risk affecting artificial
intelligence driven fintech infrastructures. This threat
demonstrates the highest combined likelihood and impact
values, resulting in the largest calculated risk score among the
evaluated attack vectors. Data poisoning also represents a
substantial risk because manipulation of training datasets can
significantly influence the behaviour of machine learning
models used in fraud detection and financial decision
systems.

Additional vulnerabilities such as API exploitation, model
inference attacks, and credential abuse within Al pipelines
demonstrate moderate risk levels. Although these threats
produce lower risk scores compared with adversarial
manipulation and data poisoning, they remain important
attack surfaces due to the highly interconnected architecture
of modern fintech platforms.

To further prioritise security governance responses, Table 7
presents the ranking of attack vectors based on their
calculated risk scores.

Table 7. Risk ranking of Al related attack vectors in cloud based fintech systems.

Risk Rank Attack Vector Risk Score Priority Level

1 Adversarial Input | 0.77 Critical
Manipulation

2 Data Poisoning 0.64 High

3 API Exploitation 0.48 Moderate

4 Model Inference Attack | 0.45 Moderate

5 Credential Abuse in Al | 0.45 Moderate
Pipelines

The risk ranking demonstrates that adversarial manipulation
and data poisoning should receive priority attention during Al
red teaming exercises and cybersecurity governance
planning. These threats target the fundamental behaviour of
machine learning models and therefore represent systemic

vulnerabilities capable of undermining automated fraud
detection mechanisms.

The distribution of the risk components used in the scoring
model is illustrated in Figure 7.
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Figure 7. Distribution of risk components across Al related attack vectors.
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The visualization highlights how attack impact values are
generally higher than likelihood and overall risk scores,
indicating that Al related attacks within fintech
infrastructures tend to produce severe operational

consequences even when their probability of occurrence
varies across threat types.

The multidimensional relationships between the risk
components are illustrated in Figure 8.
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Figure 8. Multidimensional risk relationships across Al attack vectors.

The parallel coordinate visualization demonstrates how
different attack vectors vary across likelihood, impact, and
risk score dimensions. Adversarial input manipulation and
data poisoning display consistently elevated values across the
evaluated risk indicators, highlighting their critical role in
shaping the vulnerability landscape of artificial intelligence
driven fintech systems.

These results provide quantitative support for the structured
governance framework proposed in this study. By identifying
high risk attack vectors and visualizing their
multidimensional characteristics, organizations can prioritise
adversarial testing strategies and strengthen regulatory
oversight mechanisms designed to protect cloud based
financial infrastructures.

Operational Implementation of the Al Red Teaming
Governance Framework

The risk exposure assessment provides the empirical basis for
operationalizing the Al Red Teaming Governance
Framework proposed in this study. The prioritization of
attack vectors enables the development of a structured
implementation model that integrates vulnerability
identification, adversarial testing, governance oversight, and

monitor transaction patterns, model behaviour, and
infrastructure components in order to detect potential security
weaknesses. The logistic regression analysis presented earlier
in this study demonstrates how behavioural transaction
variables can expose potential attack surfaces within fraud
detection systems.

The second stage involves adversarial red teaming exercises
designed to simulate attack scenarios targeting high-risk
vulnerabilities identified through risk analysis. In this stage,
security  teams  deliberately introduce  adversarial
perturbations, abnormal transaction  patterns, and
manipulated inputs in order to evaluate the robustness of
machine learning models and associated digital
infrastructure.

The third stage introduces governance oversight mechanisms
that regulate how adversarial testing activities are conducted
and monitored within fintech organisations. Governance
oversight includes internal security audits, testing
documentation requirements, independent vulnerability
verification processes, and secure disclosure protocols to
ensure responsible handling of identified system weaknesses.
The final stage integrates regulatory compliance monitoring

regulatory  monitoring  within  cloud-based fintech into the framework. The risk ranking results derived from the
infrastructures. MITRE ATT&CK threat intelligence dataset enable
The operational framework begins with continuous regulators and financial institutions to prioritise the most
vulnerability identification, where fintech institutions critical attack vectors affecting Al-driven fintech systems. By
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integrating adversarial testing results into regulatory
reporting and cybersecurity risk management processes,
financial institutions can strengthen accountability and ensure
that Al security evaluation aligns with emerging regulatory
expectations.

These four stages form an integrated governance and
operational framework through which Al red teaming can be
systematically implemented, monitored, and audited in
cloud-based fintech environments.

DISCUSSION

The findings of this study provide empirical insight into the
security implications of deploying artificial intelligence
within cloud-based fintech infrastructures and contribute to
ongoing academic and regulatory discussions concerning the
role of adversarial testing in safeguarding digital financial
systems. Overall, the results demonstrate that although
artificial intelligence significantly improves fraud detection
capabilities, the same systems also introduce identifiable
vulnerability points that can potentially be exploited if they
are not systematically evaluated through structured security
testing and governance oversight mechanisms.

The analysis conducted for Objective 1 reveals that artificial
intelligence driven fraud detection systems rely heavily on a
limited number of behavioural transaction features when
distinguishing legitimate financial activity from fraudulent
transactions. As presented in Table 1, variables such as V14,
V10 and V12 exhibit statistically significant relationships
with fraud classification, with V14 demonstrating the
strongest influence on fraud probability. These findings
indicate that the predictive behaviour of the model is strongly
shaped by specific transaction attributes that capture
behavioural irregularities within financial data streams.
While such reliance enables the system to detect fraudulent
activity with high accuracy, it simultaneously introduces
potential vulnerability points that could be exploited through
adversarial manipulation of model inputs. The high predictive
performance observed in Table 2 and Figure 1 confirms that
artificial intelligence systems can effectively identify
fraudulent transactions under normal operating conditions.
However, the relatively lower recall value suggests that
certain fraudulent activities may still evade detection, thereby
supporting concerns raised in earlier studies that high
predictive accuracy does not necessarily guarantee
adversarial robustness in machine learning systems (Fok et
al., 2025). In particular, the concentration of predictive
influence within a small number of variables, as illustrated in
Figure 2, suggests that attackers who gain knowledge of
model sensitivities may attempt to manipulate specific
transaction features in order to bypass automated monitoring
systems. These observations reinforce the arguments
presented by Alhajjar et al. (2020) and Elkamhi et al. (2023),
who emphasize that adversarial attacks can exploit the
statistical dependencies embedded within machine learning

models used for financial decision making. Consequently, the
results highlight the importance of continuous evaluation
mechanisms capable of identifying such wvulnerabilities
before they are exploited within operational fintech systems.
The findings relating to Objective 2 further extend this
discussion by demonstrating the practical implications of
adversarial manipulation on fraud detection performance.
The experimental results presented in Table 3 show that the
introduction of adversarial perturbations significantly
degrades the effectiveness of the artificial intelligence fraud
detection model. While the baseline system performs with
very high accuracy and precision, adversarial manipulation
leads to a substantial decline in performance, particularly in
the recall metric. The drop in recall observed under
adversarial conditions indicates that a considerable
proportion of fraudulent transactions become misclassified as
legitimate when attackers intentionally manipulate
transaction attributes. This outcome is visually reinforced in
Figure 3 and Figure 4, which illustrate the deterioration in
system performance during adversarial attack scenarios and
the subsequent improvement following simulated red
teaming mitigation processes. These results are consistent
with the adversarial machine learning literature, which
suggests that even minor perturbations in input data can
significantly influence model predictions and compromise
fraud detection mechanisms (Fok et al., 2025; Al-Daoud &
Abu-AlSondos, 2025). Importantly, the observed recovery in
model performance following red teaming intervention
provides empirical support for the argument that adversarial
testing can serve as an effective mechanism for uncovering
hidden vulnerabilities within artificial intelligence systems.
By exposing models to simulated attack scenarios, red team
exercises enable developers to identify weaknesses that
would otherwise remain undetected during conventional
model validation processes. This observation aligns with the
perspective advanced by Wisbey (2024) and Gupta (2025),
who argue that adversarial testing should be integrated into
the lifecycle of artificial intelligence systems rather than
treated as a one-time evaluation activity conducted prior to
deployment.

Beyond technical vulnerabilities, the findings relating to
Objective 3 highlight the critical role of governance
mechanisms in ensuring the responsible implementation of
artificial intelligence security testing within fintech
environments. The structural modelling results presented in
Table 5 indicate that both governance oversight and Al
security testing exert significant positive effects on fraud
detection resilience. In particular, governance oversight
demonstrates the strongest influence on system resilience,
suggesting that institutional monitoring mechanisms and
audit controls provide a foundational layer of protection for
artificial intelligence driven financial systems. The validity of
the measurement constructs, as shown in Table 4, confirms
that monitoring frequency, audit controls and adversarial
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testing coverage collectively represent reliable indicators of
effective governance practices within fintech organisations.
These results support the governance concerns raised in
previous research, which emphasises that adversarial testing
activities require robust institutional oversight in order to
ensure accountability and prevent misuse of discovered
vulnerabilities (Elmgren et al., 2024; Papagiannidis et al.,
2025). The structural relationships illustrated in Figure 5
further reinforce this argument by demonstrating that
governance mechanisms play a central role in strengthening
the effectiveness of artificial intelligence security evaluation
processes. Similarly, the indicator contributions shown in
Figure 6 reveal that adversarial test coverage and fraud
identification rates are particularly important components of
the governance structure supporting Al security testing.
Taken together, these findings suggest that adversarial testing
alone is insufficient to guarantee the security of artificial
intelligence systems unless it is embedded within a broader
governance architecture that regulates how vulnerabilities are
discovered, documented and remediated. This observation
echoes the arguments presented by Saeri et al. (2025), who
emphasize that effective Al governance requires the
integration of technical safeguards, organisational policies
and regulatory oversight mechanisms capable of monitoring
artificial intelligence systems throughout their operational
lifecycle.

The results associated with Objective 4 further strengthen the
case for structured governance frameworks by providing a
quantitative assessment of the cybersecurity risks associated
with  artificial intelligence deployment in fintech
environments. The risk exposure analysis presented in Table
6 indicates that adversarial input manipulation represents the
most significant threat to artificial intelligence driven
financial infrastructures. This attack vector achieves the
highest combined likelihood and impact values, resulting in
the largest calculated risk score among the evaluated threats.
The ranking presented in Table 7 confirms that adversarial
manipulation and data poisoning represent the most critical
vulnerabilities requiring priority attention during adversarial
testing exercises. These findings are consistent with earlier
studies highlighting the susceptibility of machine learning
models to adversarial input perturbations and compromised
training data (Sampathkumar & Veeras, 2025; Fok et al.,
2025). Furthermore, the patterns illustrated in Figure 7
demonstrate that while the probability of certain attack
vectors may vary, their potential operational impact remains
consistently high across fintech infrastructures. The
multidimensional relationships displayed in Figure 8
similarly reveal that adversarial manipulation and data
poisoning exhibit elevated values across multiple risk
indicators, confirming their systemic importance within the
broader vulnerability landscape of artificial intelligence
driven financial systems. These observations support the
argument that cybersecurity governance strategies must

prioritise adversarial testing mechanisms capable of
identifying threats that specifically target machine learning
behaviour rather than focusing exclusively on traditional
software vulnerabilities.

The findings of this study provide empirical support for the
Al Red Teaming Governance Framework proposed in this
research. The results demonstrate that vulnerability
identification exposes critical behavioural dependencies
within fraud detection models, adversarial red teaming
reveals the exploitability of these wvulnerabilities under
simulated attack conditions, governance oversight
mechanisms significantly strengthen fraud detection
resilience, and regulatory risk prioritization enables
institutions to focus security testing on the most critical attack
vectors. These interrelated findings indicate that effective Al
security governance in fintech environments requires the
integration of adversarial testing within a structured
institutional and regulatory framework rather than relying
solely on isolated technical security measures.

5. CONCLUSION AND RECOMMENDATIONS

This study demonstrates that although artificial intelligence
significantly enhances fraud detection capabilities in cloud-
based fintech systems, the models remain vulnerable to
adversarial manipulation, particularly when detection
processes rely heavily on specific behavioural transaction
features. The results show that adversarial perturbations can
substantially degrade system performance, while structured
red teaming interventions improve resilience by identifying
hidden weaknesses. Furthermore, the findings highlight that
governance oversight and systematic security testing
significantly strengthen fraud detection reliability, while risk
analysis confirms that adversarial input manipulation and
data poisoning represent the most critical threats to Al-
enabled financial infrastructures. The policy and operational
recommendations derived from this study correspond directly
to the four components of the Al Red Teaming Governance
Framework developed in this research. Implementing these
recommendations would enable financial institutions and
regulatory authorities to operationalize structured adversarial
testing practices while ensuring appropriate governance
oversight and regulatory compliance within cloud-based
fintech infrastructures. In view of these findings, the
following recommendations are proposed to support the
secure deployment of artificial intelligence within fintech
environments.

1. Financial regulators should introduce mandatory Al
red teaming requirements within  fintech
cybersecurity and model risk management
regulations.

2. Fintech institutions should integrate continuous
adversarial testing into the lifecycle management of
Al fraud detection systems.
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3.

Regulatory bodies should establish standardized
governance frameworks and certification protocols
for Al red team practitioners.

Financial institutions should prioritize adversarial
input manipulation and data poisoning within
cybersecurity risk assessment and monitoring
strategies.
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