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A Review of Efficient Routing Architectures Using OSPF, BGP, and MPLS
in Multi-Protocol Networks

Yash Muni
Infogain Corporation

ABSTRACT: Protocol networks are the frameworks in digital communication and establish the requisite principles, structures and
mechanisms according to which data is relayed, directed and accepted throughout intricate and connected systems. The networks
take advantage of a mixture of routing and forwarding protocols to realize important aims like efficiency, reliability, scale, as well
as responsiveness to dynamic conditions. The paper gives an in-depth discussion of three major protocols, which form the basis of
the functioning of contemporary IP-based networks, which are Open Shortest Path First (OSPF), Border Gateway Protocol (BGP),
and Multiprotocol Label Switching (MPLS). The protocols are individually studied with regard to their architecture, working
principles, core concepts, and real applications on a network of enterprises, as well as very massive service providers. Besides the
analysis of the protocol itself, the paper also explores the heterogeneity of the protocol interoperability in the heterogeneous network
environment, focusing on the most important issues related to the integration and coexistence.
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I. INTRODUCTION

The modern computer networks are the foundation of the
modern digitally connected world, where individuals,
applications, and systems could communicate with ease in the
world. With the technologies such as cloud computing, the IoT,
and Al changing, the simple network infrastructure must be
capable of meeting the increased demands of performance,
reliability, and scalability [1][2]. These networks also require
that data is delivered safely, speedily, and free of interruptions,
in addition to being fed with large amounts of information. An
efficient and nimble networking platform is thus essential in the
marketing of feasible digital ecosystems and their further
development.

In order to support such complexity, protocol-based
communication systems that are protocol-based are necessary to
keep interoperability among various types of network devices.
Internet Protocol (IP) is the most popular protocol suite on which
addressing and routing functions are accomplished through
heterogeneous systems [3][4]. The coexistence of IPv4 and IPv6
in the current networks is the evolution of the industry to
scalability and support for an increasing number of devices.
Interior Gateway Protocols (IGPs), including OSPF and
Enhanced Interior Gateway Routing Protocol (EIGRP), with the
exterior gateway protocol BGP, lie at the core of providing the
necessary routing of data around and between network loops
without any errors or glitches.

In this regard, routing architecture constitutes the design and
execution of routing mechanisms that are geared to facilitate the
flow of traffic on the most advantageous routes. OSPF and
EIGRP fulfil intra-domain routing requirements with dynamic

metrics and fast convergence to ensure that internal network
stability and performance are provided [5]. BGP, given that it is
the backbone between inter-domains, is responsible for the
sharing of routing data between autonomous systems (ASes), a
need in internet global connectivity. In order to further increase
the functionality of such protocols [6], Multiprotocol Label
Switching (MPLS) is introduced to speed up the packet
forwarding and traffic engineering, as well as provide Quality of
Service (QoS) guarantees. MPLS overlays separate routing
decisions from IP layer intelligence [7], increasing scalability
and efficiency in huge, multi-protocol networks.

In this study, an extensive evaluation of how these core
protocols— OSPF, EIGRP, BGP, and MPLS work to constitute
efficient routing structures within the modern networking
conditions is presented [8]. By analyzing its performance in
situations such as load sharing, link accidents, and IPv6
incorporation, this paper is intended to discover the advantages
and disadvantages of each protocol in implementation [9]. The
review gives outlooks on the ways which combining of
traditional routing protocols by MPLS can improve the
resilience, scalability, and the net efficiency of increasing
complex, multi-protocol systems.

A. Structure of the paper

This paper is organized as follows: Section II covers the
fundamentals of routing protocols, including OSPF, BGP, and
MPLS. Routing in multi-protocol contexts is covered in Section
111, along with integration and interoperability. A comparison of
the protocols is shown in Section IV. Section V reviews recent
literature, and Section VI provides a summary of the paper's
main points and suggests avenues for further research.
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II. FUNDAMENTALS OF ROUTING PROTOCOLS

The selection and use of routing protocols have a role on the
effectiveness and quality of network communications. The main
gateway protocols used in corporate networks are usually
EIGRP and OSPF. OSPF can effectively understand the entire
network topology and make routing decisions through the link-
state routing algorithm [10][11]. MPLS is a good technique that
identifies data rather than IP addresses to manage traffic.
Moreover, it makes the routing process easier as it adds such
features as traffic engineering, QoS and network scalability [12].
An external gateway protocol is called Border Gateway Protocol
(BGP), which is critical in cases where a need to connect
multiple autonomous systems exists and where an internet
connection exists. BGP is applicable in data routing, which
guarantees the dependability and incalculable transfer of data
across the various and extended networks.

A. Open Shortest Path First (OSPF)

The Shortest Open Path The most widely used protocol in
networks by Internet service providers (ISPs) is the first routing
system. Open Shortest Path First (OSPF) is one such dynamic
routing protocol that uses Dijkstra's algorithm to identify the
least expensive routes and depends on link-state technologies
[13]. The method can determine the shortest route based on the
given criteria; however, it does not support the input of any more
parameters [ 14][15]. Their approach includes the additional need
of avoiding the inclusion of untrustworthy destination routers
wherever feasible. There could be a variety of factors that
contribute to the router's mistrust, such as its placement in the
temporarily occupied region or close proximity to the combat.
Since Autonomous Systems decide the Internet's routing policy,
no one else can be entrusted with the task of moving a router to
the untrusted class or transferring it back to the traditional class.
Because of this, the backbone shown in Figure 1 must be
traversed by all traffic destined for lower-level sites. OSPF
virtual connections provide an exemption for this kind of
functioning. = However, much like static routes, virtual
connections need manual setup and have the same issues (such
as a lack of tolerance to failures).

Backbone
(Area 0)

area-intemal
router

Fig. 1.Hierarchical Open Shortest Path First Network.

1) OSPF Features and Characteristics
Routers in a network can maintain synchronisation between
their topology views by using the Open Shortest Path First

(OSPF) link-state routing protocol. The OSPF has
comprehensive information about the network infrastructure
enabling it to identify the shortest path on its route to a
destination hence making optimal and efficient routing
decisions. OSPF is most commonly applied in an IPv6
environment in this study to allow routers to communicate with
a single router within the autonomous system. To enhance speed
in a network and optimization of resources, OSPF undertakes the
following duties in load sharing in which traffic is spread across
channels [16]. OSPF also makes the system stable in that it
facilitates the successful link-failover processes when links in a
network are disconnected. OSPF also provides additional
understanding into IPv6-based load balancing and quick link
switchover solutions functionality as they compare to EIGRP
and BGP.

B. Border Gateway Protocol (BGP)

The routing protocols used to interdomain route among
various networks include the Exterior Gateway protocol
commonly referred to as BGP, which is among the protocols that
form the foundation of the internet. An interruption or
breakdown of this protocol might have a negative impact on
internet-dependent services [17]. The operation of the protocol
becomes dysfunctional when anomalies arise in BGP. Possible
reasons for the BGP anomalies include router configuration
errors, session resets, and broken links. Among the many
functions performed by the BGP protocol is the exchange of
routing and reachability data at the network layer among a large
number of autonomous systems [18]. A neighborship or peering
is established by the BGP routers after a session is commenced.
The BGP peering across various ASes is seen in Figure 2. Data
transmission losses and connection issues between ASes may be
caused by anomalies, which makes them a danger to the BGP

protocol.
/\ ~
% BGP Prery @
AS-100 | AS-101
5GP Spaakers ane callad & Fi\i>\{ @ .

AS-102

Fig. 2.BGP Peering Across Different Ases

1) BGP Features and Characteristics

An essential component of internet-based communication
between different autonomous systems (ASs) is the Border
Gateway Protocol, or BGP [19]. The BGP is an outer gateway
protocol [20], that shares routing information to guarantee that
data and internet traffic from many domains find the best route.
BGP is essential because it affects the network's performance as
a whole via its routing choices, which in turn direct traffic
between independent systems. It may classify BGP into two
main categories:
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e Internal Border Gateway Protocol (iBGP): Intra-
autonomous system (AS) routers communicate with one
another using iBGP. To make sure that the internal
network's routing choices are consistent and effective, it
helps to distribute routing information inside the limits of
a single AS. Within the AS, routers may make better
judgements on traffic routing with the support of iBGP,
which helps maintain a consistent image of the network
topology.

o External Border Gateway Protocol (eBGP): eBGP is
used to connect routers in different autonomous systems
[21]. Tt guarantees that networks overseen by different
administrative authorities may share routing information,
allowing communication between them. When it comes
to the larger internet infrastructure, ¢eBGP is crucial
because it allows data to effectively go via several
autonomous systems by supporting the exchange of
routing data throughout the worldwide network.

C. Multi-Protocol Label Switching (MPLS)

The IETF established the Multiprotocol Label Switching
(MPLS) standard in 1997 to facilitate the effective transfer of
data packets using the Internet Protocol (IP) [22][23]. Without
actually opening and inspecting the IP packet, all choices about
packet forwarding are based on the contents of the allocated tag.
The MPLS concept determines the delivery of IP packets in the
wide area networks. Multiprotocol Label Switching (MPLS) is
the gold standard of network backbones, and can scale the
network resources to the maximum capacity and offer traffic
QoS solutions. With the advent of MPLS (Multiprotocol Label
Switching) which control and effective packet
forwarding, QoS routing schemes are simplified.

1) MPLS Features and Characteristics

Multi-Protocol  Label Switching (MPLS), a high-
performance routing mechanism can be used to direct data
packets faster and more efficiently than the long network
addresses. Lying between the network and data layer (sometimes
termed as Layer 2.5), MPLS labels packets, which can be
configured with pre-established paths across the network that are
efficient and expedited [24][25]. This label-based forwarding
supports such advanced features as traffic engineering, QoS, and
scalable VPNs creation. MPLS supports numerous access
techniques, is protocol independent and has the ability to wrap
packets of other network protocols [26]. With the combination
of MPLS, OSPF and BGP protocols, networks achieve greater
scalability, enhanced traffic management and high reliability and
this has rendered MPLS a significant option in the present-day
multi-protocol networks.

isolates

III. ROUTING IN MULTI-PROTOCOL ENVIRONMENTS

Multi-Protocol Networks is a backbone network that exists
in a networking environment where one can easily communicate
between various systems in the environment. These networks are
integrated with different routing protocols (OSPF, BGP and
MPLS to permit the transmission of data in an effective way
within and between autonomous systems [27][28]. Multi-

protocol networks utilize the potential of every one of the
protocols and therefore, offer greater scalability, traffic
management optimization and reliability which is crucial in
current enterprises and service providers.

A. Characteristics of Multi-Protocol Networks

Multi-protocol networks are those networks in which various
routing protocols are integrated such as Open Shortest Path First
(OSPF), Border Gateway Protocol (BGP), and Multiprotocol
Label Switching (MPLS) to help in effective passage of data in
complex structures [29][30]. The networks can be interpreted
based on their ability to accommodate various communication
protocols that lead to hassle-free interoperability between
various sections of network [31]. Through this integration,
enhanced scalability, traffic control and reliability is added
which is required by the current enterprises and service
providers.

B. Challenges in Routing Across Protocols

There are numerous challenges in routing across multiple

protocols:

e Protocol Compatibility: Assuring a smooth interaction
between the various routing protocols may be tricky
particularly when incorporating the old systems into the
new protocols.

e Configuration Complexity: To apply a large number of
protocols simultaneously may lead to wrong settings,
which may lead to looping in routing or a route that is not
the most optimal one.

e Security Vulnerabilities: The protocols can be of
different standards as to their security features, and it is
difficult to keep a uniform security posture all through
the network.

e Troubleshooting Difficulties: The situation when a
large number of protocols communicate makes it harder
to detect and solve.

C. Role of Routing Interoperability

Multi-protocol networked environments require routing
interoperability in order that multiple routing protocols can be
used concurrently [32]. This interoperability enables easy flow
of data among heterogeneous network segments and hence,
facilitating communication between different systems.

A significant advantage of the routing interoperability is the
enhanced scalability of the network. Different routing protocols
can co-exist and interact and this means that networks can still
expand continuously and are not confined by protocols [33][34].
This elasticity is very useful particularly when it is deployed at
large scale because various departments/regions would use
different protocols.

The interoperability also assists in enhancing the resilience
of the networks. Interoperability networks will also be in a
position to redirect traffic in the other protocols when one of the
protocol domains fails, and this will provide continuity in
services [35]. Such redundancy is highly significant to mission
critical applications where unavailability of the system can have
significant implications.
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Further, the routing is interoperable, hence simplifying the
process of integrating and migrating the network. The
organizations can install new systems or migrate into new
advanced protocols without necessarily redesigning old
infrastructures. This flexibility reduces the cost of operation and
also reduces interruptions that may occur in case the company
decides to continue expansion or perform upgrade exercises.

IV. COMPARATIVE ANALYSIS OF OSPF, BGP, AND
MPLS
A. Protocol Efficiency in Different Network Scenarios

e OSPF (Open Shortest Path First): An algorithm based
on connection states is called an Interior Gateway
Protocol (IGP) routing algorithm. The advantage of
OSPF is that it is quite fast and effective in autonomy
systems (AS) [36]. The routing protocol suits well in the
cases of enterprise networks which require getting a
quick update of their network.

e BGP (Border Gateway Protocol): The BGP was
designed as the primary EGP that would be used to pass
traffic paths between independent autonomous systems.
The internet is a huge user of BGP since it possesses the
convenience of scaling and significant policy-based
routing attributes. BGP is slower to converge as
compared to OSPF because it is not very fast as it is
concerned with stability.

e MPLS (Multiprotocol Label Switching): MPLS is a
method of handling data packets rather than a routing
protocol, which assists in delivering data swiftly and
traffic in the network appropriately [37]. The technology
is independent of routing protocols and thus guarantees a
reliable performance regardless of the kind of network to
be utilized.

B. Integration and Interoperability
Implementation of OSPF, BGP and MPLS needs thorough
planning to allow interoperability [38]:

e OSPF and MPLS: IGP in a MPLS can be set to utilize
OSPF in dissemination of routing details. MPLS utilizes
the use of IGP to create Label switched paths through the
network to transmit data at a higher rate.

e BGP and MPLS: BGP is typically used alongside
MPLS assisting in configuration of Layer 3 VPNs. Here,
BGP transmits VPN routing information on the MPLS
backbone [39], and through which communication is
possible between various Ass.

e OSPF and BGP: Route redistribution between OSPF
and BGP can ease the transmission of routing
information between internal and external networks.
Nevertheless, this has to be done with care in order to
avoid routing loops and make an optimal choice of path
[40].

C. Use Case-Based Performance Comparison
¢ Enterprise Networks: The main reason why OSPF is
usually preferred is because it is fast to converge and also

is effective at dealing with intra-domain routing. MPLS
is integrable to augment the functionality of traffic
engineering and in the VPN services [41].

e Service Provider Networks: BGP can be significant in
regard to the way in which routers interrelate with
networks that belong to other service providers. When
MPLS is included, it helps to scale VPN services and
manage traffic better on big and complex networks [42].

e Hybrid Environments: When both internal and external
routing are needed, OSPF handles the internal part, and
BGP takes charge of the external part. MPLS plays the
main role in high-speed data transport and supports
services such as virtual private networks and the control
of data traffic.

D. Suitability for Enterprise vs. ISP Networks

e Enterprise Networks: OSPF is convenient in enterprise
environments because it routes efficiently and converges
fast [43]. Optimized traffic and advanced services can be
supported with the help of MPLS.

e Large and multiple ISPs rely on the ability of BGP to
cover many routes and guide traffic through policies [44].
As aresult ISP Networks: of using MPLS, providers are
able to offer VPNs and manage their traffic in an efficient
way. Both network summaries in Table I.

TABLE 1. SUMMARIZES THE USE OF ENTERPRISE
NETWORK AND ISP NETWORKS.
Aspect | Enterprise Networks | ISP Networks
Routing | OSPF - fast | BGP — scalable,
convergence, intra- | policy-based, inter-
domain domain
MPLS | Traffic optimization, | VPN, traffic
Use QoS support engineering, service
delivery
Scale Medium to large | Very large (multi-
(single AS) AS)
Policy | Limited Extensive
Control
Use Campuses, data | ISP backbone,
Case centers customer
interconnect

V. LITERATURE REVIEW

This study’s way of working not only reduces shutdowns but
also keeps the quality high by including a backup mechanism in
the network. In the simulations, the backup worked well and the
quality of the network was not affected. The study shows that
using a single-link failover and BGP is more effective.

Kontsek et al. (2025) offers a fresh approach to the
development of IP routing protocols that are dual-stack, with an
emphasis on resident relationship and routing message
conveyance. Presently in use dual-stack IP routing protocols are
defined, discussed, and illustrated in the first section. After that,
four separate methods are outlined, using a variety of session
neighbor combinations and routing message movement
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protocols. Protocol Integration Solution Classes (PISCs) are
defined as these permutations in this article. A formal approach
to modelling each PISC is to use colored Petri nets (CPNs) [45].

Shen et al. (2024) investigates the possibility of detecting
route leakage. By examining BGP routing data, they abstract the
routing propagation link between ASs into a network topology
graph. Then, at certain intervals, they extract graph properties
from this graph. They find out whether a route leakage has
happened recently by looking at the graph's structural resilience
and centrality measurement properties [46].

Godfrey et al. (2023) demonstrate a clever, energy-efficient
multi-objective routing system that makes use of DOS-RL and
the RL algorithm. Because wireless IoT devices have such a
limited battery life, minimizing disruptions and maximizing
overall network performance should be top priorities when
designing IoT networks. This is precisely what the proposed
DOS-RL routing architecture seeks to accomplish by
maximising energy use in these networks. The algorithm takes
into account goals that are connected and uses rewards that are
informative in shape to speed up the learning process [47].

Rahman et al. (2023) compared many routing protocols to
find the best one based on variables including PDR, node health,
energy consumption, and end-to-end latency. The simulation
results show that Reliability and Adaptive Cooperation for
Efficient UWSNs Using Sink Mobility (RACE-SM) performs
the best overall when compared to alternative routing methods.
The restricted power constraint has prompted the development
of many routing techniques aimed at reducing energy use. No
clear winner has emerged from the evaluations of the various
routing protocols; each used a unique set of criteria [48].

Dogra et al. (2022) offers a method called ESEERP that
strengthens the network's connection and makes it last longer,

therefore solving the problems discussed before. It uses a multi-
purpose, efficient optimization approach to choose the Cluster
Head (CH). Consequently, there is minimization of drowsy
sensor nodes and minimization of energy consumption.
Certainly, once the CH selection is completed; To determine the
best route to send data to the sink node, a Sail Fish Optimiser
(SFO) is utilised. In terms of energy consumption, bandwidth,
packet delivery ratio, and network longevity, the suggested
methodology is mathematically analysed, and the outcomes are
contrasted with comparable existing methods like particle
swarm optimisation (PSO), genetic algorithms (GA), and Ant
Lion optimisation (ALO) [49].

Kabir et al. (2021) special consideration of the role of routing
table in defining the optimal path of data packet transmission.
This paper deals with the performance of the large-scale business
wireless sensor network in relation to three routing protocols
namely: Routing Information Protocol (RIP), Enhanced Interior
Gateway Routing Protocol (EIGRP), and Open Shortest Path
First (OSPF). Network link behaviour was also examined,
including average point-to-point throughput (bits/sec),
convergence time on flapping connections, and end-to-end
packet latency. Lastly, the simulation's outcomes are contrasted
with the efficacy and efficiency of these protocols placed in the
internet-based RFID system and wireless LAN [50].

Table II provides a summary of the recent research on
routing protocols, which demonstrates the improvement of the
protocol integration, protocol security, protocol energy
efficiency, protocol optimization, and protocol performance
in IoT, WSNs, enterprise network

measurement and

deployments

TABLE II. SUMMARIZING LITERATURE OF REVIEW BASED ON ROUTING ARCHITECTURES IN MULTI-

PROTOCOL NETWORKS

Author(s) | Focus Key Findings Strengths Challenges Future Directions

Kontsek et | Design of dual- | Coloured Petri nets | Novel Complexity of | Further validation and

al. (2025) stack IP routing | were used to simulate | classification dual-stack simulation of PISCs
protocols (PISCs, | the 4 defined Protocol | (PISC), formal | interactions, in real-world
CPN modelling) Integration  Solution | modeling scalability ~ of | scenarios

Classes (PISCs). approach models

Shen et al. | BGP route leakage | Detected route | Innovative use | May not detect | Application to real-

(2024) detection  using | leakage via structural | of graph theory | zero-day or | time detection
graph-based and centrality graph | for routing | subtle leakage | systems and diverse
features metrics anomaly patterns AS topologies

detection

Godfrey et | Energy-efficient DOS-RL reduces | Adaptive RL-based Extension to

al. (2023) | routing in IoT via | energy use and adapts | learning, systems require | heterogeneous  IoT
RL and DOS well to  network | energy-aware, significant and edge networks

changes handles dynamic | training data and
objectives time

Rahman et | Comparative RACE-SM Holistic Inconclusive Deeper exploration of

al. (2023) evaluation of | outperforms others in | performance overall hybrid models or
routing protocols | PDR, energy use, | evaluation superiority due | adaptive protocol
in UWSNs switching
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delay, and node | across multiple | to network
longevity metrics variability
Dogra et | Intelligent energy- | ESEERP  improves | Strong Optimization Testing in larger
al. (2022) saving routing | energy use, PDR, and | optimization complexity, CH | networks and real-
with SFO and CH | network life over GA, | model, selection time deployment
optimisation ALO, and PSO comprehensive | overhead
comparison
Kabir et al. | Performance  of | OSPF showed better | Evaluates Limited to | Inclusion of modern
(2021) routing protocols | convergence and | multiple specific protocols (e.g., SDN-
in mesh-based | throughput; EIGRP | performance topologies, does | based) and energy-
corporate WSNss better in latency under | factors in real | not consider | aware models
flapping scenarios environments energy
constraints

VI. CONCLUSION AND FUTURE WORK

The computer networking field has paid tremendous
attention to the issue of network routing. Numerous researches
have been developed on wired and wireless networks. Recent
advancements in network routing technology have created new
opportunities of studying the technology. This paper will focus
on the critical nature of OSPF, BGP and MPLS in the modern
network settings. OSPF is most applicable in fast intra-network
routing, BGP is stable and can be applied across networks, and
MPLS is known to be the best in terms of traffic management
and providing access to VPNs and the quality of services. The
compatibility of these protocols in multi-protocol networks adds
better scalability, strength and flexibility, which is significant to
business and service providers. Nevertheless, one should address
such problems as varying protocols, complex setup, and possible
security concerns of all processes to be completed in a proper
way and in an efficient manner. The strengths, weaknesses and
the most ideal applications of either protocol are discussed
together in relative context; this helps designers to select the
most suitable protocols to use in their network systems.

Future research can explore the combination of outdated
routing protocols like OSPF, BGP, and MPLS with innovative
technologies like SDN and Al It would be of use to understand
how these protocols developed by analyzing the advantages of
IPv6 as well as how these protocols work within large networks.
To make the management more efficient and secure, it is
possible to develop more effective security solutions to various
network protocols and the tools allowing managing and
detecting issues automatically.
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