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ABSTRACT: In recent times, insider threats have become one of the most complex and persistent cybersecurity challenges to
manage, primarily because insiders are trusted and have legitimate access to organisational systems and data. Both public and private
organisations face considerable risks of financial losses, data breaches, operational disruptions, and reputational damage resulting
from malicious or negligent insiders. This study introduces the All-inclusive Threat and Organisational Mitigation (ATOM)
Framework, a comprehensive and adaptable model designed to understand, detect, and mitigate insider risks through an integrated,
layered, and structured approach. Unlike traditional strategies that focus narrowly on individual or technical factors, the ATOM
framework aligns security measures with organisational objectives, governance policies, and regulatory compliance requirements.
It emphasises proactive protection of sensitive digital assets and advocates a holistic approach that combines human behaviour
analysis, technical monitoring, and organisational resilience. The framework provides practical tools and insights that assist
organisations in anticipating, assessing, and counteracting insider threats more effectively. It also explores innovative analytical and
technological methods to enhance detection, prevention, and response capabilities. The framework underscores the importance of
proactive monitoring of human behaviours, vulnerabilities, and indicators of insider threats to close cybersecurity gaps and
strengthen the resilience of critical systems and information. Additionally, the work is currently examining artificial intelligence
(AI)-driven adaptive deception techniques that generate convincing fake data to mislead and monitor insider behaviour, while
carefully considering associated ethical considerations.
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1. INTRODUCTION

The rise in cybercrime and insider threat incidents has been
fueled by increasing digitisation, widespread automation, and
the shift to remote and hybrid work (Hoffmann, 2020). These
technological advancements, while beneficial, have
expanded the digital attack surface, leading to more frequent
and costly cyberattacks worldwide (Global Cybersecurity
Outlook, 2022). Cyber threats take many forms, including
data breaches, hacking, identity theft, ransomware, and
phishing, with serious social and economic consequences that
can disrupt individuals, organisations, and entire societies
(Agrafiotis et al., 2018).

Organisations face insider threats for various reasons, ranging
from employee dissatisfaction and workplace conflicts to
personal gain, sabotage, or retaliation (Subhani, 2021).
Insider threats can be as damaging as external attacks, often
leading to severe financial and reputational harm (Max,
2018). The growing prevalence of insider incidents
underscores the urgent need for cohesive, pragmatic
strategies to manage these risks effectively. Organisations
must adopt comprehensive prevention and detection
measures that consider both the human and technological
dimensions of security.

Insider threats are particularly challenging because
perpetrators operate from within, using legitimate access to

exploit organisational vulnerabilities in people, processes,
and technology. They often possess deep knowledge of
systems and controls, allowing them to bypass safeguards and
compromise sensitive assets. Even under zero-trust
architectures, which enforce strict authentication and
authorisation, insiders still retain privileged access and can
exploit non-technical weaknesses, such as human or
procedural gaps (ISACA, 2021). Not all insider incidents are
malicious, as many stem from negligence or human error
(Thompson, 2020). Therefore, combating insider threats
requires a multi-layered strategy combining technical
defences, behavioural monitoring, training, and cultural
awareness to detect, prevent, and mitigate both intentional
and accidental breaches.

2. THE ANATOMY OF INSIDER THREATS
There are reasons to worry about insiders, whether intentional
or unintentional. Understanding the various insider types
enables security practitioners to identify threat origins and
motivations and to determine where to focus prevention and
mitigation efforts. The different insiders that represent a
significant threat include:
a. Unintentional  Insider: Employees  who
unintentionally cause harm due to ignorance or
carelessness rather than malice (Al-Mhiqani et al.,
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2020). They include negligent insiders, who
mishandle sensitive data, and complacent insiders,
who ignore security practices like password updates.
Such individuals are often exploited through
phishing or social engineering (Greitzer et al., 2019;
Singleton, 2021).

b. Traitors: These are insiders who deliberately
misuse their access privileges to harm the
organisation. They have deep system knowledge and
act in their own self-interest or with malicious intent
(Al-Mhigqani et al., 2020; Homoliak et al., 2019).

c. Masqueraders: External attackers who steal
legitimate insider credentials to impersonate
employees and perform malicious activities. Unlike
traitors, they lack insider knowledge but exploit
stolen identities for unauthorised access (Liu et al.,
2018).

d. Imsider Agents: Employees who collaborate with
external actors to carry out attacks against their
organisation by providing insider access or
information to aid outsiders in attacking their
organisations (Rama, 2023).

e. Departing Employees: Staff leaving voluntarily or
involuntarily who may steal or leak sensitive
information for personal advantage, revenge, or to
aid future employment (Ostendorf, 2023).

f. Ex-Employees: Former workers who left on bad
terms and may act out of resentment or revenge,
posing risks through retained access or insider
knowledge (Al-Mhigqani et al., 2020).

g. Supply Chain Insiders: Third parties such as
vendors, contractors, support contractors, and
suppliers with authorised access who can endanger
organisational systems or data. Outsourcing and
shared privileges can weaken controls and heighten
insider threats (Boakye-Gyan, 2021).

3. THE ROLE OF TRUST IN INSIDER THREAT
MANIFESTATIONS

Insider threats undermine organisational trust, which is the
cornerstone of any secure and functional system and
workplace (Rafae et al., 2025). Organisations inherently rely
on trust when granting employees, contractors, customers and
partners authorisation to sensitive information, systems, and
resources. Such authorisation implies a degree of trust (Kim
et al., 2020). This trust assumes that individuals will use their
privileges responsibly and in alignment with the company’s
policies and security goals. However, when an insider
misuses this access either intentionally or unintentionally, it
undermines the very foundation wupon which the
organisation’s security posture and collaborative culture are
built.

Trust provides the foundation of confidence that enables
individuals, businesses, and governments to participate safely
in digital interactions and transactions (Uche & Dandaura,

2021). It is noteworthy that the sense of betrayal that
accompanies insider incidents often extends beyond the
immediate damage, affecting morale, team dynamics, and the
organisation's overall perception of safety. Moreover, the
breach of trust caused by insider threats has wide-ranging
implications that extend beyond financial or operational
losses. Once violated, trust is exceedingly difficult to restore,
leading to increased scrutiny, stricter internal controls, and a
culture of suspicion that can hinder productivity and
openness. It is noteworthy that increased job security is
associated with greater organisational loyalty, which, in turn,
reduces the likelihood of trust violations (Safa & Abroshan,
2025). Employees may begin to feel less valued or
unnecessarily monitored, creating an environment of fear
rather than collaboration. Thus, insider threats are not merely
security incidents but breaches of confidence that challenge
the integrity of human relationships within an organisation,
emphasising the need for balanced security measures that
protect assets while preserving mutual trust and employee
dignity.

4. TAXONOMY OF INSIDER THREATS

The consequences of insider threats often manifest in various
harmful outcomes, reflecting the different ways insiders can
exploit their legitimate access to compromise organisational
assets. Some of these outcomes include:

. Data Theft: This is a case of malicious insiders using
the access they have to steal sensitive data such as
customer information, intellectual property, or
business secrets in order to sell for profit-making or
use to their benefit or gain a competitive advantage
(Rakhi et al. 2025)

il. Fraud: This involves falsification of financial
records or misuse of sensitive information to steal
money from the organisation. Examples include an
insider obtaining and retaining information such as
debit/credit card details for fraud and identity theft;
modifying information without authorisation for
one's own interest, and altering financial records or
diverting funds (CERT, 2018; Thompson, 2020)

iil. Sabotage: Sabotage refers to malevolent, deliberate
or harmful actions perpetrated by insiders such as an
employee, partner, contractor, or vendor with
authorised access to the organisation’s information
assets in order to damage the organisation’s systems,
infrastructure, reputation, or operations (Chauhan,
2024).

iv. Espionage: This is also known as spying. It is a
situation in which an insider is hired by other
organisations, foreign agents, or the government to
collect confidential information without the
company's knowledge or consent, typically for
military, political, or economic advantage (Collins
etal., 2016).
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The common types of attacks organisations are concerned with are shown in Figure 2.
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Figure 1: Percentage of insider attacks (Source: www.cybersecurity-insiders.com 2023 Insider Threat Report)

5. RELATED WORK

Insider attacks have grown in frequency and sophistication,
prompting researchers to propose diverse frameworks and
strategies for detection and mitigation. Scholars such as
Modini et al. (2020) and Balakrishnan (2015) emphasise that
managing insider threats requires a comprehensive, multi-
faceted approach supported by top management, clear
policies, and well-defined procedures. An effective insider
threat program should not only detect and prevent attacks but
also ensure timely response and recovery. This holistic
approach underscores the importance of integrating
organisational, technical, and human factors into insider
threat management.

Recent studies have expanded on this by proposing
innovative and technology-driven solutions. Rakhi et al.
(2025) and Inayat et al. (2024) highlight the use of
behavioural anomaly  detection, privilege
management, and AI/ML-based monitoring, while Clifton
(2024) and Chauhan (2024) introduce structured frameworks
that combine proactive risk management, employee profiling,
ethical oversight, and training. These models commonly

access

enable real-time monitoring, behavioural analysis, and
adaptive access control, collectively

organisational resilience against insider threats.
Earlier contributions, such as those by Pureti (2022), Sauer
(2022), and Alsowail & Al-Shehari (2022), emphasise the
need for multi-stage, taxonomy-based frameworks. These

strengthening

works focus on understanding insider motivations, applying
biometric and asset-based prevention, and developing
cyclical processes that cover the entire employee lifecycle—
from recruitment to exit. Other authors, including Boakye-
Gyan (2021) and Subhani et al. (2021), emphasise best
practices such as leadership

involvement, awareness

programs, behaviour monitoring, and tailored mitigation

policies. Together, these approaches highlight the interplay
between technology, policy, and human behaviour in
reducing insider risk.

Foundational studies from 2012 to 2018 laid the groundwork
for current models. Bilusich et al. (2018) introduced a layered
“security-in-depth” approach, while Gamachchi & Boztas
(2018) (2018) applied hybrid
frameworks integrating analytics, anomaly detection, and
behavioural insights. Earlier frameworks by Haran (2016),
Gelles (2016), Nurse et al. (2014), and Montelibano et al.
(2012) emphasised governance, ethical considerations,
organisational culture, and holistic architecture across

and Max-Alexander

multiple enterprise layers. Collectively, the literature reveals
a shared consensus that insider threat mitigation demands a
layered, adaptive, and organisation-wide strategy that blends
technical defences with behavioural monitoring, continuous
training, and a strong security-aware culture.

6. THE FRAMEWORK

From the foregoing, implementing controls to mitigate
insider threats while focusing on individual factors or scope
(e.g., technical monitoring) is insufficient to avert a wide
range of insider incidents (Alsowail & Al-Shehari, 2021).
Thus, an All-Inclusive Threat & Organisational Mitigation
(ATOM) framework was proposed to help organisations
manage insider threat holistically. Additionally, the proposed
framework considered issues that must be determined when
planning, establishing, implementing and maintaining an
insider threat program. The framework is akin to Bilusich et
al. (2018), which supported customisation of security for
organisations based on their unique requirements. Since
insider attacks are committed by trusted individuals who
exploit their authorised permissions to organisational assets,
the framework accounts for the level of trust organisations
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place in employees relative to specific permissions on assets
to determine suitable controls to mitigate insider threats.
Industry frameworks and best practices were reviewed to
identify processes, capabilities, and controls that could be

leveraged to build a comprehensive framework for managing
insider threat risks (Kara, 2021). Figure 2 shows the
components of the proposed ATOM framework.
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Figure 2: High-Level Structure of the ATOM Framework for Insider Threat Detection and Management
(Source: Authors)

The framework consists of six components to detect, prevent
or mitigate attacks on digital assets. The components of the
framework are: governance and oversight; cybersecurity
principles or goals; digital infrastructure; vulnerabilities and
indicators of insider threats; insider risk assessment; and
decision-based selection and mitigation of insider threat
controls. Each component is explained in the following
sections:

6.1 Governance and Oversight

The first step to establishing a lasting, sustainable insider
threat program is to establish a governance and oversight
structure (Kara, 2021). The organisation should develop a
comprehensive insider threat management framework by

establishing and updating policies that define acceptable
behaviour, establishing monitoring and reporting practices
and ensuring compliance. It should adopt a formal strategy or
standardised approach to manage insider threats effectively,
clearly define roles and responsibilities for all stakeholders,
including executive management, the steering committee,
security professionals, and users. Organisations are also
expected to set performance expectations. Additionally, an
insider threat incident response plan should be developed to
cover all stages from detection and evaluation to containment,
eradication, escalation, and response, while considering
potential legal and human resource implications.
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6.2 The Goals of Cybersecurity

For cybersecurity measures to be relevant, it must to achieve
six goals. These goals are confidentiality, integrity,
availability, authenticity, non-repudiation and trust.
Confidentiality ensures that private or sensitive data is not
disclosed to unauthorised individuals or systems,
safeguarding privacy and preventing misuse (Aslan et al.,
2023). Privacy, as a related concept, gives individuals control
over what personal information is collected, stored,
transmitted or shared. Integrity, on the other hand, focuses on
maintaining the accuracy, completeness, and consistency of
data throughout its lifecycle, ensuring that only authorised
users can modify information or systems. It guarantees that
both data and systems remain authentic, reliable and perform
their intended functions without unauthorised interference.
Availability ensures that systems and information are
accessible to authorised users whenever needed, which
requires eliminating single points of failure and detecting
issues promptly. Complementing these are authenticity and
non-repudiation.  Authenticity verifies that data or
communication is genuine, while non-repudiation ensures
that parties cannot deny their actions, thereby supporting
accountability and auditability.

Trust, on the other hand, underpins all these principles by
representing confidence in the reliability, integrity, and
authenticity of systems and entities. In digital environments,
trust ensures users can rely on systems to operate securely and
ethically. However, insider threats breach this trust by
exploiting authorised access to compromise confidentiality,
integrity, or availability, highlighting the need for strong
governance and secure practices to maintain digital trust.

6.3 Digital Infrastructure

Digital infrastructure refers to the physical and software-
based devices needed to process and share digital products
and services from one point to another. As society and
industries have become increasingly intelligent and
interconnected (Schmitt, 2023), the need to focus on the
protection of modern technologies such as cyber-physical
systems, communication networks, mobile devices, the
internet of things (IoT), cloud services, and user identity,
among others, will continue to rise. The ever-increasing
dependence on digital infrastructure and emerging
technologies will continue to shape the world we live in,
transforming companies, countries, and entire societies. The
continued digitisation of the world economy comes with
increased security risks due to an expanding attack surface
(Schmitt, 2023). Nevertheless, how do we secure digital
infrastructure from malicious insiders? The answer is not
straightforward, nor does a one-size-fits-all solution exist.
Nevertheless, organisations must take steps to achieve
resilience by implementing measures to protect cyber assets
from malicious insiders.

6.4 Organisational Vulnerabilities and Indicators of
Insider Threats

The fourth component of the framework involves
understanding the organisational vulnerabilities and
indicators of insider threats. Insider threat actors, such as
espionage, sabotage, theft, and terrorism, can cause
significant damage to organisations (Bedford, 2018).
Reducing organisational vulnerabilities and tracking
indicators of insider threats to enable proactive
countermeasures can significantly improve the management
of insider threats. Knowledge of technical, organisational or
behavioural indicators is fundamental to identifying insider
threats. Technical indicators, such as unusual access patterns
or data transfers (Maasberg, 2015), and organisational
indicators such as inadequate hiring practices or job
instability (Greitzer, 2019), combined with behavioural
indicators, like workplace deviance (Bedford, 2018) can
create a comprehensive profile of potential risks. One of the
most significant security challenges in the cyber world is
insider threat since attackers from within the organisation
have more privilege and legitimate access to the assets
compared to attackers from outside (Al-Mhiqani et al., 2018).

6.5 Insider Risk Assessment

The fifth component of the framework involves risk
assessment based on detected indicator of insider threat.
Organisations can identify their assets and develop strategies
to protect them from malicious insiders through the conduct
of risk assessments. The concept of risk wvaries in
interpretation and significance to organisations (Akinrolabu
et al, 2019). Therefore, the risk management and risk
assessment approach vary for each organisation and will to a
large extent be based on their predisposition, in-house
expertise, and risk appetite. There are a number of popular
risk assessment and management frameworks such as
ISO/IEC 27005, ISO/IEC 31000 and NIST 800-30, with
broad applicability. These frameworks come with high level
guidelines that need to be tailored to specific need of each
organisation (Akinrolabu et al., 2019). Applying a risk
assessment will enable an organisation to know the types of
data it stores, processes and transmits. It allows organisations
to know who uses the data and where it is stored.

6.6 Decision-based Insider Threat Control Selection

The last and the sixth component involves selection of risk-
based controls to mitigate the threat of insider threat. These
controls can be preventive, detective or corrective as the case
may be (Kara, 2021). Bilusich et al. (2018) proposed and
applied a risk-based framework to assist security professional
to determine the relative security effectiveness of different
controls. The framework allows decision makers to prioritise
security investment and to provide an accountable method to
balance investment in controls based on the indicator (e.g.
behavioural, organisational or technical) and vulnerability or
the insider activity they are dealing with. Kara (2021)
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supported a risk-based approach with a focus on key risk
indicators (KRIs) or specific organisational vulnerabilities
when establishing an insider threat program.

Table 1: A Summary of the components of the ATOM framework

Framework | Purpose and Applicability
Component
Governance Purpose: Establish leadership responsibility, policies, and accountability structures

and Oversight | Application to Insider Threats

for  Insider | a) Define roles and responsibilities for insider threat management.

Threat b) Create insider threat programs (ITPs) with cross-functional teams (HR, Legal, Security, IT).
c) Implement policies related to acceptable use, data access, and whistleblower protection.

d) Ensure regular audits and board-level reporting on insider risk incidents.

Digital Asset | Purpose: Identify and classify digital assets that could be targeted. Example include data,
Identification | network, cloud services, user identity, etc.)

Application to Insider Threats:

a) Identify crown jewels (e.g., intellectual property, customer data, source code).

b) Tag and classify sensitive assets based on confidentiality, integrity, and availability.

c) Map asset access permissions and usage patterns.

Cybersecurity | Purpose: Align security initiatives with organisational goals.

Goals Application to Insider Threats:

d) Define confidentiality, integrity, availability, authenticity, non-repudiation and trust goals
specifically for insider scenarios.

e) Ensure goals reflect both business operations and threat landscape.

f) Understand the business impact if an insider misuses legitimate access.

Indicators of | Purpose: Identify early warning signs or risk factors of insider behaviour

Insider Threat | Application to Insider Threats:

a) Monitor digital footprints or anomalies in systems or networks that suggest an insider with
authorised access may be misusing or preparing to misuse their access.

b) Search for human actions, attitudes, or emotional responses that may signal someone is at
risk of misusing their authorised access

¢) Look for vulnerabilities within the system that may increase the risk of insider threat activity

Insider Risk | Purpose: Evaluate the likelihood and impact of insider threats.

Assessment
Application to Insider Threats:
a) Conduct threat modelling for insider scenarios.
b) Use an appropriate framework e.g. NIST, ISO 27005, ISO 31000 standard. (e.g., risk
matrices, scoring).
¢) Consider business context: what would be the cost of a leak, fraud, or system downtime?
Decision- Purpose: Choose and implement controls based on risk insights. This can be preventive, detective
Based Insider | and corrective controls.
Threat Application to Insider Threats:
Control a) Select layered controls: technical (e.g., DLP, access controls), administrative (e.g., policies),
Selection and physical (e.g., access restrictions).
b) Tailor controls to threat types and user roles.
¢) Include deterrence (e.g., warnings, training), detection (e.g., logging, alerts), and response
(e.g., automated lockouts).
7. APPLYING THE FRAMEWORK ON INSIDER framework were applied to the four insider threat incidents:
THREAT INCIDENTS data theft, fraud, sabotage, and espionage. Figure 3
To validate the use of the framework in detecting and demonstrates how each of the six components can be applied
preventing insider threat breaches. The six modules of the horizontally to address the four breaches. On the other hand,
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downward trajectory. Figure 3 shows the components of the

framework and how associated modules can be applied to
detect and mitigate insider threats.
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In the previous sections, we illustrated the components of the
framework and their applicability in real-life situations. Table
2 summarises the components of the framework and
identified relevant digital

Figure 3: Application of the Framework to Insider Threat Cases

assets,

cybersecurity goals,

indicators

Table 2: A summary of applying the framework on insider threat breaches

of insider threats,

level of risk and the
corresponding controls that can be applied to mitigate
associated risks.

Insider Key Assets Cybersecurity | Indicators Risk Control

Threat Goals

Type

Data Theft | Customer Confidentiality | Unusual file download, | High DLP, logging, PAM,
records, , Integrity & | large downloads, off- MFA
Employee data, | Trust hours access
IP, source code
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Fraud Financial data, | Integrity, Override logs, unusual | Medium | Automated alerts,
accounting Authenticity, transactions, to High | Segregation of duties,
systems & Non- | policy violation. transaction limits, audit

repudiation trail, and log review.

Sabotage | Operational Availability, Excessive  privilege | High Admin control
systems, config | Integrity, Trust | use, Disgruntled monitoring, backups,
files behaviour, system activity monitoring, and

tampering change controls

Espionage | Trade  secrets, | Confidentiality | Multiple access | Very NDA enforcement, data
R&D files & attempts, external | High exfiltration monitoring,

Authenticity, communication, (Critical | network segregation.
Trust criminal  association, | )

job  hunting while

employed

8. CONCLUSION

One of the most significant challenges facing public and
private organisations today is data leaks or breaches caused
by insider attacks. Since insiders have privileged access to the
organisation’s information resources, preventing insider
threats requires a deliberate, multifaceted approach. First, a
thorough assessment of the characteristics of insiders,
whether intentional or unintentional, was considered to help
cybersecurity professionals develop effective detection and
prevention strategies. Second, the research examined the
relationship between trust and insider threats, illustrating how
perceptions of trust influence employee behaviour and can
either deter or enable insider threat actions. The damaging
consequences of insider threats, which often lead to various
adverse outcomes, were highlighted. Therefore, there is an
increasing need for an integrated, comprehensive framework
for insider threat detection and mitigation. Previous research
addressed some individual factors, but a broader, integrated,
and multi-layered approach has been overlooked. To address
this, the proposed framework consolidates all relevant factors
into a single, unified model. It adopts a multi-tiered approach
that links governance and oversight, digital asset
identification, cybersecurity objectives, vulnerability and
threat indicator evaluation, insider risk assessment, and risk-
based control selection. The framework has been
demonstrated through applications that illustrate how it can
mitigate the four major types of insider threats: data theft,
fraud, sabotage, and espionage. Case studies with real-life
insider threat incidents confirm the framework’s suitability.
Future research should explore Al-enabled deception
techniques capable of generating false data to mislead and
monitor potential insider activities, while carefully managing
ethical concerns.
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