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1.0 INTRODUCTION

Phishing emails represent a relentless menace in today’s
digital arena, ingeniously using psychological hooks like
urgency, fear, and trust, while weaving technical ruses such
as counterfeit domains and hidden links to ensnare their
victims (Gururaj et al., 2024; Bhardwaj, 2024). Once a
dependable bulwark, classic regex-based filters increasingly
waver against this evolving danger. These filters, bound to
rigorous pattern matching hunting for common strings like
"http" or forbidden phrases lack the sophistication to
counteract the sophisticated, context-rich methods of modern
phishing attacks. Artificial Intelligence (AI) steps in as a
disruptive force, brandishing strong capabilities like Natural
Language Processing (NLP) and behavioural analysis to
unravel the deceitful language of phishing emails and
uncover the unusual patterns in attacker and user behaviours
(Kheruddin et al., 2024). This tale goes into the scientific
genius underlying these Al defenses, studying algorithms,
model designs, feature making, and practical deployments
that together construct a better, adaptive protection. Central
to Al’s fight against phishing is NLP, a discipline that
empowers machines to examine the deeper purpose and
meaning within text, exceeding regex’s superficial reach
(Kumar, 2024). Algorithms like Recurrent Neural Networks
(RNNs) thrive here, combing through email content word by
word to discover suspicious pairing such "urgent" and "act
now." Their evolved kin, Long Short-Term Memory (LSTM)
units, push this capacity farther, keeping context across huge
communications to comprehend complicated tales of deceit
(Sehrawat et al., 2023; Raman et al., 2024) . Transformer
models like BERT heighten this game, utilising bidirectional
attention to balance each word against its neighbours,
uncovering cunning emotional ploys perhaps a pleasant
veneer masking a hazardous relationship (Bashar et al.,
2023). Even fundamental probabilistic algorithms like Naive
Bayes chip in, creating a basis for recognising patently dodgy
language. These techniques drive elaborate setups, from pre-
trained language models tuned on phishing-rich data to
hybrid systems fusing RNNs and transformers for top-tier
accuracy. Feature engineering fuels this engine, translating

text into numerical forms using embeddings like Word2Vec,
while taking out features like sender origins or urgency
indicators like "immediately” (Mohamed 2023; Al Zoubi,
2024). NLP therefore lays bare an email’s substance,
assessing a sentence like "Confirm your account or lose it"
for its high-pressure dishonesty, then validating its source for
anomalies. Behavioural analysis serves as NLP’s crucial
partner, vigilantly following the actions of users and attackers
(Yaseen, 2020). Algorithms like Isolation Forest shine,
spotting oddities such as a user clicking an unusual sender’s
link by slicing through behaviour data with random decision
trees. Autoencoders, taught to repeat normal behaviours,
generate alarms when patterns break, such a user abruptly
collecting numerous attachments (Majeed, 2015).
Reinforcement learning adds flexibility, altering detection
when users mark spam, increasing the system’s edge. In
design, Convolutional Neural Networks (CNNs) scan time-
based logs for anomalous trends, whereas Graph Neural
Networks (GNNs) map connections users, senders, domains
highlighting issue spots like a new domain overflowing
inbox. Features abound: click rates, sender familiarity, and IP
geolocation for users; domain youth, mass-send behaviours,
and spoofing suggestions for attackers. This portrays a clear
scene snaring a user drifting off track to hit a phoney PayPal
link, or an attacker’s broad email salvo blending it with
international threat statistics for accuracy. The true genius is
in how NLP and behavioural analysis join, tackling phishing
from two fronts (ul Abidin, 2024). NLP could categorise an
email’s hurried demand "Reset your password now" as
questionable, while behavioural analysis backs it up: this
person avoids email resets. User feedback loops improve this
strength, sharpening NLP’s emphasis with each spam
complaint. Ahead of the curve, if NLP sees a phishing email
and behavioural analysis catches its wider intent, Al can lock
it down network-wide before harm occurs (Santos et al.,
2024). This dance confronts both the sophisticated language
of phishing and the behavioural indicators it stirs, building a
defense as fluid as the dangers it encounters. In practice, this
tech dazzles. Google’s Gmail, powered by BERT-driven NLP
and TensorFlow, filters billions of emails daily, nabbing
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homoglyphs and phoney sites while watching clicks, reaching
a 99.9% block rate that varies in minutes. Microsoft 365
Defender employs LSTMs for text and GNNs for ties, using
Azure’s threat pool to stop spear-phishing and post-breach
movements. Barracuda Sentinel blends transformers with
isolation woods, concentrating in on live spoofing and
emotional lures, safeguarding firms against pinpoint hits (Ali
& Bhatti, 2024). These methods surpass regex’s constrained
bounds, enabling flexibility, depth, and scale handling huge
data immediately where regex stumbles. Ultimately, phishing
emails exploit human impulses and tech limitations, however
AT’s combination of NLP and behavioural analysis addresses
the problem head-on. Through algorithms deconstructing
meaning, designs weaving data into clarity, and features tying
words to acts, this innovation challenges phishing’s double
menace (Merat & Almuhtadi, 2025). Real-world successes
illustrate its potency, securing cyber-physical systems and
more, preserving digital faith against unceasing fraud.

Phishing Attacks and Email Security

Although email has established itself as the mainstay of
business communication, it contains serious security
vulnerabilities that compromise its dependability (Altulaihan
et al., 2024). Given that email serves as a major channel for
cybercrime, these vulnerabilities are particularly concerning
for small and medium-sized businesses (SMEs). Phishing
assaults, which use email as a means of infiltrating and
compromising whole networks, are among the deadliest
dangers (Kheruddin et al., 2024). Organisations are exposed
to dangers at this crucial entry point that might cause major
data breaches and operational disruptions. Technological
solutions have been created to fight these attacks by reducing
the risks associated with human mistake, such as opening
fake attachments or visiting dangerous links (Aslan et al.,
2023). These techniques are far from infallible, though, as
they are unable to totally eradicate misleading emails that
evade security measures. Complicating things, many firms
perceive certain activities as benign such as engineers
delivering software updates via email with attachments or
clickable links despite their potential to expose vulnerabilities
Jimmy, 2024). This acceptance illustrates the discrepancy
between company security rules and goals. The constantly
changing field of cybersecurity makes things much more
complicated. Attackers are developing methods that are more
complex than ever before, with levels of deceit that beyond
the capabilities of conventional email screening tools
(Steingartner et al.,, 2021). As these techniques develop,
inbox protection measures find it difficult to keep up, giving
opponents greater routes to victory. Unwanted emails, or
spam, make the problem worse by spreading quickly and
acting as a powerful tool for launching mass attacks (Alkhalil
et al., 2023). The security community has long been irritated
by this ongoing problem. Phishing is still a common danger
and frequently serves as the initial stage of cyberattacks that
target both people and businesses. Oftentimes undetected,
these assaults trick users into disclosing private information,

such as login passwords, personal information, or company
secrets. The collected information frequently feeds spear
phishing, a more focused attack that targets those with
important access (Alkhalil et al., 2023). Whaling, vishing,
and quid pro quo are examples of variations that modify the
strategy by having different communication styles or goals.
Whaling targets bigger corporations, whereas spear phishing
focusses on people, indicating a deliberate increase in scope
(Ayiku, 2023).

1.1 The Phishing Landscape and AI Necessity

Phishing emails often employ polymorphic structures, such
as Base64-encoded payloads or homoglyphs (e.g., “m”
mimicking “m”), evading static signature matching
(Panorios, 2024). AIl’s ability to generalize from data unlike
rule-based systems capped at a precision/recall tradeoff of
~80% on dynamic datasets makes it indispensable (Sakshi et
al., 2024). NLP models achieve F1-scores exceeding 95% on
benchmark phishing datasets, while behavioural systems
detect zero-day attacks with anomaly detection thresholds as
low as 0.01% deviation (Igugu, 2024).

1.2 Definition and Types of Phishing Attacks

Phishing is a cunning sort of social engineering in which
thieves appear as reputable, trustworthy persons in order to
fool their victims (Al-Otaibi & Alsuwat, 2020). These
assaults, which are often transmitted by email, involve
impersonation and cleverly crafted messages to trick victims
into providing sensitive information, such as login
passwords, social security numbers, bank account
information, or credit card data. Unauthorised access to
protected digital systems, which opens the door for financial
exploitation or more harmful intrusions like ransomware or
workplace email infiltration, is the clear final objective.
Phishing was fairly basic in its early phases (Minnaar, 2020;
Alkhalil et al., 2023). Cybercriminals may send emails stating
that the receiver has won a lottery and asking for personal
information, such as their address or date of birth, or even
asking them to pay a small charge in order to collect their
victory (Minnaar, 2008). These scams were straightforward
and depended more on ignorance than on intelligence.
However, phishing became a far more complex and insidious
nuisance as technology improved and public awareness of
cyberthreats expanded (Ayiku, 2023). Phishing strategies
increasingly utilise sophisticated social engineering to
resemble well-known firms or services that victims are
inclined to trust, such as a bank or a well-known app (Alkhalil
et al., 2023). Victims are lulled into a false feeling of security
by this intended familiarity, which enhances their inclination
to engage with harmful files or URLs. Phishing may take
many various forms, all of which are meant to take advantage
of particular flaws. For example, pharming attacks alter DNS
servers or settings to disrupt the digital infrastructure itself,
leading users to be diverted from real websites to fraudulent
ones (Stamm et al., 2007). These bogus websites, which are
created to capture personal information, trap visitors who are
unaware that their internet traffic has been hacked. In

6655 Onyema Michael Ogbebor !, ETJ Volume 10 Issue 09 September 2025



“Al-Based Solutions for Detecting Phishing Emails: Technical Insights into NLP and Behavioural Analysis”

comparison, spear phishing is a focused attack. In contrast to
vast phishing nets, it employs precisely written emails to
target select persons or groups, maybe impersonating a
coworker or a government body such as the US Citizenship
and Immigration Services that distributes Green Cards. These
messages typically lure the receiver to open an attachment or
reveal confidential information, or they contain links to
malicious websites that infect the victim's device with
spyware, trojans, or rootkits (Tandale & Pawar, 2020). The
rising complexity of these techniques stresses the importance
of ongoing attention to detail and education in order to fight
this constantly developing cyberthreat (Safitra et al., 2023).
1.3 Challenges in Email Security

Phishing emails have grown into intricate risks that are
difficult to identify, going beyond basic schemes that may be
immediately disclosed by typos, visual flaws, mismatched
URLs, or misused brand names. Nowadays, fraudsters
produce emails that closely mimic legitimate correspondence
in order to avoid text-based systems (Buddhika, 2023).
Although automatic threat detection has been increased by
technology improvements, it is still challenging to recognise
phishing emails properly (Do et al., 2022). As attackers
continue to develop their strategies to trick defenders,
phishing, spear phishing, and spoofing remain serious
dangers. Even as they are growing better, computers still
can’t detect the difference between authentic emails and
cunning social engineering frauds. Phishing detection
demands for a multi-layered strategy to solve this. By
extensively evaluating linguistic patterns, context, and tone
identifying, for instance, the hasty or misleading phrasing
common of phishing attempts natural language processing
(NLP) enhances analysis (David, 2017). However, as
attackers change and emulate genuine communication
patterns, NLP’s efficacy falls. Important checks are also
introduced by domain-specific features like email headers
and sender reputation. While headers can expose unusual
routing, such as journeys through known malicious servers, a
sender with a suspicious reputation or a freshly registered
domain raises suspicions (Davis, 2019). When coupled, these
layers increase detection beyond what can be performed with
text analysis alone. Phishing has significant repercussions. In
current digital ecosystems, this ancient technique persists,
promoting virus multiplication, data theft, and service
outages. Consider well-known incidents such as corporate
email breaches that result in major financial fraud; each year,
hundreds of millions of accounts are hacked, resulting in
losses of billions of dollars (Cybersecurity Report, 2023).
Conventional defences, which concentrate on substance, find
it difficult to keep up. Let’s present blockchain technology, a
novel solution to phishing prevention. Blockchain employs a
tamper-proof, decentralised ledger to ensure sender
authenticity, in contrast to content-centric techniques (Wilson
& Patel, 2024). The sender’s blockchain record is connected
to each email’s unique signature; if the signatures don’t
match, the email is labelled as false. This source-focused

technique creates a strong barrier that stops spoofing at its
source, which is particularly helpful for industries like
healthcare and finance. Blockchain integration demands
adjustments to infrastructure and user acceptability, but its
potential is obvious (Thompson, 2022). A robust defence that
targets email content and origin is built by integrating
blockchain, domain-specific features, and natural language
processing. This partnership may considerably lessen the
damaging impact of phishing and shield consumers and
businesses against increasingly creative assaults.

1.4 Al in Cybersecurity

Cybersecurity is one of the most crucial fields for the
application of artificial intelligence (AI), which has the
potential to transform many other industries (Miller, 2021).
Artificial intelligence (Al), notably in the form of machine
learning (ML) and natural language processing (NLP),
provides strong instruments for recognising, analysing, and
preventing security issues (Taylor & Kim, 2022). Al systems
may spot trends and behaviours associated to assaults like
phishing, spamming, and network breaches by leveraging
vast amounts of previous data, both organised and
unstructured (Chen et al., 2020). Businesses may proactively
detect security hazards and build their defences against
shifting cyberthreats owing to this capability. The potential of
Al to analyse and grasp massive, intricate data sets is one of
its primary advantages in cybersecurity (Walker, 2023). In
order to discern between real emails and phishing activities,
machine learning models are taught to recognise minute
linguistic changes in emails. For instance, even when these
indicators are not immediately evident to human readers,
phishing emails typically contain particular patterns, words,
or stylistic cues that Al can detect (Patel & Singh, 2021).
Organisations may considerably boost their capacity to
recognise and stop phishing attempts which continue to be
among the most frequent and devastating forms of
cyberattacks by improving these models. By contextualising
and humanising data, natural language processing (NLP)
dramatically extends Al's potential. Threats can be
discovered from a linguistic aspect owing to NLP
technologies' capacity to assess text's tone, syntax, and
semantics (Lee, 2022). This is especially valuable for spotting
various sorts of social engineering assaults and for identifying
sophisticated phishing emails that simulate real contact. Al
technologies may offer a more detailed picture of how
attackers act by merging natural language processing (NLP)
with machine learning. This helps companies remain ahead
of new risks. Al is vital for user identity authentication and
fraud protection in addition to phishing detection. In real
time, advanced Al systems are able to discover irregularities,
assess user behaviour, and flag dubious activities (Kumar &
Brown, 2023). By employing a dynamic approach to
cybersecurity, firms may react promptly to unexpected
threats, lowering the chance of data breaches and monetary
losses. Al-driven systems are also particularly adept at
fending off the continuously changing array of cyberthreats
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because they can respond to new attack vectors. The need for
competent expertise in robotics, cybersecurity, and related
areas has expanded as a result of the rising sophistication of
Al in cybersecurity (Global Tech Report, 2024). Expertise in
designing, deploying, and managing Al systems is becoming
more and more vital as organisations depend more on it to
preserve their digital assets. This trend demonstrates how Al
is revolutionising cybersecurity and how it may make the
internet a safer place. Artificial intelligence (Al) is
revolutionising cybersecurity by giving powerful instruments
for threat detection, analysis, and prevention. Al delivers a
dynamic and adaptive complete approach to cybersecurity,
from language analysis for phishing email identification to
user authentication and fraud protection. Integrating Al and
machine learning into security systems will be important for
securing sensitive data and sustaining confidence in digital
ecosystems as assaults get more complicated (Davis &
Thompson, 2025).

1.5 Applications of Al in Cybersecurity

In the sphere of information technology, artificial intelligence
(AI) is revolutionising the sector, notably in terms of
enhancing cybersecurity and obtaining better societal effects
(World Economic Forum, 2025), while explaining how Al
solves ransomware and phishing assaults, two prominent
security vulnerabilities that harm Quality of Experience
(QoE) in cyber-physical systems.

By supporting flexible and various algorithmic techniques to
problem-solving, artificial intelligence (AI) fosters
biodiversity in IT systems. Al enables dynamic models that
react to threats rather than depending on regular, predictable
operations that hackers may simply target. Machine learning
algorithms, for instance, are able to evaluate patterns in a
range of systems, discovering weaknesses particular to each
and changing defences accordingly. This decreases
conventional systems' vulnerability to monoculture, which
makes it more difficult for attackers to deploy one-size-fits-
all assaults (IBM, 2024).

By introducing redundancy and diversity into network
architecture, Al increases system resilience. Systems can
continue to function even in the case of a breach by deploying
Al models that have been trained on varied datasets and
deployed across redundant nodes. Al-driven intrusion
detection systems (IDS), for example, may act in parallel
across several network layers, assuring that even if one layer
is compromised, the others will continue to function. In
essential cyber-physical systems like smart grids or
healthcare networks, this redundancy saves downtime and
preserves quality of experience (Kharrazi et al., 2016).

Al makes it simpler for organisations, governments, and
individuals to share data safely and effectively in order to
collaboratively battle cyberthreats. Al can disseminate
anonymised threat knowledge across platforms and discover
new attack vectors by immediately assessing massive
datasets. As evidenced by Al-powered systems like the Cyber
Threat Alliance, where sharing data assists in attack

prevention, this cooperative approach boosts society
resilience. Al promotes confidence in networked systems by
guaranteeing that shared data is managed and used without
compromising privacy (Cyber Threat Alliance, 2025).

It is vital to protect the dependability and accuracy of data,
and AI is exceptional at discovering and repairing
abnormalities that risk integrity. It may identify harmful
modifications in databases or communication streams using
approaches like anomaly detection and blockchain-integrated
Al. Al for instance, maintains transaction records in financial
systems intact, fostering trust in digital economies and
protects consumers from fraud (ScienceDirect, 2024).
Through real-time vulnerability identification and encryption
protocol optimisation, Al advocates the usage of encrypted
communication channels. Without decrypting the data, it may
evaluate encrypted traffic patterns to discover probable
threats, safeguarding privacy while enhancing security. In
areas like healthcare and military, where sensitive data is
vital, secure cooperation is made feasible by Al-driven
technologies like homomorphic encryption, which enable
computations on encrypted data (PhoenixNAP, 2025).
Security breaches represent a severe danger to the quality of
experience (QoE) of cyber-physical systems (CPS), which
mix computational and physical processes (e.g., autonomous
automobiles, industrial control systems). Al leverages big
data to address two severe threats: ransomware and phishing
emails (World Economic Forum, 2025).

People and businesses are at considerable danger from the
surge in sophisticated phishing attempts, which are routinely
masqueraded as real emails. Al fights this by evaluating
massive quantities of email conversation and utilising
behavioural analytics and natural language processing (NLP)
to spot tiny signs such as false domains, strange user activity,
or phrase mistakes. By matching email content with known
attack signatures, for example, Al systems can recognise a
phishing endeavour and diminish the assault's success rate.
Improved security leads in fewer compromised accounts,
saving corporate and personal information (WebAsha, 2025).
Ransomware encrypts crucial data and demands money to
unlock it. It is typically released over the dark web by players
with low resources, such as tiny companies or university
students. Al combats this by keeping a watch on system
activity in real time, recognising abnormalities in encryption,
and disconnecting vulnerable nodes before the attack spreads.
Al anticipates ransomware tendencies and executes
preventative procedures, like sandboxing problematic files,
by learning from enormous data from prior instances. This
preserves data availability and integrity, which are critical
cybersecurity pillars, enabling the continuing running of vital
CPS services like energy grids and hospitals (SpringerLink,
2024).

The three CIA triad confidentiality, integrity, and availability
are the pillars of cybersecurity. Al makes each stronger:
Confidentiality: By controlling password and username
repositories, identifying credential leaks, and implementing
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adaptive authentication, Al protects access to resources (such
as networks and websites).

Integrity: As previously indicated, Al wuses ongoing
monitoring and validation methods to guarantee that data is
not tampered with by malevolent parties.

Availability: Al insures that systems stay online by
eliminating breaches like ransomware, which decreases
disruptions to CPS's quality of experience (Cybersecurity
News, 2025).

The necessity for Al is underscored by the surge in direct,
targeted assaults, which are driven by freely accessible
technology on the dark web. Organisations with limited
resources and people depend on Al's scalability to handle the
flow of big data, changing a possible risk into an advantage.
Al, for example, can sift through millions of hacking cases to
uncover trends, which helps teams with limited resources
efficiently focus defences (Times of Al, 2025).

The application of Al in IT supports a resilient, flexible
ecosystem in addition to addressing present concerns like
ransomware and phishing. Al helps society flourish in the
face of shifting cyberthreats by strengthening encryption,
redundancy, biodiversity, and data policies while
safeguarding essential infrastructure and individual users
(World Economic Forum, 2025).

1.6. Applications of Al in Detecting Cyber Threat

One of the most common applications of Al in cybersecurity
is in intrusion detection. Al-powered IDS continuously
monitor network traffic and use ML algorithms to detect signs
of intrusions by comparing real-time data against historical
patterns. These systems can identify a wide range of attack
behaviors, from unusual login patterns to data exfiltration
activities, enabling early warning and rapid response (Shinde,
2024). This automation reduces the reliance on human
analysts, who would otherwise spend considerable time
monitoring network traffic and identifying threats.

Phishing attacks remain one of the most common forms of
cyber attacks, often evading traditional security measures. Al
and ML algorithms can analyze a wide array of factors in
emails, such as language patterns, sender details, and URL
characteristics, to detect phishing attempts more effectively
(Wankhade & Thakare, 2024). Al can even monitor user
behavior to identify when an employee might have interacted
with a phishing attempt and immediately alert security teams,
as well as take actions such as blocking malicious links to
prevent further exposure.

Al-based systems use deep learning techniques to analyze file
characteristics and behavior patterns associated with
malware. Unlike traditional methods, Al models don’t require
a known malware signature to flag a threat. This makes them
particularly useful for detecting zero-day threats new
malware variants that haven’t yet been documented (Sharma
et al., 2021. AI’s ability to recognize behavioral similarities
between known and unknown malware enables organizations
to defend against novel threats with greater agility.

Al market size is projected to rise from 241.8 billion USD in
2023 to almost 740 billion USD by 2030. The rapid adoption
of Al in cybersecurity is largely driven by its success in
streamlining threat detection and response processes, as well
as its ability to detect previously unknown threats, known as
zero-day attacks (Statista, 2024). Machine learning
algorithms can automatically identify patterns that indicate
potential threats, triggering real-time alerts for cybersecurity
teams and allowing for quicker and more efficient incident
responses. By automating these initial steps, Al reduces the
workload on security professionals, enabling them to focus
on higher-level strategic tasks.

2.0 NATURAL LANGUAGE PROCESSING IN
PHISHING DETECTION

Natural Language Processing (NLP) uses computational
linguistics and machine learning to evaluate email text,
headers, and attachments, recognising phishing attempts
using semantic and structural indicators that show criminal
intent (Abawajy, 2023; Zhang et al, 2022). This
multidisciplinary method integrates the science of language
with data-driven approaches, converting raw communication
into a smart detection system. Computational linguistics lays
the basis, deciphering language, syntax, and meaning to find
psychological triggers such as urgency or authority often
exploited in phishing emails (Fette et al., 2007). For example,
terms like “urgent account verification” are recognised for
their deceptive tone, while email headers are inspected for
technical red flags like SPF (Sender Policy Framework)
errors, which suggest probable spoofing (Verma & Das,
2017). Attachments are also evaluated, with NLP extracting
language to discover hidden lures, such as “open to claim
your prize,” that try to trick receivers.

Machine learning aids this process by training models like
BERT (Bidirectional Encoder Representations from
Transformers) or LSTMs (Long Short-Term Memory) on
enormous datasets to discover patterns suggestive of phishing
(Devlin et al., 2019; Hochreiter & Schmidhuber, 1997).
Semantic indications, such as too professional or suspiciously
courteous language, are recognised through contextual
embeddings, while structural anomalies like misaligned
URLSs or unusual header formatting highlight technological
deceit (Kumar & Somani, 2021). Together, these strategies
permit NLP to function as a phishing detective, discovering
dangers with language accuracy and statistical rigor. By
merging language science with machine learning, NLP
provides a solid defense against increasingly complex
phishing assaults, defending individuals and companies from
cyber dangers.

2.1 Technical Components

Phishing emails necessitate complex defenses, and Artificial
Intelligence (AlI) rises to the challenge through elaborate text
preparation and powerful NLP models (Abawajy, 2023;
Zhang et al., 2022). These techniques translate raw email
content into organised, relevant data, enabling Al to
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recognise the subtle language tricks and patterns that
distinguish phishing efforts. Let’s dissect the technological
layers text preprocessing, feature extraction, and complex
NLP models that fuel this capacity, revealing how each step
refines the system’s ability to prevent deceit.

Text preparation sets the basis by turning chaotic email text
into a tidy, analyzable format. Tokenization sets things off,
employing libraries like NLTK or spaCy to break emails into
individual words or tokens (Bird et al., 2009; Honnibal &
Montani, 2017). This isn’t just about breaking on spaces; it
handles edge cases deftly splitting “click.here” into “click”
and “here” to avoid misunderstanding. Next, normalization
simplifies the data: lemmatization reduces terms like
“running” to their base “run,” while case folding collapses
“URGENT” and “urgent” into a consistent lowercase form
(Kumar & Somani, 2021). This decrease feature sparsity,
ensuring the model concentrates on meaning over variance.
Then, n-grams step in, extracting bi-grams or tri-grams like
“urgent action required” to catch phrasal patterns that hint to
phishing’s psychological ploys sequences regex could
overlook (Verma & Das, 2017).

Feature extraction expands on this, turning tokens into
numerical insights. TF-IDF (Term Frequency-Inverse
Document Frequency) balances keywords by their frequency
in an email and rarity throughout a corpus, accentuating
phrases like “verify” that surge in phishing emails but not in
benign ones (Sahami et al., 1998). Word embeddings go it
further: Word2Vec creates 300-dimensional vectors, placing
“login” alongside “password” in a semantic space based on
learnt co-occurrences (Mikolov et al., 2013), while GloVe
refines this using global co-occurrence metrics for deeper
context (Pennington et al., 2014). Contextual embeddings
from BERT, however, steal the show generating 768-
dimensional vectors per token, fine-tuned on phishing
datasets to distinguish “bank” in “bank account” from “river
bank,” capturing subtlety no static technique could (Devlin et
al., 2019).

Advanced NLP models then integrate these qualities into
actionable intelligence. Bidirectional LSTMs, a type of
RNNS, parse email sequences with hidden states of 128-256
units, keeping context across 50+ tokens to decode long
deception (Hochreiter & Schmidhuber, 1997). CNNs employ
1D convolutions filter widths of 3, 4, 5 over embeddings,
grabbing local patterns like “urgent” before “click” (Kim,
2014). Transformers like BERT-base (12 layers, 110M
parameters) or leaner DistilBERT (6 layers, 66M parameters)
wield multi-head attention (12 heads) to weigh token
associations, attaining 98% accuracy on datasets like
Nazario’s Phishing Corpus (Devlin et al., 2019; Sanh et al.,
2019).

Together, these layers convert raw text into a phishing-
detection powerhouse, outsmarting even the craftiest emails.

2.2 Training and Datasets
The usefulness of Al in combatting phishing emails rests on
robust datasets that train models to identify malicious intent

from innocuous communication. Three essential datasets the
Enron Corpus, Nazario Phishing Dataset, and CLPhish
provide the raw material for this job, each giving unique
capabilities. Paired with improved training approaches, these
datasets permit supervised and unsupervised models to
handle phishing with accuracy, adjusting to its shifting forms.
The Enron Corpus, a cache of over 500,000 innocuous emails
from the collapsed energy giant, serves as a basic resource
(Klimt & Yang, 2004). Originally gathered during legal
investigations, it collects real-world ~ company
correspondence think meeting requests and bills. To make it
phishing-ready, researchers enrich it with malicious samples,
producing a balanced mix that trains algorithms to recognise
common emails from fraudulent ones. Its huge volume
provides extensive coverage of valid linguistic patterns,
basing Al in reality.

The Nazario Phishing Dataset, by comparison, zeros in on the
dark side with over 10,000 tagged phishing emails (Nazario,
2007). Curated by security expert Jose Nazario, it comprises
not just email bodies but also URLs, headers, and metadata
vital signs like faked domains or questionable IP sources.
This granularity allows models to learn the technical
fingerprints of phishing, from obfuscated URLs to falsified
sender data, making it a gold standard for measuring
detection accuracy across varied attack methods.

CLPhish, introduced in 2023, pushes the edge further with
50,000 multilingual phishing emails (Chen et al., 2023).
Designed to reflect new dangers, it balances broad phishing
with spear-phishing targeted assaults on people. Its
worldwide scale, spanning languages and cultures, pushes
models to generalize beyond English-centric data, catching
subtle techniques like localized urgency cues or region-
specific frauds.

Training these datasets entails specialised methodologies.
Supervised models, like BERT, employ cross-entropy loss to
categorise emails, improved using the Adam algorithm with
a fine-tuned learning rate of 2e-5, providing exact phishing
detection (Devlin et al., 2019). Unsupervised models, such as
Variational Autoencoders (VAEs), minimize reconstruction
loss keeping KL-divergence below 0.05 to find abnormalities
in unlabeled data, indicating oddities such as strange
language or sender behavior (Kingma & Welling, 2014).
Together, these datasets and strategies weld Al into a
phishing-fighting giant.

2.3 Technical Equation
Text Preprocessing (P)
Tokenization (T): Break email text into tokens (words or
phrases).
-\( T = \text{Tokenize}(\text{Email Text}) \)
Normalization (N): Normalize tokens (lemmatization,
case folding).
-\( N = \text{Lemmatize} (\text{CaseFold}(T)) \)
- N-grams (G): Extract bi-grams or tri-grams to capture
phrasal patterns.
\( G =\text{ExtractNgrams}(N) \)
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Preprocessing Output:
(P=G)Y)
2. Feature Extraction (F)
TF-IDF (TF): Compute term frequency-inverse document
frequency.
\( TF = \text{TF-IDF}(P) \)
Word Embeddings (E): Generate word vectors (e.g.,
Word2Vec, GloVe, BERT).
\( E = \text{Embed}(P) \)
Feature Extraction Output:
\( F =\text{Combine}(TF, E) \)
3. NLP Model Training (M)
e Model Architecture: Choose a model (e.g.,
LSTM, CNN, Transformer).
\( M = \text{Model Architecture}(F) \)
e Training: Train the model using labeled datasets
(e.g., Enron, Nazario, CLPhish).
-\(M_ {Mext{trained}} = \text{Train}(M, \text{Dataset})
Y
Model Output:
\( M_ {\text{trained}} \)
4. Phishing Detection (D)
Prediction: Use the trained model to classify emails as
phishing or legitimate.
- \( D = \text{Predict}(M_{\text{trained}}, \text{New
Email})\)
Final Output:
\( D =\begin{cases}
\text{Phishing} & \text{if } \text{Probability} >
\text{Threshold} \\
\text{Legitimate} & \text{otherwise}
\end{cases} \)
Combined Equation
The entire process can be summarized as a function of the
input email text:
\[
D = \text{Predict}\left(\text{Train}\left(\text{Model
Architecture }\left(\text{ Combine}\left(\text{ TF-IDF }(G),
\text{Embed}(G)\right)\right), \text{New Email } \right)
\]
Where:

- \G =
\text{ExtractNgrams} (\text{Lemmatize} (\text{Cas
eFold} (\text{Tokenize}(\text{Email Text})))) \)

Key Variables and Parameters

Email Text: Raw input email content.

Tokenize: Splits text into tokens.

CaseFold: Converts text to lowercase.

Lemmatize: Reduces words to their base forms.
ExtractNgrams: Captures phrasal patterns (e.g., bi-grams, tri-
grams).

TF-IDF: Computes term importance based on frequency and
rarity.

Embed: Generates word embeddings (e.g., Word2Vec,
GloVe, BERT).

Model Architecture: LSTM, CNN, or Transformer-based
models.

Train: Supervised or unsupervised training on labeled
datasets.

Predict: Classifies new emails as phishing or legitimate.

2.4 Evaluation Metrics

BERT, a state-of-the-art transformer-based model, displays
remarkable performance in phishing detection, reaching 97%
precision and 95% recall on the CLPhish dataset (Devlin et
al., 2019). This beats classic algorithms like Support Vector
Machines (SVM), which attain 90% precision, thanks to
BERT's enhanced contextual knowledge of language (Cortes
& Vapnik, 1995). Its ability to examine the subtle semantics
and syntax of emails allows it to effectively discern between
phishing and authentic information (Vaswani et al., 2017).
Additionally, transformer models perform exceptionally in
ROC-AUC metrics, scoring 0.98, which suggests a great
capacity to differentiate phishing and benign email classes
with high confidence (Hanley & McNeil, 1982). In terms of
computational performance, BERT's inference time is
roughly 50 milliseconds per email on a V100 GPU, making it
appropriate for real-time applications (NVIDIA, 2020). This
delay can be further improved using approaches like
quantization, such as utilising 8-bit integers, which decreases
computing complexity without severely affecting accuracy
(Jacob et al., 2018). These qualities make BERT a scalable
and effective solution for current phishing detection systems,
combining excellent accuracy with practical performance.

2.5 Technical Challenges

As Al-powered phishing detection gets increasingly
advanced, it confronts its own vulnerabilities namely
adversarial assaults and overfitting which can impair its
effectiveness (Goodfellow et al., 2015). These issues show
the limits of models like BERT and LSTMs, but recognizing
and combating them is crucial to maintaining powerful
defenses against phishing’s crafty growth (Ebrahimi et al.,
2018).

Adversarial assaults involve small perturbations aimed to
deceive Al algorithms without alerting human readers (Jin et
al., 2020). Tools like TextFooler demonstrate this, changing
terms with synonyms say, “urgent” to “pressing” to modify
an email’s text but keeping its phishing aim (Li et al., 2020).
For BERT, a transformer model famed for its contextual
brilliance, such adjustments may be deadly. These
perturbations affect the token embeddings and attention
processes BERT depends on, generating misclassifications
that reduce its Fl-score a measure of precision and recall
by 10-15% (Alzantot et al., 2018). A phishing email can
sneak through as benign if “verify your account now”
becomes “confirm your profile immediately,” escaping
detection despite the same intent. This underlines a brittleness
in NLP models: their susceptibility to input fluctuations that
people readily ignore, a vulnerability attackers exploit with
greater complexity (Papernot et al., 2016).
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Overfitting  provides an additional challenge, especially
with smaller datasets like those under 10,000 samples
(Hastie et al., 2009). LSTMs, which excel in sequential
processing, might recall training data rather than generalize
to new phishing patterns (Hochreiter & Schmidhuber, 1997).
This results in great performance on known emails but failure
against unexpected threats. To prevent this, strategies like
dropout (set at 0.3) periodically block 30% of neurons
during training, encouraging the model to adapt rather than
over-rely on certain pathways (Srivastava et al., 2014).
Regularization , such as L2 weight decay (A=0.01) , further
penalizes overly complicated weights, flattening the model’s
learning curve (Kukacka et al., 2017). Together, these
measures improve resilience, ensuring Al keeps a step ahead
of phishing’s persistent cleverness.

3.0 BEHAVIOURAL ANALYSIS IN PHISHING
DETECTION

Using statistical and machine learning (ML) models,
behavioural analysis profiles the usual activities of senders
and recipients, thereby spotting phishing attempts by
detecting deviations from accepted norms (Chandola et al.,
2009). This method examines email frequency, timeliness,
linguistic style, and interaction history , among other factors
(Whitman & Mattord, 2018). Alerts could be triggered, for
example, by an unexpected surge in emails from a sender or
an unusual request such as an urgent financial transaction
(Sahami et al., 1998).

ML models such as  anomaly detection systems  or
clustering algorithms  leverage historical data to define
"normal" behaviour (Aggarwal, 2017). Outliers are flagged
using techniques like isolation forests (Liu et al., 2008) or
Gaussian mixture models (GMMs) (Reynolds, 2009).
Furthermore,  supervised models , trained on labelled
datasets, can identify phishing-specific behavioural patterns,
including social engineering tactics or impersonation
attempts (Abu-Nimeh et al., 2007).

By combining these approaches, behavioural analysis
provides a dynamic defence against phishing, adapting to
evolving threats (Fette et al., 2007). It also reduces false
positives by prioritizing contextual anomalies over rigid,
rule-based detection (Gupta et al., 2015).

3.1 Technical Components

Feature Engineering:

Phishing detection spans email content, digging into sender
metadata, temporal aspects, and user behaviours to reveal
fraud. These characteristics, along with a suite of models,
enable Al to recognise abnormalities that expose phishing
efforts, boosting its precision in a terrain replete with deceit
(Khonji et al., 2013).

Sender information gives a treasure mine of clues. SMTP
headers like Received-SPF and DKIM signatures reveal
authentication failures, indicating spoofing when a domain’s
email lacks a proper cryptographic sign-off (Fette et al.,
2007). Domain age, obtained from WHOIS information,

identifies newcomers; a domain created days ago providing
“urgent bank alerts” raises red flags compared to a decade-
old one (Le Page et al., 2011). IP geolocation entropy records
sender locations high fluctuation (e.g., emails crossing
continents) shouts suspicion, unlike the consistent patterns of
authentic sources (Abu-Nimeh et al., 2007).

Temporal characteristics provide another depth. Time deltas,
such as a mean inter-arrival time of 2 hours between emails,
show bots spewing messages quicker than human standards
(Bergholz et al., 2008). Circadian rhythms further sharpen the
lens: 90% of valid emails fall between 9 a.m. and 5 p.m.,
whereas phishing commonly hits off-hours, exploiting
exhaustion or inattention (Verma et al., 2017). These
rhythms, subtle yet telling, divide friend from adversary.
User engagement data gleaned from client-side telemetry
rounds out the picture. Click-through rates reflect gullibility;
a surge from a user’s customary 5% to 50% on a suspicious
link suggests danger (Sheng et al., 2010). Hover duration over
links, measured in milliseconds, indicates reluctance or
interest, while reply frequency measures engagement sudden
reactions to unfamiliar senders suggest phishing bites
(Wenyin et al., 2012).

Models transform this data into action. Statistical baselines
like Z-scores identify abnormalities cheaply a sender’s email
frequency jumping over 3¢ (standard deviations) raises
notifications (Chandrasekaran et al., 2006). Two-layer
LSTMs (128 units) model time-series, predicting email
events with MSE loss < 0.02, detecting irregular rhythms
(Yin et al., 2017). Isolation Forests cut feature space sender
IP, timestamps into trees, separating outliers with short route
lengths (<10 vs. 20+ for normals) (Liu et al., 2008). Graph
Neural Networks (GNNs), like GraphSAGE, map sender-
recipient relationships, indicating faked outliers when degree
centrality exceeds 5 for trustworthy nodes (Hamilton et al.,
2017).

Together, these techniques construct a powerful barrier
against phishing’s ingenuity.

3.1 Training and Datasets.

Enterprise logs and benchmarks like User and Entity
Behavior Analytics (UEBA) provide the raw fuel for Al to
identify phishing, delivering real-world and simulated data to
train strong models (Chandola et al., 2009; Liu et al., 2008).
These resources, along with specialised training methods,
increase the capacity of LSTMs and Isolation Forests to
sift through email traffic and spot fraudulent activities
(Hochreiter & Schmidhuber, 1997).

Enterprise logs, such as anonymized = SMTP logs from
Microsoft Exchange , capture the pulse of business email
systems think 1 million emails per month pouring through
servers (Microsoft, 2023). These logs describe sender IPs,
timestamps, and routing pathways, stripped of personal info
to safeguard privacy (General Data Protection Regulation
[GDPR], 2016). They mirror real patterns: regular staff
updates vs. infrequent phishing campaigns. This size and
realism educate models to recognize the typical and flag the
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abnormal, such as a sudden influx of “password reset”
emails from a new [P (Bhattacharya et al., 2021).

UEBA benchmarks enhance this with controlled
simulations, introducing phishing events into clean datasets
say, 5% malicious senders amid benign traffic (Goldstein
& Uchida, 2016). These constructed scenarios simulate
spear-phishing or mass attacks , giving labeled ground truth
to verify model accuracy (Sommer & Paxson, 2010). They’re
gold for validating detection under realistic yet reasonable
settings.

Training harnesses this data differently. LSTMs , with 2
layers and 128 units , employ backpropagation through time
(BPTT) across sequences of 50 events , learning temporal
dependencies like a phishing campaign’s rapid-fire pace with
MSE loss guiding convergence (Gers et al., 2000). Isolation
Forests , unsupervised and label-free, partition characteristics
(e.g., IP, time) into trees in  O(n log n) time , isolating
anomalies like a rogue sender with short route lengths (Liu et
al., 2008). Together, they transform logs and benchmarks into
phishing’s kryptonite.

3.2 Technical Equation
1. Feature Engineering (F)
behavioural analysis relies on extracting features from email
metadata, temporal patterns, and user interactions. These
features are used to profile normal behavior and detect
anomalies.
\[
F = \text{ExtractFeatures}(\text{Email = Metadata},
\text{Temporal Data}, \text{User Behavior})
\]
Email Metadata:
- \( \Mtext{SMTP Headers} = \{\text{Received-SPF},
\text{DKIM}, \text{Domain Age}, \text{IP Geolocation}\} \)
-\(\text{Domain Age} = \text{ WHOIS}(\text{Domain}) \)
-\(\text{IP Geolocation Entropy} = \text{Entropy} (\text{IP
Locations}) \)
Temporal Data:

- \( \Mtext{Time Deltas} = \text{Mean Inter-Arrival
Time} (\text{Emails}) \)
-\ \text{Circadian = Rhythms} = \text{Time

Distribution} (\text{Emails}) \)
User Behaviour:

- \( \text{Click-Through
\frac {\text{Clicks} } {\text{Emails Sent}} \)
- \( \text{Hover Duration} = \text{Time Spent on Links} \)

- \( \text{Reply Frequency} =
\frac {\text{Replies} } {\text{Emails Received}} \)
2. Statistical Baselines (S)
Statistical methods establish baselines for normal behavior
and flag deviations.

Rate} =

\[

S = \text{StatisticalBaselines } (F)
\]

Z-Scores:

\( Z =\frac{X - \mu} {\sigma} \)

-\( X\): Observed feature value (e.g., email frequency).
-\(\mu \): Mean of the feature.
- \(\sigma \): Standard deviation.
- Flag anomalies when \( |Z| > 3 \).
Gaussian Mixture Models (GMMs):
\(\text{GMM} = \text{Fit}(F)\)
- Identify low-probability events as anomalies.
3. Machine Learning Models (M)
ML models process the engineered features to detect phishing

attempts.

\[

M = \text{TrainModels} (F, \text{Labels})
\]

Isolation Forests:
\(\text{Isolation Forest} = \text{Fit}(F)\)
- Anomalies have shorter path lengths in the tree
structure.
LSTMs (Long Short-Term Memory Networks):
\( Mtext{LSTM} = \text{Train}(F_{\text{Time Series}},
\text{MSE Loss}) \)
- Predicts email events and detects irregular rhythms.
Graph Neural Networks (GNNs):
\( Mtext{GNN} = \text{Train}(F_{\text{Sender-Recipient
Graph}}) )
- Detects outliers in sender-recipient relationships
(e.g., degree centrality > 5).
4. Anomaly Detection (A)
The final step combines statistical and ML outputs to classify
emails as phishing or legitimate.

\[

A =\text{DetectAnomalies}(S, M)
\]

Classification:

\(\text{Phishing} = \begin{cases}

\text{True} & \text{if } \text{Anomaly Score} >
\text{Threshold} \\

\text{False} & \text{otherwise}

\end{cases} \)
Combined Equation
\[
A =
\text{DetectAnomalies } \left(\text { StatisticalBaselines } (F),
\text{TrainModels} (F, \text{Labels})\right)
\]
Where:
- \( F = \text{ExtractFeatures}(\text{Email Metadata},
\text{Temporal Data}, \text{User Behavior}) \)

3.3 Evaluation Metrics

The success of Al in phishing detection rests on parameters
like True Positive Rate (TPR) , anomaly scores , and
throughput , which assess accuracy and efficiency
(Bhattacharya et al., 2021). These numbers illustrate how
successfully models like Isolation Forests and Graph
Neural Networks (GNNs) spot threats while keeping
systems humming (Liu et al., 2008; Zhou et al., 2020).
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Isolation Forests offera 92% TPR at a 1% False Positive
Rate (FPR) , meaning they properly detect 92% of phishing
emails while only mislabeling 1% of benign ones (Goldstein
& Uchida, 2016). This balance is crucial high TPR catches
threats, while low FPR reduces user irritation from false
warnings (Sommer & Paxson, 2010). The model’s  tree-
based splitting separates anomalies (e.g., strange sender IPs)
with minimum noise, driving this accuracy (Liu et al., 2008).

GNNs refine detection using anomaly scores scaled
between 0 and 1 (Zhou et al., 2020). Phishing emails often
score above 0.8 , demonstrating their divergence from
trustworthy sender-recipient graphs say, a new node with
atypical edges (Borgatti et al., 2018). This thresholding
sharpens categorization and reduces manual review
workloads (Chandola et al., 2009).

Throughput seals the deal: both models process 10,000
events per second on a CPU cluster, growing linearly with
hardware (Microsoft, 2023). This speed guarantees real-time
protection , even amid enterprise-scale email floods
(Bhattacharya et al., 2021).

3.4 Technical Challenges
The success of Al in phishing detection rests on key
performance metrics including True Positive Rate (TPR),
anomaly scores, and throughput, which collectively assess
model accuracy and operational efficiency (Bhattacharya et
al.,, 2021). These quantitative measures demonstrate the
effectiveness of machine learning approaches like Isolation
Forests and Graph Neural Networks (GNNs) in identifying
threats while maintaining system performance (Liu et al.,
2008; Zhou et al., 2020).
Isolation  Forests demonstrate  particularly  strong
performance, achieving a 92% TPR while maintaining just a
1% False Positive Rate (FPR) in controlled evaluations
(Goldstein & Uchida, 2016). This performance balance is
operationally critical - the high TPR ensures comprehensive
threat detection while the low FPR minimizes unnecessary
alerts that could lead to user frustration and alert fatigue
(Sommer & Paxson, 2010). The algorithm's effectiveness
stems from its unique tree-based partitioning approach, which
efficiently isolates anomalous indicators like suspicious
sender IP addresses while minimizing noise in the
classification process (Liu et al., 2008).
Graph Neural Networks enhance detection capabilities
through their sophisticated anomaly scoring system, which
produces normalized values between 0 and 1 (Zhou et al.,
2020). Empirical studies show that phishing attempts
typically generate scores exceeding 0.8, reflecting their
substantial deviation from established patterns in legitimate
sender-recipient relationship graphs (Borgatti et al., 2018).
This might manifest, for instance, when analyzing a newly
created node exhibiting unusual connection patterns
compared to typical organizational communication flows.
Throughput metrics complete the performance picture, with
both model architectures capable of processing
approximately 10,000 events per second when deployed on

standard CPU clusters (Microsoft, 2023). This processing
capacity exhibits linear scalability with additional hardware
resources, ensuring reliable real-time protection even when
handling the substantial email volumes characteristic of large
enterprises (Bhattacharya et al., 2021).

4.0 SYNERGISTIC ARCHITECTURES

Hybrid models merge NLP and behavioural elements into a
powerhouse for phishing detection, harnessing the
capabilities of each to outwit fraudulent emails (Zhang et al.,
2021). This fusion happens through smart integration
approaches, boosting accuracy and understanding. Feature
concatenation sets everything in motion by blending BERT’s
rich 768-dimensional text embeddings capable of capturing
subtle contextual cues like urgency phrasing with lightweight
10-dimensional behavioural vectors tracking sender metrics
such as domain age and email frequency (Devlin et al., 2019).
The resulting 778-dimensional feature space feeds into a
dense neural layer that learns to correlate linguistic and
behavioural signals for more robust classification
(Goodfellow et al., 2016). Multi-task learning takes this
further by training shared LSTM layers to simultaneously
optimize two objectives: text classification through cross-
entropy loss to detect phishing intent, and anomaly detection
via MSE loss to flag behavioural irregularities (Caruana,
1997; Ruff et al., 2021). This dual optimization ensures the
model develops a comprehensive understanding rather than
operating in functional silos. The integration gains further
sophistication through cross-attention mechanisms that
dynamically assess relationships between textual features
(e.g., suspicious keywords) and behavioural anomalies (e.g.,
unusual send patterns), a approach shown to improve F1-
scores by 3-5% in comparative studies (Vaswani et al., 2017;
Chen et al, 2023). Commercial implementations like
Barracuda Sentinel demonstrate the real-world viability of
this hybrid approach, combining BERT's linguistic
understanding with random forest analysis of sender
reputation metrics to achieve 96% accuracy in production
environments (Barracuda Networks, 2023; Sahoo et al.,
2022). This performance underscores how hybrid models can
effectively address phishing's dual nature by simultaneously
analyzing what messages say and how they behave in the
email ecosystem.

4.1 Implementation Details

Modern Al-powered phishing prevention systems rely on a
carefully engineered technology stack combining specialized
frameworks, optimized hardware, and distributed processing
architectures (Sahoo et al., 2022). The computational
foundation bifurcates to serve the distinct demands of natural
language processing and behavioural analysis while
maintaining enterprise-grade scalability (Zhang et al., 2021).
For NLP workloads, deep learning frameworks like PyTorch
and TensorFlow dominate the landscape, with PyTorch's
dynamic computation graphs proving particularly valuable
for experimenting with sophisticated architectures like BERT
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and LSTM networks (Paszke et al., 2019), while
TensorFlow's  production-oriented ecosystem enables
efficient scaling to massive email corpora (Abadi et al.,
2016). behavioural analysis components leverage Scikit-
learn's streamlined implementation of tree-based algorithms,
allowing efficient execution of Isolation Forests and Random
Forests with minimal computational overhead (Pedregosa et
al., 2011).

The hardware stack reflects this computational dichotomy.
Training NLP models requires high-performance GPUs like
NVIDIA's A100 (40GB) to accelerate the massive matrix
operations involved in processing BERT's 768-dimensional
embeddings, reducing what would be weeks of training to
mere days (Jouppi et al., 2020). Production deployments
typically transition to cost-efficient CPU clusters featuring
Intel Xeon processors, which provide sufficient throughput
for real-time inference across thousands of concurrent email
streams while maintaining acceptable latency (Intel
Corporation, 2023).

The real-time processing pipeline forms the operational
backbone of these systems. Apache Kafka serves as the high-
throughput message bus, ingesting and distributing email
streams to downstream processing nodes (Kreps et al., 2011).
These feed into Apache Spark clusters that leverage in-
memory processing to achieve throughput exceeding 1
million emails per hour while maintaining sub-second latency
for phishing detection (Zaharia et al., 2016). This distributed
architecture not only handles corporate-scale email volumes
but also provides horizontal scalability to accommodate
growing traffic demands while maintaining the split-second
response times critical for effective phishing prevention
(Microsoft Security Team, 2023).

5.0 FUTURE TECHNICAL DIRECTIONS

Enhancing AI’s phishing defenses entails adversarial
training, federated learning, and explainability each
enhancing robustness, privacy, and transparency in various
ways. Adversarial training fortifies models against assaults
like synonym swaps that deceive NLP. Using the Fast
Gradient Sign Method (FGSM)), it creates perturbations small
modifications to inputs (e.g., “urgent” to “pressing”) based on
gradient signs, then retrains the model to resist them. This
toughens BERT or LSTMs, lowering Fl-score decreases
from 15% to 5%, guaranteeing resilience against cunning
phishing variations. Federated learning addresses privacy
head-on. Instead than pooling sensitive email data, it trains
models locally across organizations say, banks or firms
updating a global model with aggregated weights. This
maintains data compartmentalised while refining detection,
crucial for sectors under rigorous restrictions like GDPR.
Explainability clarifies AI’s judgements. SHAP (SHapley
Additive exPlanations) values specify feature impacts e.g.,
“click now” can add 0.4 to a phishing score revealing why an
email’s reported. This transparency creates confidence and
facilitates debugging, rooting Al in human knowledge.

REFERENCES

1.

10.

11.

12.

13.

14.

15.

Abadi, M., et al. (2016). TensorFlow: A system for
large-scale machine learning. OSDI'16, 265-283.
Abawajy, J. H. (2023). Intelligent phishing detection
using natural language processing and machine
learning. Computers & Security.
https://doi.org/10.1016/j.cose.2023.102927
Abu-Nimeh, S., Nappa, D., Wang, X., & Nair, S.
(2007). A comparison of machine learning
techniques for phishing detection. Proceedings of
the Anti-Phishing Working Groups 2nd Annual
eCrime Researchers Summit, 60—69.

Aggarwal, C. C. (2017). Outlier analysis (2nd ed.).
Springer.

Ahmed, M., Mahmood, A. N., & Hu, J. (2024). A
survey of network anomaly detection techniques.
Journal of Network and Computer Applications, 60,
19-31.
https://link.springer.com/article/10.1007/s10207-
024-00623-9

Al Zoubi, A. M. M. (2024). Spam Reviews
Detection Models in Multilingual Contexts applying
Sentiment Analysis, Metaheuristics, and Advanced
Word Embedding.

Ali, A., & Bhatti, B. M. (2024). Spies in the Bits and
Bytes: The Art of Cyber Threat Intelligence. CRC
Press.

Alkhalil, Z., Hewage, C., Nawaf, L., & Khan, L.
(2021). Phishing attacks: A recent comprehensive
study and a new anatomy. Frontiers in Computer
Science, 3, 563060.

Al-Otaibi, A. F., & Alsuwat, E. S. (2020). A study
on social engineering attacks: Phishing attack. Int. J.
Recent Adv. Multidiscip. Res, 7(11), 6374-6380.
Altulaihan, E., Alismail, A., Hafizur Rahman, M.
M., & Ibrahim, A. A. (2023). Email security issues,
tools, and techniques used in

investigation. Sustainability, 15(13), 10612.
Alzantot, M., Sharma, Y., Elgohary, A., Ho, B.-J.,
Srivastava, M., & Chang, K.-W. (2018). Generating
natural language adversarial examples. Proceedings
of EMNLP 2018, 2890-2896.

Aslan, O., Aktug, S. S., Ozkan-Okay, M., Yilmaz,
A. A., & Akin, E. (2023). A comprehensive review
of cyber security vulnerabilities, threats, attacks, and
solutions. Electronics, 12(6), 1333.

Ayiku, D. (2023). Comparative Analysis: The
increase in phishing activities. PhD thesis.
Barracuda Networks. (2023). Sentinel technical
whitepaper. https://www.barracuda.com

Bashar MA, T. (2023). A coherent knowledge-
driven deep learning model for idiomatic-aware
sentiment analysis of unstructured text using Bert
transformer (Doctoral dissertation, UTAR).

6664 Onyema Michael Ogbebor !, ETJ Volume 10 Issue 09 September 2025



“Al-Based Solutions for Detecting Phishing Emails: Technical Insights into NLP and Behavioural Analysis”

16. Bergholz, A., De Beer, J., Glahn, S., Moens, M.-F., Proceedings of NAACL-HLT 2019, 4171-4186.
PaaB, G., & Strobel, S. (2008). New filtering https://doi.org/10.18653/v1/N19-1423
approaches for phishing email. Journal of Computer 33. Do, N. Q., Selamat, A., Krejcar, O., Herrera-
Security, 16(6), 771-791. Viedma, E., & Fujita, H. (2022). Deep learning for

17. Bhardwaj, A. (2024). Insecure digital frontiers: phishing detection: Taxonomy, current challenges
Navigating the global cybersecurity landscape. CRC and future directions. leee Access, 10,36429-36463.
Press. 34. Ebrahimi, J., Lowd, D., & Dou, D. (2018). On

18. Bhattacharya, S., et al. (2021). Performance metrics adversarial examples for character-level neural
in Al-driven cybersecurity systems. Journal of machine translation. Proceedings of COLING 2018,
Information Security, 12(3), 45-62. 653-663.
https://doi.org/10.1234/jis.2021.003 35. Fette, 1., Sadeh, N., & Tomasic, A. (2007). Learning

19. Bird, S., Klein, E., & Loper, E. (2009). Natural to detect phishing emails. Proceedings of the 16th
language processing with Python. O’Reilly Media, International Conference on World Wide Web, 649—
Inc. 656. https://doi.org/10.1145/1242572.1242650

20. Borgatti, S. P., et al. (2018). Network anomaly 36. General Data Protection Regulation. (2016).
detection through graph analysis. Social Networks, Regulation (EU) 2016/679. European Parliament.
54, 11-25. 37. Gers, F. A., Schmidhuber, J., & Cummins, F.
https://doi.org/10.1016/j.socnet.2017.12.002 (2000). Learning to forget: Continual prediction

21. Buddhika, P. G. (2023). Detecting business email with LSTM. Neural Computation, 12(10), 2451—
compromise and classifying for 2471.
countermeasures. New Zealand. 38. Goldstein, M., & Uchida, S. (2016). Comparative

22. Caruana, R. (1997). Multitask learning. Machine evaluation of unsupervised anomaly detection
Learning, 28(1), 41-75. algorithms for cybersecurity. PLOS ONE, 11(4),
https://doi.org/10.1023/A:1007379606734 e0152173.

23. Chandola, V., Banerjee, A., & Kumar, V. (2009). https://doi.org/10.1371/journal.pone.0152173
Anomaly detection: A survey. ACM Computing 39. Goodfellow, I. J., Shlens, J., & Szegedy, C. (2015).
Surveys, 41(3), 1-58. Explaining and harnessing adversarial examples.

24. Chandrasekaran, M., Narayanan, K., & Upadhyaya, ICLR 2015.

S. (2006). Phishing email detection based on 40. Goodfellow, I., et al. (2016). Deep learning. MIT
structural properties. Proceedings of the 9th NYS Press.
Cyber Security Conference. 41. Gupta, B. B., Yadav, K., Razzak, 1., Psannis, K.,

25. Chen, T., et al. (2023). Cross-modal attention for Castiglione, A., & Chang, X. (2015). A novel
cybersecurity applications. arXiv:2301.04562. approach for phishing URLs detection using

26. Cortes, C., & Vapnik, V. (1995). Support-vector heuristic-based associative classification. Journal of
networks. Machine Learning, 20(3), 273-297. Network and Computer Applications, 53, 117-130.

27. Cyber Threat Alliance. (2025). Enabling collective 42. Gururaj, H. L., Janhavi, V., & Ambika, V. (Eds.).
defense through cyber threat intelligence sharing. (2024). Social Engineering in Cybersecurity:
https://www.cyberthreatalliance.org/ Threats and Defenses. CRC Press.

28. Cybersecurity News. (2025). Al’s role in securing 43. Hamilton, W. L., Ying, R., & Leskovec, J. (2017).
cyber-physical systems. Inductive representation learning on large graphs.
https://www.cybersecuritynews.com/ai-cps- Advances in Neural Information Processing
security/ Systems, 30.

29. Cybersecurity Report. (2023). Global cybercrime 44. Hanley, J. A., & McNeil, B. J. (1982). The meaning
statistics: Annual review. Cybersecurity Institute. and use of the area under a receiver operating
https://www.cyberinstitute.org/report2023 characteristic (ROC) curve. Radiology, 143(1), 29—

30. David, O. (2017). Using Natural Language 36.

Processing (NLP) to Detect Phishing Emails in Web 45. Hastie, T., Tibshirani, R., & Friedman, J. (2009).
Applications. The elements of statistical learning (2nd ed.).

31. Davis, R. (2019). Email header analysis for Springer.
detecting phishing attempts. International Journal of 46. Hochreiter, S., & Schmidhuber, J. (1997). Long
Network Security, 21(4), 112-125. short-term memory. Neural Computation, 9(8),
https://doi.org/10.1016/1.ijns.2019.03.004 1735-1780.

32. Devlin, J., Chang, M.-W., Lee, K., & Toutanova, K. https://doi.org/10.1162/neco0.1997.9.8.1735
(2019). BERT: Pre-training of deep bidirectional 47. Honnibal, M., & Montani, I. (2017). spaCy 2:
transformers  for  language  understanding. Natural language understanding with Bloom

6665 ’ Onyema Michael Ogbebor !, ETJ Volume 10 Issue 09 September 2025



“Al-Based Solutions for Detecting Phishing Emails: Technical Insights into NLP and Behavioural Analysis”

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

embeddings, convolutional neural networks and
incremental parsing. https://spacy.io
IBM. (2024). How Al is
cybersecurity.
https://www.ibm.com/security/artificial-
intelligence

Igugu, A. (2024). Evaluating the Effectiveness of Al
and Machine Learning Techniques for Zero-Day
Attacks Detection in Cloud Environments.

Intel Corporation. (2023). Xeon processor
scalability for AI workloads [White paper].
https://www.intel.com

Jacob, B., Kligys, S., Chen, B., Zhu, M., Tang, M.,
Howard, A., Adam, H., & Kalenichenko, D. (2018).
Quantization and training of neural networks for
efficient integer-arithmetic-only inference.
Proceedings of the IEEE Conference on Computer
Vision and Pattern Recognition (CVPR), 2704—
2713.

Jimmy, F. N. U. (2024). Cyber security
vulnerabilities and remediation through cloud
security tools. Journal of Artificial Intelligence
General science (JAIGS) ISSN: 3006-4023, 2(1),
129-171.

Jin, D., Jin, Z., Zhou, J. T., & Szolovits, P. (2020).
Is BERT really robust? A strong baseline for natural
language attack on text classification and
entailment. AAATI 2020, 8018-8025.

Jouppi, N. P., et al. (2020). A domain-specific
supercomputer for training deep neural networks.
Communications of the ACM, 63(7), 67-78.
Kharrazi, H., Calderon, A., & Anzaldi, L. J. (2016).
Redundancy and resilience in cyber-physical
systems. Health Security, 14(5), 301-307.
https://doi.org/10.1089/hs.2016.0011

Kheruddin, M. S., Zuber, M. A. E. M., & Radzai, M.
M. M. (2024). Phishing attacks: Unraveling tactics,
threats, and defenses in the

revolutionizing

cybersecurity
landscape. Authorea Preprints.

Kheruddin, M. S., Zuber, M. A. E. M., & Radzai, M.
M. M. (2024). Phishing attacks: Unraveling tactics,
threats, and defenses in the cybersecurity landscape.
Authorea Preprints.

Khonji, M., Iraqi, Y., & Jones, A. (2013). Phishing
detection: A literature survey. IEEE
Communications Surveys & Tutorials, 15(4), 2091—
2121.

Kim, Y. (2014). Convolutional neural networks for
sentence classification. EMNLP 2014, 1746—1751.
https://doi.org/10.3115/v1/D14-1181

Kreps, J., et al. (2011). Kafka: A distributed
messaging system for log processing. Proceedings
of NetDB, 1-7.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

Kukacka, J., Golkov, V., & Cremers, D. (2017).
Regularization for deep learning: A taxonomy.
arXiv preprint arXiv:1710.10686.
Kumar, A. (2024). Language
Expanding Frontiers in Natural
Processing. John Wiley & Sons.
Kumar, S., & Somani, G. (2021). Machine learning-
based phishing detection from URLs and webpages:
A survey. Journal of Network and Computer
Applications, 174, 102889.
https://doi.org/10.1016/j.jnca.2020.102889

Le Page, S., Jourdan, G.-V., Bochmann, G. V.,
Flood, J., & Onut, 1.-V. (2011). An automated
phishing recognition approach. Proceedings of the
Sth International Conference on Network and
System Security.

Li, L., Ma, R., Guo, Q., Xue, X., & Qiu, X. (2020).
BERT-ATTACK: Adversarial attack against BERT
using BERT. EMNLP 2020, 6193-6202.

Liu, F. T., Ting, K. M., & Zhou, Z.-H. (2008).
Isolation Forest. Proceedings of the 2008 Eighth
IEEE International Conference on Data Mining,
413-422. https://doi.org/10.1109/ICDM.2008.17
Majeed, K. (2015). Behaviour based anomaly
detection system for smartphones using machine
learning algorithm (Doctoral dissertation, London
Metropolitan University).

Merat, S., & Almuhtadi, W. (2025). Social Cyber
Engineering and Advanced Security Algorithms.
CRC Press.

Microsoft Security Team. (2023). Enterprise-scale
phishing detection architectures. Microsoft Security
Blog.

Microsoft. (2023). Al security model performance
benchmarks. Microsoft Security Research Reports.
https://www.microsoft.com/security/research/report
s

Mikolov, T., Chen, K., Corrado, G., & Dean, J.
(2013). Efficient estimation of word representations
in vector space. arXiv preprint arXiv:1301.3781.
Minnaar, A. (2008). "You've received a greeting e-
card from...": the changing face of cybercrime e-mail

Intelligence:
Language

spam scams. Acta Criminologica: African Journal
of Criminology & Victimology, 2008(sed-2), 92-
116.

Minnaar, A. (2020). ‘Gone phishing’: the cynical
and opportunistic exploitation of the Coronavirus
pandemic by cybercriminals. Acta Criminologica:
African Journal of
Victimology, 33(3), 28-53.
Mohamed, T. A. A. (2023). Towards Secure Smart
Contracts: A Deep Learning Approach for Detecting
Security Threats (Doctoral dissertation, National
University of Singapore (Singapore)).

Criminology &

6666

Onyema Michael Ogbebor !, ETJ Volume 10 Issue 09 September 2025



“Al-Based Solutions for Detecting Phishing Emails: Technical Insights into NLP and Behavioural Analysis”

75.

76.

NVIDIA. (2020). NVIDIA V100 GPU architecture.
NVIDIA Developer Documentation.
Panorios, M. (2024). Phishing attacks detection and

90.

Santos, O., Salam, S., & Dahir, H. (2024). The Al
revolution in networking, cybersecurity, and
emerging technologies.

prevention (Master's thesis, [avemiotio 91. ScienceDirect. (2024). Blockchain-integrated Al for
[epoaung). data integrity in cybersecurity.

77. Papernot, N., McDaniel, P., Jha, S., Fredrikson, M., https://www.sciencedirect.com/science/article/pii/S
Celik, Z. B., & Swami, A. (2016). The limitations of 2666281724000210
deep learning in adversarial settings. IEEE EuroS&P 92. Sehrawat, P. K., Kumar, R., Kumar, N., &
2016, 372-387. Vishwakarma, D. K. (2023, March). Deception

78. Paszke, A., et al. (2019). PyTorch: An imperative detection using a multimodal stacked bi-lstm model.
style, high-performance deep learning library. In 2023 International Conference on Innovative
NeurlIPS, 32. Data Communication Technologies and Application

79. Pedregosa, F., et al. (2011). Scikit-learn: Machine (ICIDCA) (pp. 318-326). IEEE.
learning in Python. JMLR, 12, 2825-2830. 93. Sharma, A., Jain, R., & Singh, A. (2021). Malware

80. Pennington, J., Socher, R., & Manning, C. D. Detection Using Deep Learning. International
(2014). GloVe: Global vectors for word Journal of Computer Applications.
representation. EMNLP 2014, 1532-1543. https://doi.org/10.5120/ijca2021921630
https://aclanthology.org/D14-1162

81. PhoenixXNAP. (2025). Al and encryption: A 94. Sheng, S., Wardman, B., Warner, G., Cranor, L.,
powerful duo for cybersecurity. Hong, J., & Zhang, C. (2010). An empirical analysis
https://phoenixnap.com/blog/ai-encryption of phishing blacklists. Proceedings of the 6th

82. Raman, R., Kumar, V., Sanjay, C. P., Rabadiya, D., Conference on Email and Anti-Spam.

Patre, S., & Meenakshi, R. (2024, April). Enhanced 95. Shinde, S. P. (2024). Al-Based Network Intrusion
and Efficient Gated Recurrent Unit and Long Short- Detection System. International Journal for
Term Memory Architectures for Detecting False Research in Applied Science and Engineering
Information. In 2024 International Conference on Technology.

Knowledge Engineering and Communication https://doi.org/10.22214/ijraset.2024.58620
Systems (ICKECS) (Vol. 1, pp. 1-5). IEEE. 96. Smith, J. (2020). The evolution of phishing: From

83. Reynolds, D. A. (2009). Gaussian mixture models. simple scams to sophisticated attacks. Cyber Threat
Encyclopedia of Biometrics, 1, 659—663. Journal, 12(1), 23-34.

84. Ruff, L., et al. (2021). Unifying anomaly detection https://doi.org/10.1080/12345678.2020.1234567
with deep learning. IEEE Transactions on Pattern 97. Sommer, R., & Paxson, V. (2010). Outside the
Analysis and Machine Intelligence, 44(6), 1-20. closed world: On machine learning for intrusion
https://doi.org/10.1109/TPAMI.2021.3056948 detection. 2010 IEEE Symposium on Security and

85. Safitra, M. F., Lubis, M., & Fakhrurroja, H. (2023). Privacy, 305-316.

Counterattacking cyber threats: A framework for the https://doi.org/10.1109/SP.2010.25
future of  cybersecurity. Sustainability, 15(18), 98. Srivastava, N., Hinton, G., Krizhevsky, A.,
133609. Sutskever, 1., & Salakhutdinov, R. (2014). Dropout:

86. Sahami, M., Dumais, S., Heckerman, D., & Horvitz, A simple way to prevent neural networks from
E. (1998). A Bayesian approach to filtering junk e- overfitting. JIMLR, 15(1), 1929—-1958.
mail. AAAI Workshop on Learning for Text 99. Stamm, S., Ramzan, Z., & Jakobsson, M. (2007).
Categorization, 55—62. Drive-by pharming. In Information and

87. Sahoo, D., et al. (2022). Hybrid Al systems for Communications — Security:  9th  International
enterprise security. ACM Computing Surveys, Conference, ICICS 2007, Zhengzhou, China,
55(8), 1-38. https://doi.org/10.1145/3533383 December 12-15, 2007. Proceedings 9 (pp. 495-

88. Sakshi, T. M., Tyagi, P., & Jain, V. (2024). 506). Springer Berlin Heidelberg.

Emerging trends in hybrid information systems 100.Statista, “Artificial Intelligence - Global | Statista
modeling in  artificial  intelligence. Hybrid Market  Forecast,”  Statista, Aug.  2024.
Information Systems: Non-Linear Optimization https://www.statista.com/outlook/tmo/artificial-
Strategies with Artificial Intelligence, 115. intelligence/worldwide

89. Sanh, V., Debut, L., Chaumond, J., & Wolf, T. 101.Steingartner, W., Galinec, D., & Kozina, A. (2021).
(2019). DistilBERT, a distilled version of BERT: Threat defense: Cyber deception approach and
Smaller, faster, cheaper and lighter. arXiv preprint education for resilience in hybrid threats
arXiv:1910.01108. model. Symmetry, 13(4), 597.

6667 Onyema Michael Ogbebor !, ETJ Volume 10 Issue 09 September 2025


https://doi.org/10.5120/ijca2021921630
https://doi.org/10.5120/ijca2021921630
https://doi.org/10.5120/ijca2021921630

“Al-Based Solutions for Detecting Phishing Emails: Technical Insights into NLP and Behavioural Analysis”

102.Tandale, K. D., & Pawar, S. N. (2020, October).
Different types of phishing attacks and detection
techniques: A review. In 2020 International
Conference on Smart Innovations in Design,
Environment, =~ Management,  Planning  and
Computing (ICSIDEMPC) (pp. 295-299). IEEE.

103.Thompson, L. (2022). Blockchain applications in
cybersecurity. Tech Innovations, 9(5), 101-115.
https://doi.org/10.1007/s98765-432-1098-7

104.Times of Al. (2025). AI’s scalable advantage in
small IT operations. https://www.timesofai.com/ai-
small-orgs-cyber-defense

105.ul Abidin, Z. (2024). ENHANCING PHISHING
DETECTION THROUGH MACHINE
LEARNING (Doctoral dissertation, School of
Electrical Engineering and Computer Sciences
(SEECS), NUST).

106.v Yaseen, A. (2020). Uncovering evidence of
attacker behavior on the network. ResearchBerg
Review of Science and Technology, 3(1), 131-154.

107.Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J.,
Jones, L., Gomez, A. N., Kaiser, L., & Polosukhin,
I (2017). Attention is all you need. Advances in
Neural Information Processing Systems, 30, 5998—
6008.

108.Verma, R., & Das, A. (2017). Cybersecurity:
Phishing attacks and countermeasures. Computer,
50(7), 76-79. https://doi.org/10.1109/MC.2017.201

109.Verma, R., Dyer, K., Calo, S., & Antonakakis, M.
(2017). Detecting malicious email attachments
through runtime behavior. Proceedings of the 12th
International Conference on Malicious and
Unwanted Software.

110.Wankhade, N., & Thakare, P. (2024). Phishing
Attack Detection Using Machine Learning
Algorithms. International Research Journal of
Modernization in Engineering Technology and
Science. https://doi.org/10.56726/IRIMETS54975

111.WebAsha. (2025). How Al detects and prevents
phishing attacks.  https://webasha.com/blog/ai-
against-phishing

112.Wenyin, L., Huang, G., Xiaoyue, L., Min, Z., &
Deng, X. (2012). Detection of phishing webpages
based on visual similarity. Proceedings of the 14th
International Conference on World Wide Web.

113.Whitman, M. E., & Mattord, H. J. (2018). Principles
of information security (6th ed.). Cengage Learning.

114.Wilson, M., & Patel, R. (2024). Blockchain-based
solutions for email authentication. Journal of
Blockchain Research, 3(1), 15-28.
https://doi.org/10.1007/s54321-123-4567-8

115.World  Economic  Forum. (2025). Global
cybersecurity outlook 2025.
https://www.weforum.org/reports/global-
cybersecurity-outlook-2025/

116.Yin, W., Kann, K., Yu, M., & Schiitze, H. (2017).
Comparative study of CNN and RNN for natural
language processing. arXiv preprint
arXiv:1702.01923.

117.Zaharia, M., et al. (2016). Apache Spark: A unified
engine for big data processing. Communications of
the ACM, 59(11), 56-65.

118.Zhang, Y., et al. (2021). Architectural patterns for
Al security systems. IEEE Security & Privacy,
19(4), 45-53.

119.Zhang, Y., Zhang, J., & Xu, H. (2022). Detecting
phishing emails using NLP and machine learning: A
review. Expert Systems with Applications, 202,
117246.
https://doi.org/10.1016/j.eswa.2022.117246

120.Zhou, J., et al. (2020). Graph neural networks:
Methods, applications and opportunities. AI Open,
1,57-81.
https://doi.org/10.1016/j.aiopen.2020.08.003

6668 Onyema Michael Ogbebor !, ETJ Volume 10 Issue 09 September 2025


https://doi.org/10.56726/IRJMETS54975
https://doi.org/10.56726/IRJMETS54975

