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ABSTRACT: Understanding privacy awareness in the use of social media is very important in the current digital era, the use of 

social media and the exchange of user data has increased significantly. The problem of misuse of data, privacy violations, and low 

public understanding of privacy awareness raise concerns about the security of personal information. Therefore, this research aims 

to analyze the development and trends of user data privacy awareness in the use of social media from 2014 to 2024 using 

Bibliometric analysis from R studio software. The data obtained in this research was 671. The research methodology included 

planning, keyword identification, Scopus data search, bibliometrics, and biblioshiny, trends related to privacy awareness, user data, 

social media, digital era, and finally a thematic map. The results of this research provide a picture regarding the development of the 

number of publications which will continue to increase in 2024 with as 174 articles, Computers In Human Behavior and Information 

System Research are the most relevant journals, Chatterjee.S. and Chaudhuri.R. are the top authors. Apart from that, it also provides 

an overview of trends in user data privacy awareness in the use of social media through thematic maps with data privacy, privacy 

concerns, social networks (online) being trending topics for further research. 
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I. INTRODUCTION  

Social media has become the primary means for individuals 

to interact, express themselves, and build social networks 

online. However, this massive use has also triggered concerns 

over the protection of users' personal data due to the high  

intensity sharing information  on these platforms [1]. 

Privacy awareness plays an important role in determining the 

extent to which individuals are willing to provide their 

personal information on digital platforms. Although users are 

aware of the risks of personal information leakage, they often 

still share sensitive data such as location, private photos, or 

personal preferences, indicating a gap between awareness and 

actual behavior. know as phenomenon   privacy paradox [2]. 

Research by Lee and Attablayo (2023) revealed that a high 

level of privacy awareness can reduce the tendency of users 

to over-disclose personal information [3]. Factors such as age, 

education, and digital experience also affect the level of 

privacy awareness. Rughinis et al. (2021) found variations in 

privacy awareness among social media users across 28 

European countries, with a higher level of awareness among 

individuals  with experience digital experience that are more 

[4]. Nyoni   and Velempini (2018) also revealed that users 

routinely upload sensitive data without realizing that the 

information can be publicly accessed and used for personal 

activity tracking [5]. 

Furthermore, a meta-analysis conducted by Baruh, Secinti, 

and Cemalcilar (2017) showed that while online privacy 

concerns are high, the relationship between these concerns 

and actual privacy management behaviors is weak. They also 

highlighted the moderating influence of cultural context, age, 

and trust in the platform, which reinforces the importance of 

further exploration of the factors shaping privacy awareness 

in the digital space [6]. 

Although several previous reports have been conducted to 

demonstrate an understanding of the category of user data 

privacy awareness, there is still a lack of literature regarding 

data privacy awareness in the digital era. From this context, 

knowledge of thematic developments and patterns of 

expanding trends in user data privacy awareness, on social 

media in the digital era is lacking. Therefore, this study aims 

to analyze the development and trends of user data privacy 

awareness in social media in the digital era from 2014 to 2024 

by using bibliometric analysis of the R Package in RStudio. 

Including Biblioshiny which is a Shiny application that 

provides a web interface for bibliometrics. From this context, 

the application of bibliometric analysis methods can 

summarize  data, namely in the form of publication units [7]. 

Bibliometric analysis is also used to determine the 

development of global research, analyze distribution maps, 

and interpret awareness of user data privacy in social media 

in the digital era. 

This research uses the following questions: 

RQ1: How does awareness of user data privacy on social 

media in the digital era develop from 2014 to 2024? 
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RQ2: What are the trends regarding user data privacy 

awareness on social media in the digital age in the future 

world? 

 

II. METHODS 

A. PLANNING 

The planning stage begins with determining the theme, where 

the theme in this research is related to Privacy Awareness. 

This research uses data from 2014-2024. This data is obtained 

from the SCOPUS database which contains various citations 

regarding keyword searches used for bibliometrix analysis. 

This database is often used to retrieve data in systematic 

reviews [8] and bibliometrix analysis [9] as it contains the 

highest quality scientific publications. In this case, the 

procedure resulted in a data document containing 671 articles 

The metadata was then extracted in bib style format. 

 

 
Figure 1. Methodology 

 

B. Keyword Identification 

Keyword identification is a step taken by researchers to find 

keywords used by collecting various journals and articles 

related to Privacy Awareness, User Data, Social Media, and 

Digital Era. In bibliometrix analysis, the use of keywords 

allows researchers to better measure the trend, quantity and 

impact of research related to the topic. In addition, keywords 

are also used to facilitate the search and understanding of 

relevant scientific literature in a knowledge domain. In this 

study, researchers used Boolean logic operators such as   

AND/OR in determining word [10]. 

This research uses the search keywords "User Data" OR 

"Data Privacy" OR "Personal Data" AND "Privacy 

Awareness" OR "Security and Privacy Concerns (spc)" OR 

"Privacy Concern" OR "Privacy Knowledge" AND "Social 

Media" OR "Social Network Sites" OR "Social Media 

Network" OR "Online Social Network" OR "Social Network" 

AND "Digital Era" OR "Digital Transformation" OR 

"Digitalization" OR "Information Age" OR "Age of 

Information" OR "Digital Transition". These keywords will 

be used by researchers in searching for data in the SCOPUS 

database on this topic. The keyword search in the SCOPUS 

database can be seen in Figure 2. 

 
Figure 2 Keyword search in the Scopus database 

 

C. Scopus Data Search 

Research on Privacy Awareness can be found in various 

scientific publication media, books, journals, or conference 

proceedings. These media have different qualities. Therefore, 

the research chose Scopus and Web of Science as data sources 

because scientific articles indexed by Scopus go through a 

peer review process [3]. Scopus is a database of citations and 

abstracts that are supervised by experts in their fields [11]. 

Based on information from the Scopus website 

(https://www.scopus.com/) accessed on May 28, 2025, data 

was generated as many as 678 articles in accordance with the 

research theme. Scopus is one of the largest curated abstract 

and citation databases, with extensive global and regional 

coverage of scientific journals, conference proceedings, and 

books [12]. Scopus helps researchers to search for, and 

visualize research effectively. A total of 678 articles were 

filtered to prevent duplication of keywords and filters, such 

as (1) search in "all fields" (2) selected criteria of 10 years 

(2014-2024), (3) filter by document type, (4) publication 

stage, (5) source type, and (6) language. In this case, the 

procedure results in the retrieval of various information, 

including citations, bibliographies, abstracts & keywords. 

This can be seen in figure 2. 

D. Bibliometrics 

Professor Massimo Aria launched Bibliometrix in 2017. 

Bibliometrix is a package used in R software. In R, there is 

also biblioshiny, an application that provides a web interface 

for bibliometrics [13]. To make it easier to use for researchers 

who are not familiar with programming, biblioshiny was 

developed, a visual web- based interface of bibliometrix. 

Biblioshiny allows users to perform bibliometric analysis 

through an interactive interface without the need to write R 

scripts directly [14]. To use bibliometric techniques and 

biblioshiny, you can install R from RStudio. After installing, 

run the install.packages("bibliometrix") command, which is 

used to install the bibliometrix package. Once done, run 

library(bibliometrix), this command is used to load the 

bibliometrix package. The last step is to enter the 

biblioshiny() command, this command will open the interface 

[15]. 
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Metadata is extracted in the form of bib files (Bib TeX), and 

the data will be imported and converted into frame datasets. 

The biblioshiny interface will display the analysis and 

visualization results in four different levels of metrics, 

including: source, author, document, and clustering based on 

coupling. Furthermore, three knowledge structures are 

analyzed: conceptual structure, intellectual structure, and 

social structure. Of the 7 analysis menus available, each has 

submenus that support academics in using the main features 

of bibliometrix easily. The biblioshiny interface can be seen 

in Figure 3.  

 
Figure 3 biblioshiny interface 

 

E. Trends in Privacy Awareness, User Data, Social Media, 

and Digital Era 

Along with the development of digital technology adoption 

and the use of social media, trends in privacy awareness, user 

data, and the digital era continue to experience significant 

developments. Trend analysis can be done after importing 

data from Scopus into bibliometrics [16]. Bibliometric trends 

regarding privacy awareness, user data, social media, and the 

digital era can be seen on thematic maps that are grouped into 

several clusters. This thematic map will later become a 

reference for future researchers to examine themes related to 

privacy awareness, user data, social media, and the digital era 

[17]. 

a. Thematic Map 

The analysis of thematic maps on privacy issues is associated 

with two dimensions, namely density and centrality. 

Furthermore, the themes on the thematic map were grouped 

based on 4 different categories, namely motor themes, niche 

themes, emerging of declining themes, and basic themes [18]. 

Motor Themes are located in the first quadrant, top right with 

a cluster network that has high centrality and density, 

indicating that these themes are well developed and important 

for structuring research subjects [19]. Niche Themes or 

specialized themes are located in the second quadrant, top left 

with themes that have high density and low centrality 

indicating that their relevance is limited [20]. Emerging of 

declining themes are located in the third quadrant, bottom left 

with themes of low centrality and low density and indicate 

that the themes are either minimally advanced or marginal 

[21]. Finally, the Basic Theme is located in the fourth 

quadrant, bottom right with high centrality and low density, 

these themes are very important for transdisciplinary research 

issues [22]. In the visual representation, identifying the 

trajectory is shown by dividing time into segments, in other 

words, movement towards the upper right over time shows an 

increasing trend while trajectory towards the lower left shows 

a decreasing trend. 

 

III. RESULTS AND DISCUSSION 

A. Development of user data privacy awareness in social 

media in the digital era. 

The data used in this study amounted to 671 articles from 

the Scopus database taken from 2014-2024 which were 

identified based on document type, journal source type, 

research year, search in "all fields" and research trends. 

Furthermore, the data is processed using a bibliometrix 

approach using R Studio software based on 671 existing 

article data. The results of the processed data display 

statistical data graphs based on the data in the article. 

a. Research on user data privacy awareness in social 

media in the digital era based on average publications 

Based on the publication results, it is described that the total 

number of publications and article citations so that the 

volume of article publications can be measured. Figures 4 and 

5 show the development of Privacy Awareness of user data 

on social media in the digital era from 2014-2024. 

 
Figure 4 Research developments based on publications 

   
Figure 5 Research development based on average annual 

citations 

 

Figure 4 presents the development of the publication of User 

Data Privacy Awareness in Social Media in the Digital Era 

based on the number of p u b l i c a t i o n s from 2014 to 2024. 

During this period, 671 of the most relevant scientific 

publications were presented. In 2014 to 2016, the number of 
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publications was still at a low to moderate level, namely 3, 

10, and 10 articles, respectively. Furthermore, in 2017 and 

2018 there was an increase in publications to 22 and 27 

articles. Starting from 2019, there was a significant spike in 

the number of publications with a total of 46 articles, and this 

increasing trend continues consistently. In 2020, 72 articles 

were recorded, followed by 78 articles in 2021, 104 articles 

in 2022, 125 articles in 2023, and reached its peak in 2024 

with 174 articles. This surge reflects the increasing attention 

and research interest in this topic in recent years. 

Based on Figure 5, it depicts the average number of article 

citations per year. since the emergence of research on User 

Data Privacy Awareness in Social Media in the Digital Era in 

2014, the average number of citations has increased. 

Digital Era in 2014, the average annual number of citations 

has gone through several different phases. In the first phase, 

2014 recorded an average citation value of 6.31, which then 

jumped significantly in 2015 reaching 21.52 to become the 

year with the highest average citations during that period. 

However, in 2016 there was a drastic decline to 4.47. For the 

second phase, Awareness of User Data Privacy on Social 

Media in the Digital Age increased gradually, from 6.07 in 

2017, 5.15 in 2018, to 6.78 in 2019. In 2020, the citations 

increased slightly again to 6.94, then stabilized in the 

following years with 6.58 in 2021 and 6.92 in 2022. This was 

accompanied by a third phase where the average value 

decreased to 5.47 and 2.79 in 2023 and 2024, despite the 

highest number of publications in those years. This suggests 

that despite the increase in productivity, newer articles take 

longer to gain a significant number of citations. 

b. Research on User Data Privacy Awareness on Social 

Media in the Digital Age based on the most relevant 

journals 

Table 1 Research developments based on the most 

relevant journals 

Sources Articles 

Computers In Human Behavior 14 

 Journal Of Business Research  12 

Sustainability (Switzerland) 11 

 IEEE Access  10 

 Journal Of Interactive Marketing 9 

Technological Forecasting and Social Change 9 

Telematics and Informatics 8 

Electronic Markets 7 

Information and Management 7 

Information System Research 7 

Based on table 1, there are 10 top journals published with the 

highest number of publications. Computers In Human 

Behavior and Journal Of Business Research are ranked first 

and second with 14 and 12 articles respectively. 

Sustainability (Switzerland) is ranked third with a total of 11 

articles. IEEE Access ranked fourth with a total of 10 articles. 

Journal Of Interactive Marketing and Technological 

Forecasting and Social Change ranked fifth with 9 articles 

each. Telematics and Informatics is ranked seventh with a 

total of 8 articles. Then the next publications Electronic 

Markets, Information and Management, and Information 

System Research are ranked last with a total of 7 articles. 

c. Research on User Data Privacy Awareness in Social 

Media in the Digital Age based on the most relevant 

keywords 

Word occurrence networks are used to map and combine 

terms taken from keywords, titles, or abstracts in 

bibliographies to analyze words and determine the conceptual 

structure of a framework. Define terms from textual fields 

such as abstracts, titles, keywords, and authors and remove 

words and apply porter's stemming algorithm. Stemming is 

the reduction of inflected words (or sometimes their 

derivatives) to their base form in a written format that 

emphasizes the words that appear most in the reader's text or 

collection. 

The analysis of User Data Privacy Awareness on Social 

Media in the Digital Age as well as the identification of 

important topics, concepts, and themes are also facilitated by 

analyzing the most frequently used words. The frequency of 

the author's keywords in the publication User Data Privacy 

Awareness on Social Media in the Digital Age can be seen in 

Figure 6. Data Privacy is ranked first out of 2377 frequently 

occurring keywords with 136 occurrences, privacy, human, 

privacy concerns, article, social networking (online), personal 

information, social media, female, and decision making with 

95, 54, 52, 44, 44, 33, 32, 30, and 29 words respectively. 

 
Figure 6 Research developments based on the most 

relevant keywords 
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Figure 7 WorldCloud 

 

The Word Cloud can be seen in Figure 7, where the Word 

Cloud describes the author's keywords with a font size that 

indicates the level of frequency. Although Figure 6 and 

Figure 7 have different shapes, the content remains the same 

with different presentation concepts. 

d. Research on User Data Privacy Awareness in Social 

Media in the Digital Age Based on Country 

Collaboration 

International cooperation between countries can be seen in 

Figure 8 with a red line indicating the relationship when 

cooperation is found between two countries or regions. 

Circles are used to show the frequency of appearance of a 

particular topic trend with horizontal lines indicating the 

range between quartiles, indicating the period during which 

the topic trend reaches its popularity. In this case, the width 

of the line is proportional to the level of collaboration. China, 

Germany, India, United Kingdom, and USA are also 

publication centers with many red lines visible between these 

countries and other countries regarding publications. 

 
Figure 8 Research developments based on country 

collaboration 

 

e. Research on Users' Data Privacy Awareness on Social 

Media in the Digital Age based on trending topics. 

The circles seen in figure 9 show the frequency of occurrence 

of certain keywords, with the horizontal line representing the 

time span between the first quartile and the third quartile 

when the term was popular. Based on the analysis of 2377 

occurrences of words in User Data Privacy Awareness on 

Social Media in the Digital Age, there are 21 topics that 

became trending topics from 2016 to 2024. The trend began 

in 2016 with the emergence of topics such as information 

technology data mining, and public policy, which became the 

forerunner of attention to data processing and digital policy. 

2017 was characterized by increased interest in cellular 

telephones, confidentiality, and education, reflecting the 

growing use of mobile devices and the importance of 

information protection in the education system. In 2018, 

topics such as risk assessment and information dissemination 

began to be discussed, indicating a growing awareness of 

digital risks and the importance of accurate and secure 

information dissemination. 

A major shift occurred from 2019 to 2020, when the topics of 

data privacy, human, surveys, and social networking (online) 

began to take center stage. 2020 was a turning point with the 

emergence of topics such as covid-19, telemedicine, 

differential privacy, privacy, and privacy concerns that spiked 

dramatically due to the pandemic. These topics are closely 

related to the need for digital services, data protection, and 

human interaction in online platforms. The years 2021 to 

2023 saw a peak in the frequency of use of keywords such as 

security, which became the most dominant topic, reflecting 

the urgency of protecting information systems in the digital 

era. The topics of sales, commerce, and articles also trended 

in this period, showing the link between the development of 

e-commerce and the contribution of scientific literature 

between the development of e-commerce and the contribution 

of scientific literature to evolving digital issues. 

 
Figure 9 Research developments based on trends topic 

 

f. Research on Privacy Awareness, User Data, Social 

Media, and Digital Era based on Co-occurrence 

Networks. 

Based on the Figure above, it can be observed that there are 

two main clusters that are interconnected and form a keyword 

network structure. The first cluster is shown with red nodes, 

with the dominant keywords being data privacy, privacy, and 

social networking (online). This cluster illustrates the 

connection between data privacy issues and various topics 

such as user privacy, information management, covid-19, 

social media, behavioral research, commerce, and the latest 

technologies such as blockchain, artificial intelligence, and 

internet of things. This shows that discussions about privacy 

are not only limited to technical aspects, but also involve 
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social, economic, and user behavior aspects in the digital 

world. 

Meanwhile, the second cluster is shown with blue nodes, 

which are dominated by the keywords human, article, and 

humans. This cluster includes topics that focus on the human 

aspect of research, such as male, female, adult, young adult, 

trust, and human experiment. Several other keywords such as 

computer security, ethics, mobile applications, and 

confidentiality also appear as part of this cluster, indicating a 

connection between the study of human behavior and issues 

of digital security a n d trust in the use of technology. The 

connection between these two clusters shows that data 

privacy issues are closely related to human factors, both in 

terms of users, behavior, and protection of personal identity 

in cyberspace. 

Based on the cumulative degree plot of keywords in mobile 

exploration, data privacy is a keyword with a plot degree of 

1.00. This is accompanied by Privacy, human, article, privacy 

concern, humans, female, social networking (online), male, 

adult, personal information, social media, surveys, human 

experiment, information dissemination, identifiable 

information, behavioral research, decision making, major 

clinical study, internet, online privacy with degrees of 0.796, 

0.663, 0.551, 0.382, 0.371, 0.367, 0.342, 0.339, 0.332, 0.273, 

0.251, 0. 217, 0.216, 0.212, 0.208, 0.191, 0.188, 0.187, 0.176, 

and 0.175. 

 
Figure 10 Research developments based on co-

occurrence networks 

 

B. Trends in User Data Privacy Awareness on Social Media 

in the Digital Age. 

Analysis methods are responsible for data visualization 

through maps, such as social networks and two-dimensional 

maps. Network analysis also allows for statistical analysis of 

the resulting maps to show the different relationships between 

the various clusters detected. Visualization illustrates the 

results of the analysis contained in scientific maps, such as 

thematic maps, where the thematic map shows a network that 

indicates the proximity between objects that have something 

in common. 

However, the purpose of this analysis is to determine the 

conceptual, intellectual, or social evolution of a field of study 

by identifying patterns, trends, seasonality, and outliers. The 

main objective of this analysis is to identify features that have 

a high intensity in a limited amount of time. In this context, a 

series of clusters and thematic areas are used to describe the 

evolution over several time periods [23]. 

a. Thematic Map 

The thematic map analysis of Privacy Awareness, User Data 

and Social Media is associated with two dimensions, namely 

density and centrality. Furthermore, the themes on the 

thematic map are grouped based on 4 different categories, 

namely Motor Themes, Niche Themes, Emerging or 

Declining Themes and Basic Themes. 

 
Figure 11 Thematic Map 

 

Based on Figure 11 privacy, hulten and article are part of 

Niche Themes located in the upper left quadrant. Data 

privacy, privacy concerns, and social networking (online) are 

part of the Basic Themes located in the lower right quadrant. 

In Basic Themes Data privacy, privacy concerns, and social 

networking (online) have a high level of centrality but have a 

low level of density which indicates that these topics are 

important in the scientific structure but have not been studied 

in depth, which can be seen in table 2. 

 

Table 2 Visual interpretation based on thematic map 

clusters 

Clusters RankCentrality RankDensity 

data privacy 2 1 

privacy 1 2 

 

CONCLUSIONS  

RQ1: How does awareness of user data privacy on social 

media in the digital era develop from 2014 to 2024? 

The development of User Data Privacy Awareness in Social 

Media in the Digital Era based on the publication of articles 

from 2014 to 2016 found no significant development in the 

number of publications. The number of article publications 

began to increase in 2017 with 22 articles and continued to 

increase to 174 articles in 2024. The average citation peaked 

in 2015 and 2020 with an average citation of 21.52 and 6.94. 

Computers In Human Behavior is ranked first with the 

highest number of publications, namely 14 articles. 
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Information System Research is ranked last with 7 articles 

published. Chatterjee.S. and Chaudhuri.R ranked first and 

second with 19 articles each. Based on the analysis of 2377 

word occurrences in user data privacy awareness on social 

media in the era of digital security, telemedicine, differential 

privacy which is trending until now in 2024. Data privacy, 

privacy concern, social network (online) are trending topics 

for further research. 

RQ2: What are the trends regarding user data privacy 

awareness on social media in the digital era in the future 

world? 

The trends of User Data Privacy Awareness in Social Media 

in the Digital Age can be seen on the thematic map. There are 

2 different categories in the thematic map including Niche 

Themes, and Basic Themes. Research trends can be seen in 

the Basic Themes where Data privacy has a high centrality 

and low density ranking. Data privacy has a centrality rating 

of 2 and a density rating of 1. 
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