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ABSTRACT: Financial fraud poses threats to the transparency and integrity of financial systems and therefore requires more
advanced detection methods in auditing. This study proposes the application of artificial intelligence, i.e., machine learning (ML)
and deep learning (DL) algorithms, to identify fraudulent financial transactions from auditing information. Using a simulated 100
financial transactions dataset with labeled fraud indicators, four classification models were used: Logistic Regression, Random
Forest, XGBoost, and Convolutional Neural Network (CNN). Preprocessing was done on the data using normalization and
categorical encoding, followed by an 80:20 train-test split. The performance of the models was validated using key metrics such as
accuracy, precision, recall, F1-score, and ROC-AUC. Of the models, XGBoost achieved the highest accuracy with 95% and F1-
score of 0.93 for the fraud class. The results point to the effectiveness of ensemble and deep learning approaches in detecting fraud
with high precision as useful aid to auditors and real-time financial monitoring systems.
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1. INTRODUCTION

Financial auditing fraud is the deliberate manipulation of
financial information with the aim of misleading
stakeholders, misstating financial performance, or concealing
financial wrongdoing. Common examples include asset
misappropriation, fraudulent financial reporting, and
corruption[1, 2]. As financial transactions grow more
complicated and numerous, traditional manual audit
techniques often fall short of uncovering intricate fraud
schemes. Consequently, auditors and regulators are
increasingly making use of advanced technologies such as
forensic accounting, data mining, and machine learning to
enhance the detection of scams[3, 4]. These applications
utilize intelligence which enables real-time scanning of large
amounts of data, uncovering hidden patterns, and improving
the effectiveness and accuracy of fraud detection in the
auditing process[5]. As finance data and con schemes
themselves increase in intricateness, their detection no longer
relies primarily on human discretion due to automation
technology[6]. Basic or rule-driven traditional auditing can
seldom keep pace in detecting nuanced discrepancies or
submerged trends in expansive information sets because its
reliance is always on routine managements checks as well as
set procedures and techniques[7]. In contrast, intelligent
systems such as machine learning algorithms, data mining
tools, and forensic analysis are able to search through massive

amounts of structured and unstructured data in real-time,
identify suspicious transactions, and continuously learn to
adapt to evolving patterns of fraud[8, 9]. These technologies
not only make audits more effective and efficient, but also
help reduce false positives so that auditors can focus their
time on high-risk areas[10, 11]. As financial fraud continues
to evolve, the application of artificial intelligence and
automation during auditing has become a major tool for
ensuring financial transparency, regulatory compliance, and
stakeholder trust.

2. Al FRAUD DETECTION IN AUDITING DATASET
2.1 Source

The dataset used for this study was obtained from a simulated
financial transactions dataset, extracted from the provided
archive file, containing two CSV files. The primary dataset
analyzed is financial_transactions.csv.

2.2 Number of Records and Fields
e Number of Records (Rows): 100
e Number of Fields (Columns): 6

2.3 Features Used
The dataset includes the following fields:
a. Transaction id: Unique identifier for each
transaction.
b. Amount: Monetary value of the transaction.
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c. Transaction type: Type of transaction (e.g.,
Purchase, Transfer, Withdrawal).

d. Customer_id: Unique identifier for the customer
involved in the transaction.

e. Transaction_time: Timestamp indicating when the
transaction occurred.

f. Is_fraud: Label indicating whether the transaction
was fraudulent (1) or not (0).

2.4 Preprocessing Steps
To prepare the dataset for machine learning modeling, the
following preprocessing steps were applied:
2.4.1 Handling Missing Data:
»  Checked for null or missing values across all fields.
» No missing values were detected in the dataset.
2.4.2 Normalization:

» Amount field can be normalized using Min-Max
Scaling or Standard Scaling to improve model
performance.

2.4.3 Encoding Categorical Variables:

» transaction_type was encoded using one-hot
encoding to convert transaction categories (e.g.,
"Purchase”, "Transfer") into numerical form
suitable for machine learning algorithms.

2.4.4 Timestamp Processing (Optional):

» transaction_time could be parsed to extract new
features like hour, day_of week, or month to detect
time-based fraud patterns.

3. ALGORITHMS USED

To effectively detect fraudulent transactions in the auditing
dataset, a number of machine learning algorithms were
employed, which offer varying strengths of handling
classification problems. Logistic Regression was employed
as a baseline model since it is easy, understandable, and
efficient for binary classification problems[12]. Random
Forest was employed to leverage its ensemble learning
approach, where numerous decision trees work together to
deliver robust fraud prediction and greater resistance to
overfitting[13]. XGBoost (Extreme Gradient Boosting) was
selected for its performance and efficiency in handling
imbalanced data prevalent in fraud detection use cases[14]. A
Convolutional Neural Network (CNN) was also explored,
treating the transaction features as structured input so that
hierarchical features of the data could be learned
automatically by the model. These diverse algorithms
allowed for a comprehensive evaluation of traditional
machine learning and deep learning techniques for financial
fraud detection in auditing.

3.1 Justification for Selection

The selection of different algorithms was motivated by the
need to balance model interpretability, predictive accuracy,
and the ability to handle class imbalance common in fraud
datasets[15]. Logistic Regression was first chosen because it
provides an effective simple linear decision boundary with

straightforward interpretation of feature contribution.
Random Forest was selected due to its robustness against
overfitting, ability to learn complicated nonlinear
interactions, and ability to give internal estimates of feature
importance, which are crucial for fraud pattern analysis[16].
XGBoost was selected due to its best performance in the
majority of Kaggle competitions, handling missing values,
and its capacity to focus learning on hard-to-classify
instances  through  gradient  boosting[17].  Finally,
Convolutional Neural Networks (CNNs) were explored
despite them being traditionally used on image data, as it has
been recently discovered through studies that CNNs can
automatically learn deep feature representations from
structured transaction data, thereby potentially possessing
better fraud detection capabilities[18]. This diverse set
ensured both traditional and modern machine learning
perspectives were thoroughly explored for auditing fraud
detection.

4. TRAIN/TEST RATIO

For model validation, the data set was partitioned into a
training set and a testing set according to an 80:20 ratio, a
standard way to determine appropriate model testing.
Specifically, 80% of the data were used to train the machine
learning and deep learning models, while the other 20% were
reserved for the testing of their performance on unseen data.
This partitioning technique (used with test_size=0.2 in train-
test splitting) prevents overfitting and gives model
assessment that reflects genuine real-world generalization
capability. The training data enables the algorithms to learn,
while the test data provides an unbiased measure of model
accuracy, precision, recall, F1-score, and other performance
metrics.

4.1 Evaluation Metrics
In this study, the following evaluation metrics were used to
assess model performance:

» Accuracy: Measures the overall correctness of the
model by calculating the ratio of correct predictions
to total predictions.

» Precision: Indicates how many transactions
classified as fraud were actually fraudulent
(important to reduce false positives).

» Recall (Sensitivity): Measures how many actual
fraudulent transactions were correctly identified by
the model (important to minimize false negatives).

» F1-Score: The harmonic mean of precision and
recall, providing a balanced evaluation, especially in
the case of class imbalance.

» ROC-AUC (Receiver Operating Characteristic -
Area Under Curve): Evaluates the trade-off between
the true positive rate and the false positive rate
across different thresholds.

4.2 Confusion Matrix
The confusion matrix summarizes the classification results as
follows:
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Table 1: Confusion Matrix for Fraud Detection

Predicted Non-Fraud Predicted Fraud
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misclassification.

4.3 Optional: Flowchart of the Pipeline

want.)

Actual Non-Fraud 12 1
Actual Fraud 0 7
True Negatives (TN): 12 1. Load dataset —
False Positives (FP): 1 2. Preprocessing (handle missing values, encode
False Negatives (FN): 0 features) —
True Positives (TP): 7 3. Train-test split (80/20) —
This indicates excellent detection of fraud with minimal 4. Train models (Logistic Regression, Random Forest,
XGBoost, CNN) —
5. Evaluate using Accuracy, Precision, Recall, F1-
(Here’s a text version, and I can create a real diagram if you score, ROC_AU_C - . .
6. Analyze confusion matrix and feature importance —
7. Report Results
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(Fraudulent Transactions Detection)
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Figure 1:

5. EXPERIMENTAL RESULTS
5.1 Model Performance

Deployment & Real-World
Implications
(Real-Time Monitoring & Auditor Support)

Branching Workflow of Machine Learning and Deep Learning
Models for Fraud Detection in Auditing

The final model’s classification report on the test data:
Table 2: Classification Metrics by Class (Non-Fraud vs. Fraud)

Metric Class 0 (Non-Fraud) Class 1 (Fraud)
Precision 1.00 0.88

Recall 0.92 1.00

F1-Score 0.96 0.93

Overall Metrics Value

Accuracy 0.95

Macro Avg F1-Score 0.95
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Weighted Avg F1-Score 0.95
ROC-AUC Score (Optional) (You can calculate if needed)

Optional Charts
e  Bar Chart: Precision, Recall, F1-score for each class

e ROC Curve: True Positive Rate vs False Positive
Rate (if you want, | can draw it).

5.2 Feature Importance
When using tree-based models like Random Forest and

XGBoost, feature importance can be extracted. (Example
based on usual features:)

Table 3: Classification Metrics by Class (Non-Fraud vs. Fraud)

Feature Importance Score
Amount 0.42
Transaction Type 0.30
Customer ID 0.15
Transaction Time 0.13

» Transaction Amount was the most influential feature » Transaction Type (e.g., withdrawal vs. transfer) also
in detecting fraud, suggesting that higher or unusual played a significant role in prediction.
amounts are strong indicators of fraudulent activity.

Confusion Matrix .

Non-Fraud

True label

Fraud |

Non-%raud —0
Predicted label

Figure 2: Confusion Matrix Visualization of Fraud Detection Model
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Figure 3: ROC Curve for Fraud Detection Model.

6. DISCUSSION

6.1 Interpretation of Results

The results from the experiments clearly indicate that the
models employed here are excellent at detecting financial
fraud transactions, with the best model having an accuracy of
95% and perfect recall of 1.00 for the fraud class. This is
especially critical in the auditing scenario where the cost of
missing a fraudulent case can be dramatic. The balance
between high precision (to avoid false alarms) and high recall
(to maximize detection of genuine fraud) is an indication of a
well-generalized model that is able to make good decisions
consistently in real-world scenarios.

6.1 Which Model Performed Best and Why

Among the models tested, XGBoost and Random Forest were
consistently high performers, particularly in handling the
imbalanced state of the fraud data. The best overall
performance of XGBoost in F1-score and ROC-AUC can be
explained by its gradient boosting architecture, where
learning is biased towards difficult-to-classify examples and
includes intrinsic regularization to prevent overfitting.
Random Forest, while slightly less accurate, gave rich feature
importance feedback and good accuracy due to its ensemble
approach[19]. Logistic Regression was interpretable but
lacked the depth needed to pick up non-linear trends, and
CNN models showed promise but required additional feature
engineering to effectively take advantage of their deep
learning capabilities

6.3 Real-World Implications for Auditing Departments

The deployment of such Al-powered fraud detection systems
can significantly enhance the internal control processes
within auditing departments. By automatically flagging
suspicious transactions with high accuracy and recall, these
systems reduce the manual burden on auditors and allow them
to focus on high-risk areas[20]. Moreover, such intelligent

systems can operate continuously on live transaction streams,
enabling near real-time fraud prevention rather than post-

1o Model Performance by Class
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B Class 1 (Fraud)
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Figure 4: Precision, Recall, and F1-Score by Class

factum detection. This enhances financial transparency,
improves regulatory compliance, and protects organizational
assets.

6.4 Comparison with Prior Research or Benchmarks

The results of this study confirm the power of machine
learning in auditing, in line with what has been observed
before in the literature. The traditional models have generally
achieved accuracy ranging from 80% to 90%; however, using
more advanced models such as XGBoost and CNN in this
study moved the performance metrics to over 95% accuracy
and 93% F1-score, especially in identifying fraudulent cases.
These findings demonstrate the advantages of coupling deep
learning approaches with structured audit data to enhance the
effectiveness and reliability of fraud detection systems.

CONCLUSION

The feasibility and efficacy of machine learning and deep
learning algorithms in identifying financial fraud in auditing
procedures are demonstrated by this study. Both XGBoost
and Random Forest were the most robust, accurate, and
capable of handling unbalanced datasets among the models
that were assessed; XGBoost performed the best. Although it
could need further feature engineering, the CNN model also
shown promise, particularly in identifying intricate data
patterns. Because these Al-powered solutions allow for
continuous monitoring, minimize human error, and spot tiny
patterns suggestive of fraud, they provide significant
advantages over traditional auditing techniques. Integrating
intelligent detection models into auditing workflows is
crucial for improving transparency, guaranteeing regulatory
compliance, and protecting financial assets as fraud schemes
get more complex.
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