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ABSTRACT:  In the modern healthcare landscape, seamless and secure exchange of patient health data across disparate hospital 

systems remains a critical challenge. Existing infrastructures are often siloed, leading to data fragmentation, increased administrative 

burden, and compromised patient outcomes. This study proposes a Federated Interoperability Framework leveraging Fast Healthcare 

Interoperability Resources (FHIR) standards to enable seamless, standardized, and secure health data exchange across multi-hospital 

systems. The framework integrates federated learning principles with robust data governance and compliance mechanisms to 

maintain data privacy while facilitating real-time interoperability. The proposed architecture consists of modular components 

including an interoperability gateway, FHIR-based APIs, consent management modules, and distributed data repositories. These 

components work in harmony to ensure that data remains within its originating institution while enabling dynamic query and access 

across the network. A consensus-driven validation mechanism ensures the accuracy and consistency of exchanged data. The 

framework was tested using a simulated environment comprising three hospital systems with varying electronic health record (EHR) 

platforms. Performance metrics such as latency, data integrity, scalability, and compliance with HL7 FHIR standards were assessed. 

Results demonstrated over 95% success in data retrieval accuracy, reduced latency by 38% compared to conventional centralized 

systems, and full adherence to FHIR protocols. Moreover, the federated model significantly reduced the risk of data breaches, as no 

raw data was transferred. The study underscores the transformative potential of adopting federated interoperability models to 

advance health information exchange, particularly in large healthcare networks and regional health information organizations 

(RHIOs). By aligning with global interoperability standards and emphasizing patient-centric data control, the framework supports 

value-based care delivery, clinical decision support, and population health management. Future work includes real-world 

implementation across diverse healthcare settings and incorporating advanced security features such as blockchain and 

homomorphic encryption. This research contributes a scalable, secure, and standards-compliant blueprint for health data 

interoperability that can be replicated across jurisdictions, ultimately improving patient care and health system efficiency. 

KEYWORDS: Federated Interoperability, FHIR Standards, Health Data Exchange, Multi-Hospital Systems, Electronic Health 

Records, Data Privacy, HL7, Healthcare Interoperability, Distributed Systems, Clinical Data Sharing. 

 

1.0. INTRODUCTION 

Health data interoperability indeed remains a salient 

challenge within contemporary healthcare systems. The 

increasing prevalence of electronic health records (EHRs) 

and digital health technologies has not eliminated the 

persistent issues of fragmented data, incompatible systems, 

and inconsistent formats that hinder the efficient exchange of 

patient information across various care settings. 

Fragmentation leads to compromised care coordination, 

delayed treatment decisions, and heightened administrative 

burdens, particularly evident in multi-hospital networks 

where patients often receive care from multiple institutions 

(Torab-Miandoab et al., 2023; Musabi & Kipkebut, 2024). 

Addressing these barriers is paramount for enhancing both the 

quality of care and operational efficiencies in healthcare 

delivery (Lee et al., 2021; Li et al., 2022). 

Seamless health data exchange is critical for integrated, 

patient-centered care, which relies on healthcare providers 

having access to accurate, complete, and current patient 

information irrespective of the care location. A strong 

interoperable framework is essential not only to improve 

clinical outcomes but also to bolster data-driven decision-
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making processes (Heryawan et al., 2023; Lekkala, 2023). 

However, achieving such interoperability necessitates a 

collective dedication to embracing interoperability standards 

alongside innovative data-sharing architectures that can 

navigate the complexities of diverse health information 

systems (Mello et al., 2022; Zayyad & Toycan, 2018). 

A notable standard that has gained prominence in addressing 

these interoperability challenges is the Fast Healthcare 

Interoperability Resources (FHIR), developed by HL7. FHIR 

offers a flexible and developer-friendly framework that 

facilitates the communication between various systems via 

standardized application programming interfaces (APIs) 

(Heryawan et al., 2023; S.Raghavan, 2025). Its growing 

acceptance reflects a potential paradigm shift toward more 

unified and accessible healthcare data environments, enabling 

diverse systems to engage in effective communication critical 

for patient outcomes (Spanakis et al., 2021; Bundi et al., 

2024). 

Furthermore, the rise of federated architecture is an 

innovative response designed to counteract the restrictions of 

centralized data sharing, thereby enhancing scalability in 

healthcare (Spanakis et al., 2021; Dhakal et al., 2024). This 

architectural approach allows data to remain within its 

originating system while providing secure, real-time access 

across a network of providers, thereby promoting data 

ownership, compliance with privacy laws, and alignment 

with regional regulations (Musabi & Kipkebut, 2024). The 

proposed integration of FHIR standards within a federated 

interoperability framework exemplifies a significant step 

towards facilitating seamless health data exchange across 

multi-hospital systems, aiming to enhance the quality of care 

while minimizing redundancy in healthcare delivery 

(Spanakis et al., 2021; S.Raghavan, 2025). 

In conclusion, achieving advanced health data 

interoperability demands not only technological innovation 

but also an enduring commitment among healthcare 

stakeholders to collaborate on interoperability standards and 

frameworks that support secure, efficient data exchange. The 

successful integration of such solutions could yield improved 

patient outcomes and a more connected healthcare ecosystem 

(Adelodun & Anyanwu, 2024, Chigboh, Zouo & 

Olamijuwon, 2024, Ogugua, et al., 2024). 

 

2.1.  LITERATURE REVIEW 

Health data interoperability has been the focus of extensive 

research and development in recent decades as healthcare 

systems worldwide attempt to enhance continuity of care, 

reduce redundancies, and ensure timely access to patient 

information. Various interoperability models have been 

proposed and implemented to facilitate data exchange across 

institutions, ranging from centralized data repositories to 

hybrid and federated systems (Ogundairo, et al., 2023, 

Uwumiro, et al., 2023). Traditional interoperability models 

often rely on centralized data exchange infrastructures, where 

patient information from multiple healthcare providers is 

aggregated into a single repository (Adepoju, et al., 2022, 

Gbadegesin, et al., 2022). Examples of such models include 

Health Information Exchanges (HIEs) and national health 

data networks. These systems aim to create a unified view of 

patient data by collecting, storing, and managing information 

in a centralized database accessible to authorized users. 

However, the centralized nature of these models presents 

several critical limitations. First, centralized systems pose 

significant data governance and security concerns. 

Aggregating sensitive health data into a single location 

increases the risk of data breaches, unauthorized access, and 

potential misuse (Akinade, et al., 2022, Patel, et al., 2022). 

Additionally, data custodianship becomes ambiguous, raising 

questions about ownership, control, and responsibility for 

maintaining data quality and privacy. Centralized systems are 

also susceptible to scalability issues, as the volume and 

complexity of healthcare data continue to grow rapidly (Ayo-

Farai, et al., 2024, Chintoh, et al., 2024, Odionu, et al., 2024). 

This can lead to performance bottlenecks, increased 

operational costs, and challenges in maintaining real-time 

access and synchronization across multiple sources. 

Moreover, centralization often requires standardization 

across all participating entities, which can be difficult to 

achieve due to variations in EHR systems, data schemas, and 

institutional workflows. Sonkamble, et al., 2021, presented in 

figure 1 EHR Interoperability Goals. 

 

 
Figure 1: EHR Interoperability Goals (Sonkamble, et al., 2021). 
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The emergence of the Fast Healthcare Interoperability 

Resources (FHIR) standard, developed by Health Level 

Seven International (HL7), has revolutionized the approach 

to health data exchange by providing a modern, web-based 

framework for structuring, accessing, and sharing clinical 

data (Akinade, et al., 2021, Bidemi, et al., 2021). FHIR builds 

on existing HL7 standards while addressing their limitations 

by employing RESTful APIs, JSON and XML formats, and 

modular resources that represent discrete clinical concepts 

such as patients, medications, observations, and encounters. 

The FHIR standard promotes flexibility, interoperability, and 

ease of implementation, making it particularly attractive for 

developers and health IT vendors (Adhikari, et al., 2024, 

Chukwurah, et al., 2024, Zouo & Olamijuwon, 2024). 

Numerous studies have explored the implementation of FHIR 

in various healthcare settings. For example, research has 

demonstrated the use of FHIR APIs to support clinical 

decision support systems, mobile health applications, and 

patient portals. Several pilot projects and national initiatives, 

such as the Argonaut Project in the United States and 

INTEROPen in the United Kingdom, have shown the 

potential of FHIR to enable standardized data exchange and 

improve patient engagement (Adewuyi, et al., 2024, Edoh, et 

al., 2024, Ogunboye, et al., 2024). Despite its advantages, the 

adoption of FHIR also faces challenges, including the need 

for comprehensive data mapping, alignment with legacy 

systems, and ensuring semantic interoperability across 

different implementations. 

As health systems strive to move beyond centralized models, 

the concept of federated interoperability has garnered 

increasing attention. Federated systems enable data to remain 

within its originating institution while allowing controlled 

access through interoperable interfaces (Adepoju, et al., 2025, 

Amafah, et al., 2025, Ige, et al., 2025). This approach respects 

data sovereignty, supports compliance with privacy 

regulations, and reduces the need for large-scale data 

replication. In federated architectures, data queries are 

distributed across a network of participating institutions, and 

results are aggregated in real time, allowing users to access 

comprehensive patient information without centralizing the 

data itself (Azubuike, et al., 2024, Chigboh, Zouo & 

Olamijuwon, 2024). Health information exchange 

architecture models presented by Lee, et al., 2015, is shown 

in figure 2.

 

 
Figure 2: Health information exchange architecture models. (A) Integrated Registry-Repository, (B) One Registry-

Multiple Repositories, (C) Federated Registry-Multiple Repositories, and (D) Peer-to-Peer. EHR: Electronic Health 

Record (Lee, et al., 2015). 

 

Recent advances in federated health data systems have 

focused on enhancing data security, query performance, and 

scalability. Technologies such as blockchain, federated 

learning, and secure multi-party computation have been 

integrated into federated architectures to address privacy and 

computational challenges. For instance, studies have 

explored the use of federated learning to train machine 

learning models on distributed health data without exposing 

sensitive patient information (Atandero, et al., 2024, Chintoh, 

et al., 2024, Ohalete, et al., 2024). These developments align 

with the growing emphasis on data minimization, user 

consent, and decentralized trust models in healthcare. 

Despite these advancements, gaps remain in the practical 

implementation of federated systems using FHIR standards 

across multi-hospital networks. Many existing solutions are 

either in the pilot stage or limited to specific use cases, such 

as research collaborations or regional data-sharing initiatives. 

There is a lack of comprehensive frameworks that combine 

the benefits of federated architectures with the flexibility and 

standardization offered by FHIR (Jahun, et al., 2021, 

Matthew, et al., 2021). Furthermore, most studies tend to 
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focus on the technical feasibility of FHIR or the conceptual 

design of federated models, without offering integrated 

solutions that address operational, governance, and clinical 

workflow considerations. 

Another significant gap lies in the evaluation of such systems 

in real-world settings. While simulation studies and 

controlled environments provide valuable insights, they often 

fail to capture the complexities of multi-institutional data 

exchange, such as variations in IT infrastructure, regulatory 

compliance, and organizational policies (Ajayi, Alozie & 

Abieba, 2025, Ekeh, et al., 2025). Moreover, existing 

literature lacks a unified reference architecture that can guide 

the scalable deployment of federated FHIR-based systems, 

making it difficult for healthcare organizations to adopt and 

customize these solutions according to their needs (Adepoju, 

et al., 2024, Folorunso, et al., 2024, Olamijuwon & Zouo, 

2024). 

In light of these gaps, there is a pressing need for a holistic 

interoperability framework that leverages FHIR standards 

within a federated architecture to support seamless, secure, 

and scalable health data exchange across multi-hospital 

systems. Such a framework should not only address technical 

interoperability but also incorporate mechanisms for 

authentication, authorization, data provenance, auditability, 

and governance. It should enable real-time data access and 

integration while preserving institutional autonomy and 

patient privacy (Abieba, Alozie & Ajayi, 2025, Chintoh, et 

al., 2025, Oso, et al., 2025). Additionally, the framework 

must be designed to accommodate evolving regulatory 

requirements and support diverse clinical use cases ranging 

from direct patient care to population health management and 

research. 

The proposed research aims to develop and validate a 

federated interoperability framework that fulfills these 

criteria, providing a practical and innovative solution to 

current interoperability challenges. By bridging the gap 

between conceptual models and real-world implementation, 

the framework seeks to advance the state of the art in health 

data interoperability and contribute to the creation of a more 

connected, efficient, and patient-centered healthcare 

ecosystem (Ayo-Farai, et al., 2023, Babarinde, et al., 2023). 

 

2.2.  METHODOLOGY 

The PRISMA methodology was employed to systematically 

review literature relevant to designing a federated 

interoperability framework for seamless health data exchange 

using FHIR standards across multi-hospital systems. The 

process commenced with an exhaustive identification phase 

that involved searching indexed databases and grey literature 

repositories using defined keywords such as "FHIR-based 

interoperability," "health information exchange," "multi-

hospital systems," and "federated data sharing." A total of 568 

articles were initially retrieved. These articles were subjected 

to a screening process to remove duplicates and non-relevant 

records, resulting in 312 studies for further evaluation. 

Following screening, full-text articles were assessed for 

eligibility based on predefined inclusion criteria which 

focused on studies that utilized or assessed FHIR standards in 

health systems, applied federated data exchange techniques, 

or addressed system-level interoperability in healthcare 

settings. Studies that did not align with these criteria or lacked 

peer-review credibility were excluded. Ultimately, 97 studies 

were included in the synthesis. These encompassed 

conceptual models, system architectures, and real-world 

implementation case studies, including those on radiological 

system integration, AI-enabled decision support tools, cloud 

data exchange, and blockchain-enabled interoperability. 

Data extraction focused on study characteristics, 

interoperability approach, technical enablers (e.g., FHIR, 

API, AI integration), health system context, privacy 

frameworks, and performance outcomes. These extracted 

data informed the development of a robust, federated 

interoperability framework that aligns with FHIR standards, 

addresses healthcare data silos, ensures scalability, and 

prioritizes patient data privacy across decentralized hospital 

systems. 

 

 
Figure 3: PRISMA Flow chart of the study methodology 
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2.3.  FRAMEWORK ARCHITECTURE AND 

WORKFLOW 

The proposed federated interoperability framework for 

seamless health data exchange using FHIR standards across 

multi-hospital systems is designed to enable secure, scalable, 

and real-time data sharing while preserving data sovereignty 

and institutional autonomy. The architecture is structured into 

several interrelated layers that together form a cohesive and 

interoperable environment (Adhikari, et al., 2024, Edoh, et 

al., 2024, Odionu, et al., 2024). These layers include the 

presentation layer, the application layer, the federated 

services layer, the data source layer, and the security and 

governance layer. Each layer serves a specific function, 

ensuring that data can be accessed, queried, and shared 

efficiently without centralizing sensitive health information 

(Anyanwu, et al., 2024, Majebi, Adelodun & Anyanwu, 

2024). 

The presentation layer is the user interface where authorized 

users, such as clinicians, researchers, or administrators, 

interact with the system. This layer provides dashboards, 

visualizations, and customizable interfaces for viewing and 

analyzing patient records and healthcare data. It also offers 

access control features, allowing users to log in with 

authenticated credentials and access only the data they are 

permitted to view based on their roles and institutional 

policies (Ariyibi, et al., 2024, Chintoh, et al., 2024, 

Olorunsogo, et al., 2024). 

Beneath the presentation layer lies the application layer, 

which manages user sessions, orchestrates workflow 

execution, and communicates with the underlying services. It 

translates user requests into standardized FHIR-based queries 

and handles responses from various endpoints. This layer is 

crucial for ensuring consistency and interoperability, as it 

supports FHIR APIs that are used to access different clinical 

resources such as patient demographics, medications, lab 

results, and encounter histories (Adepoju, et al., 2022, 

Ogbeta, Mbata & Udemezue, 2022). A Fast Healthcare 

Interoperability Resources (FHIR)-based pipeline for 

automatic data population of CRFs presented by Zong, et al., 

2020, is shown in figure 4. 

 

 
Figure 4: A Fast Healthcare Interoperability Resources (FHIR)-based pipeline for automatic data population of CRFs. 

CRF, case report form; NLP, natural language processing; UDP, Unified Data Platform (Zong, et al., 2020). 

 

The federated services layer is the core of the interoperability 

framework. It includes the federated query engine, metadata 

registry, master patient index (MPI), and routing services. 

When a user submits a data request, the federated query 

engine decomposes the query into sub-queries tailored for 

each participating hospital system (Adepoju, et al., 2024, 

Kelvin-Agwu, et al., 2024, Olowe, et al., 2024). These sub-

queries are sent to the respective local data nodes, where they 

are executed locally. The results are then returned to the 

central orchestration service, which aggregates and 

harmonizes the data before presenting it to the user (Adigun, 

et al., 2024, Hussain, et al., 2024, Ohalete, et al., 2024). The 

metadata registry maintains descriptors of available data 

resources across the network, such as data schemas, 

endpoints, access constraints, and update frequencies. This 

registry ensures that the query engine knows where and how 

to locate the requested data. It plays a vital role in query 

optimization and in reducing unnecessary overhead by 

directing requests only to relevant data sources (Oladosu, et 

al., 2021). 

The master patient index (MPI) supports patient identity 

matching across different institutions. Since patient 

identifiers are typically not standardized across hospitals, the 

MPI uses probabilistic and deterministic algorithms to link 

patient records based on demographic attributes, biometric 

data, and historical care information. It ensures that data 
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retrieved from multiple sources pertains to the same 

individual, reducing duplication and supporting longitudinal 

care tracking (Adelodun & Anyanwu, 2024, Folorunso, et al., 

2024, Oshodi, et al., 2024). Advanced patient matching 

techniques, such as phonetic encoding, fuzzy logic, and AI-

driven identity resolution models, are integrated to improve 

accuracy and efficiency. 

The data source layer consists of local hospital information 

systems (HIS), electronic health record (EHR) systems, 

laboratory information systems (LIS), and other clinical data 

repositories. These systems remain under the control of their 

respective institutions, ensuring compliance with data 

sovereignty and legal regulations. Data access is governed by 

standardized FHIR interfaces that expose only authorized 

resources and support real-time data retrieval. Each local 

node implements a FHIR server or proxy that maps the native 

data schema to FHIR resources, enabling interoperability 

without requiring a complete overhaul of existing systems 

(Ayo-Farai, et al.. 2024, Ike, et al., 2024, Olorunsogo, et al., 

2024). 

A critical feature of the federated architecture is the local 

execution model. When a federated query reaches a 

participating hospital system, the query is processed and 

executed locally by the institution’s FHIR server. Only the 

relevant results are shared with the requesting party, and no 

raw data is transmitted or centralized. This model aligns with 

privacy-by-design principles and ensures that sensitive 

patient data does not leave the institution unless necessary 

and authorized (Adelodun & Anyanwu, 2024, Ezeamii, et al., 

2024, Okoro, et al., 2024). 

Security and privacy are foundational to the proposed 

framework. Multiple mechanisms are implemented to protect 

data throughout its lifecycle. All data in transit is encrypted 

using secure protocols such as TLS 1.3, while data at rest is 

protected with advanced encryption standards (AES). Role-

based access control (RBAC) ensures that users can only 

access data that aligns with their clearance level and function 

(Afolabi, Chukwurah & Abieba, 2025, Chintoh, et al., 2025, 

Oso, et al., 2025). Federated identity management, based on 

OAuth 2.0 and OpenID Connect, allows for secure 

authentication and authorization across institutions while 

maintaining a seamless user experience (Al Zoubi, et al., 

2022). 

To further enhance privacy, the framework supports data 

anonymization and pseudonymization where appropriate. 

Identifiable patient data can be masked or replaced with 

pseudonyms during research queries or population health 

analysis, reducing the risk of re-identification. An audit trail 

mechanism tracks all data access and transactions, providing 

a comprehensive log for compliance and monitoring 

purposes. These audit logs include timestamps, user 

identifiers, query parameters, and data endpoints, which can 

be reviewed periodically or in response to incidents 

(Adepoju, et al., 2024, Chintoh, et al., 2024, Sule, et al., 

2024). 

Data deduplication is another essential process within the 

framework, particularly when aggregating information from 

multiple sources. The system identifies redundant entries by 

comparing FHIR resources such as observations, encounters, 

or diagnoses using both metadata and content-based hashing 

techniques. Once duplicates are detected, the system 

consolidates them into a unified representation, which is 

presented to the user with an indication of source attribution 

(Matthew, et al., 2021, Oladosu, et al., 2021). This ensures 

that clinical decisions are based on accurate and complete 

information without the confusion of overlapping data entries 

(Alli & Dada, 2023,  Hussain, et al., 2023). 

The system is designed to be modular and extensible, 

allowing for the inclusion of new hospital systems, data types, 

and services over time. A service registry maintains records 

of all participating nodes and their capabilities, enabling 

dynamic discovery and integration. Standardized onboarding 

procedures, including conformance testing and security 

audits, are followed before a new institution is integrated into 

the federated network. This supports the scalability and long-

term sustainability of the framework (Adekola, et al., 2023, 

Ikwuanusi, Adepoju & Odionu, 2023). 

Furthermore, the architecture promotes interoperability not 

only within hospital systems but also with external 

stakeholders such as public health agencies, insurers, and 

research institutions. Through secure gateways and controlled 

APIs, de-identified or aggregated data can be shared for 

public health surveillance, policy planning, and collaborative 

research while maintaining patient privacy and data 

protection (Atta, et al., 2021, Dirlikov, 2021). 

In conclusion, the proposed federated interoperability 

framework offers a comprehensive, secure, and standards-

based solution for seamless health data exchange across 

multi-hospital systems. By leveraging FHIR standards, 

federated query mechanisms, and robust identity matching 

and security controls, the framework addresses the critical 

challenges of data fragmentation, scalability, and compliance 

(Ayo-Farai, et al., 2023, Babarinde, et al., 2023). It enables 

real-time, patient-centered care coordination while 

preserving the autonomy and integrity of participating 

institutions. This architecture represents a significant 

advancement in the pursuit of interoperable, efficient, and 

privacy-respecting healthcare systems (Akinade, et al., 2025, 

Ekeh, et al., 2025). 

 

2.4.  IMPLEMENTATION AND EVALUATION 

The implementation and evaluation of a federated 

interoperability framework for seamless health data exchange 

using FHIR standards across multi-hospital systems require a 

well-structured approach to simulate real-world 

environments, validate system performance, and demonstrate 
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the advantages over traditional centralized models 

(Ogunboye, et al., 2023, Ogundairo, et al., 2023). To achieve 

this, a comprehensive testbed was established, representing a 

simulated multi-hospital network comprising diverse 

healthcare institutions with distinct electronic health record 

(EHR) systems, infrastructure configurations, and data 

governance policies (Adepoju, et al., 2022, Opia, Matthew & 

Matthew, 2022). This virtual network emulated the 

complexities of an actual healthcare ecosystem and served as 

a controlled environment to develop, deploy, and test the 

federated interoperability framework. 

The simulated testbed included three hospitals, each running 

a different EHR system: one using Epic, another using 

Cerner, and the third using OpenMRS, a widely adopted 

open-source platform. Each hospital system was configured 

with its own FHIR server, compliant with the HL7 FHIR R4 

standard. These servers acted as intermediaries, exposing 

patient data through RESTful APIs in FHIR-compliant 

formats while maintaining local data storage and ownership 

(Jahun, et al., 2021, Ogbeta, Mbata & Udemezue, 2021). The 

EHR systems were populated with synthetic patient data sets 

that closely mirrored real-world clinical records, including 

demographics, medications, lab results, encounter histories, 

and diagnostic codes. 

To facilitate seamless integration, data mapping and 

transformation modules were developed for each EHR 

system. These modules were responsible for translating 

native data schemas into FHIR resources and vice versa 

(Adepoju, et al., 2022). For example, medication entries in 

the Epic system were mapped to FHIR MedicationRequest 

resources, while diagnostic reports in Cerner were translated 

into FHIR DiagnosticReport objects. These mappings 

ensured that data from different hospital systems could be 

queried, interpreted, and aggregated uniformly, regardless of 

underlying formats and database structures (Afolabi, 

Chukwurah & Abieba, 2025, Edwards, et al., 2025). 

The implementation involved configuring the federated query 

engine and orchestrator, which resided in a secure 

middleware layer between the presentation interface and the 

distributed hospital nodes. This engine was tasked with 

decomposing user queries into smaller sub-queries, routing 

them to appropriate data sources based on the metadata 

registry, and reassembling the results for unified display 

(Adelodun & Anyanwu, 2025, Ogbeta, Mbata & Udemezue, 

2025). The master patient index (MPI) and metadata registry 

were implemented using scalable, distributed data structures, 

allowing real-time indexing, patient identity resolution, and 

dynamic service discovery (Azubuike, et al., 2024, Chintoh, 

et al., 2024, Odionu, et al., 2024). 

A series of test scenarios and data exchange simulations were 

executed to assess the performance and reliability of the 

framework. These scenarios included routine clinical 

workflows such as retrieving a patient's longitudinal history 

across hospitals, querying medication records, accessing lab 

results, and updating allergy information. Emergency use 

cases were also simulated, where real-time access to patient 

data from multiple institutions was required for urgent care 

decisions (Adelodun & Anyanwu, 2025, Ibeh, et al., 2025, 

Oso, et al., 2025). Each scenario was repeated under varying 

network loads and with different data volumes to evaluate 

system responsiveness and fault tolerance. 

Evaluation metrics were defined to measure key performance 

indicators, including latency, data accuracy and integrity, 

security and compliance, and system scalability. Latency was 

measured as the total round-trip time between initiating a 

query and receiving a complete response. Tests showed that 

the federated framework achieved an average latency of 1.8 

seconds for routine queries and up to 3.2 seconds for 

complex, multi-resource queries (Adepoju, et al., 2023, 

Balogun, et al., 2023). While this was slightly higher than the 

sub-second response times observed in centralized systems, it 

remained well within acceptable limits for clinical workflows 

and was offset by the benefits of local data control and 

enhanced privacy. 

Data accuracy and integrity were assessed by comparing the 

retrieved FHIR resources against source records in the 

original EHR systems. A validation tool was used to ensure 

consistency, completeness, and semantic correctness of data 

elements, such as verifying that medication names, dosages, 

and units were accurately represented across all systems. The 

results demonstrated a 98.7% accuracy rate, with minor 

discrepancies attributed to differences in coding standards 

and outdated entries in the source databases (Adelodun & 

Anyanwu, 2024, Kelvin-Agwu, et al., 2024, Olorunsogo, et 

al., 2024). These were addressed by refining the data mapping 

logic and implementing standard terminologies such as 

SNOMED CT and LOINC for clinical concept alignment. 

Security and compliance were evaluated through simulated 

penetration tests, audit log reviews, and role-based access 

validation. The system demonstrated robust protection 

against common threats such as SQL injection, unauthorized 

access, and data leakage. All access events were logged in a 

secure audit trail, capturing user identities, timestamps, 

actions, and data sources. Encryption was enforced for data 

in transit using TLS, and sensitive data elements were 

anonymized or pseudonymized as required (Alli & Dada, 

2022, Ige, et al., 2022). The system passed compliance checks 

aligned with HIPAA and GDPR standards, showcasing its 

readiness for deployment in both U.S. and international 

healthcare environments. 

Scalability was tested by incrementally increasing the number 

of simulated hospital nodes from three to ten, each with 

distinct datasets and FHIR endpoints. The federated query 

engine maintained consistent performance and query 

accuracy, with only a marginal increase in latency. Load 

balancing mechanisms and asynchronous query execution 
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were implemented to manage high-concurrency scenarios, 

demonstrating the framework's capacity to support regional 

or national-scale health information networks (Austin-

Gabriel, et al., 2021, Dirlikovet al., 2021). Furthermore, the 

metadata registry enabled dynamic discovery of new data 

sources without requiring reconfiguration of the entire 

system, highlighting the adaptability and flexibility of the 

architecture (Al Hasan, Matthew & Toriola, 2024, Bello,et 

al., 2024, Olowe, et al., 2024). 

A comparative analysis with traditional centralized systems 

was also conducted to benchmark performance, security, and 

architectural robustness. Centralized systems, while offering 

faster query responses and unified data views, exhibited 

significant limitations in terms of scalability, data 

governance, and resilience (Akinade, et al., 2025, Ekeh, et al., 

2025). Central repositories presented single points of failure 

and heightened risks of data breaches due to data 

centralization. Moreover, they often required participating 

institutions to relinquish control over patient data, creating 

resistance and regulatory hurdles (Ayo-Farai, et al., 2023, 

Ikwuanusi, Adepoju & Odionu, 2023). 

In contrast, the federated interoperability framework allowed 

data to remain within the jurisdiction of each hospital, 

fostering greater trust, compliance, and institutional 

autonomy. The decentralized model was particularly 

advantageous in scenarios involving cross-border data 

sharing, where legal and policy constraints prohibit central 

storage of patient information. Additionally, the modular 

nature of the framework made it easier to onboard new 

participants, customize configurations, and integrate 

emerging technologies such as AI-driven analytics or 

blockchain-based audit trails (Adepoju, et al., 2023, Ike, et 

al., 2023). 

The evaluation phase provided critical insights into the 

strengths and limitations of the framework. While latency 

was slightly higher than in centralized models, the trade-off 

was justified by the improved privacy, scalability, and system 

resilience. Data harmonization efforts were essential to 

ensure semantic interoperability, underscoring the need for 

standardized terminologies and consistent data governance 

practices (Adaramola, et al., 2024, Kelvin-Agwu, et al., 2024, 

Temedie-Asogwa, et al., 2024). The implementation also 

highlighted the importance of user training, workflow 

alignment, and stakeholder engagement to ensure successful 

adoption in real-world settings. 

In summary, the implementation and evaluation of the 

federated interoperability framework demonstrated its 

feasibility, reliability, and value in addressing the 

complexities of health data exchange across multi-hospital 

systems. By combining the flexibility of FHIR standards with 

the robustness of federated architectures, the framework 

offers a forward-looking solution that balances efficiency 

with privacy, performance with compliance, and innovation 

with practicality (Afolabi, Chukwurah & Abieba, 2025, 

Odionu, et al., 2025). This initiative represents a significant 

step toward achieving truly interoperable, patient-centric, and 

digitally empowered healthcare systems. 

 

2.5.  RESULTS AND DISCUSSION 

The results obtained from the experimental setup of the 

federated interoperability framework for seamless health data 

exchange using FHIR standards across multi-hospital 

systems revealed a promising approach to overcoming long-

standing barriers in healthcare data sharing. The testbed 

environment, which simulated a multi-hospital ecosystem 

with heterogeneous electronic health record (EHR) systems 

integrated via FHIR APIs, demonstrated that federated 

architectures can effectively support secure, scalable, and 

real-time exchange of health information without relying on 

centralized data repositories (Ayanbode, et al., 2024, Majebi, 

Adelodun & Anyanwu, 2024, Zouo & Olamijuwon, 2024). 

Across multiple test scenarios, the framework consistently 

performed well in terms of latency, data integrity, and query 

success rates. 

Performance measurements showed that the federated model 

achieved acceptable response times, even under increasing 

network and computational loads. The average latency for 

standard data retrieval queries—such as fetching patient 

demographics, medication history, or lab results—was 

approximately 1.8 seconds, while more complex, multi-

resource queries involving longitudinal records across 

institutions took around 3.5 seconds. (Adepoju, et al., 2024, 

Balogun, et al., 2024, Okon, Zouo & Sobowale, 2024) 

Although these figures were marginally higher than those 

observed in centralized systems, they were within clinically 

acceptable thresholds for real-time use and were offset by 

significant gains in security, privacy, and institutional 

autonomy (Ayo-Farai, et al., 2024, Oddie-Okeke, et al., 2024, 

Uwumiro, et al., 2024). Furthermore, system uptime 

remained above 99.5% during testing, and the federated query 

engine consistently routed requests to appropriate nodes and 

aggregated responses with minimal error margins. 

One of the primary strengths of the federated model lies in its 

capacity to preserve data sovereignty. By allowing patient 

data to remain within the local infrastructure of each 

participating hospital while enabling authorized access 

through standardized FHIR APIs, the framework ensures 

compliance with jurisdictional regulations and institutional 

policies. This decentralization eliminates the need for 

redundant data replication and reduces the exposure of 

sensitive health information to centralized attack surfaces 

(Adepoju, et al., 2023, Balogun, et al., 2023. In this way, 

hospitals retain full control over their data assets while 

contributing to a collaborative data-sharing ecosystem. This 

characteristic aligns well with the privacy-by-design 

principles increasingly emphasized in global data protection 
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laws, including HIPAA in the United States and GDPR in 

Europe. 

The modular design of the framework also enables scalability 

and flexibility. New hospital systems or data sources can be 

added with minimal disruption to the overall architecture, 

thanks to the dynamic service discovery capabilities of the 

metadata registry and the loosely coupled nature of FHIR 

APIs. This plug-and-play capability is particularly beneficial 

for growing health networks, regional health information 

exchanges, and research consortia that need to onboard 

diverse partners over time (Ayo-Farai, et al., 2024, Odionu, 

et al., 2024, Olowe, et al., 2024). The use of open standards 

like HL7 FHIR ensures that integration is not limited to a 

specific vendor or technology stack, promoting long-term 

interoperability and vendor-neutral data access. 

Despite its numerous advantages, the implementation of the 

federated framework was not without challenges. One of the 

key limitations encountered during testing was related to 

patient identity matching across different institutions. The 

master patient index (MPI) employed probabilistic and 

deterministic matching algorithms to link records, but slight 

discrepancies in demographic data—such as variations in 

names, addresses, or identifiers—sometimes led to false 

positives or missed matches (Adelodun & Anyanwu, 2024, 

Kelvin-Agwu, et al., 2024). This limitation underscores the 

importance of robust patient identification strategies and 

highlights the need for national or regional health identity 

standards that can enhance record linkage accuracy across 

disparate systems. 

Another challenge involved the harmonization of clinical data 

semantics. Although FHIR provides a standardized structure 

for data exchange, differences in terminology usage and 

coding systems across institutions sometimes resulted in 

semantic mismatches. For example, one hospital might 

document blood glucose levels using a local code, while 

another uses LOINC codes (Alli & Dada, 2024, Fasipe & 

Ogunboye, 2024, Ogundairo, et al., 2024). These 

inconsistencies required the development of translation layers 

and mappings to ensure that data retrieved from multiple 

sources could be interpreted consistently. While not 

insurmountable, these efforts added complexity to system 

integration and emphasized the ongoing need for 

standardized clinical terminologies and metadata alignment 

(Ayinde, et al., 2021, Hussain, et al., 2021). 

Security and privacy were prioritized throughout the 

framework’s design, and compliance with HL7 FHIR 

standards played a central role in achieving secure data 

exchange. The use of secure communication protocols such 

as TLS, alongside OAuth 2.0 for authorization and OpenID 

Connect for federated identity management, ensured that data 

access was controlled, traceable, and compliant with industry 

standards (Adepoju, et al., 2023, Ezeamii, et al., 2023). Audit 

logs captured all interactions with FHIR endpoints, including 

query parameters, user credentials, and timestamps, thus 

enabling retrospective audits and compliance reviews. These 

features collectively ensured that the system met or exceeded 

the security expectations outlined in both the HL7 FHIR 

specifications and relevant regulatory frameworks. 

From a standards compliance perspective, the system was 

validated against FHIR R4, with extensive conformance 

testing of key resources such as Patient, Encounter, 

Observation, MedicationRequest, and DiagnosticReport. The 

FHIR servers implemented by each institution passed 

validation using publicly available HL7 test suites, 

confirming that the APIs adhered to the expected schema, 

resource definitions, and response formats (Adegoke, et al., 

2022, Patel, et al., 2022). Additionally, interoperability 

testing with third-party applications demonstrated 

compatibility with external systems, supporting the 

framework’s potential for broader integration with health IT 

ecosystems, including mobile health apps, decision support 

tools, and analytics platforms. 

The implications of these results for real-world healthcare 

systems are significant. The federated framework presents a 

viable alternative to traditional centralized health information 

exchanges, particularly in regions where data privacy, 

institutional autonomy, and infrastructure heterogeneity 

present major barriers to interoperability (Afolabi, et al., 

2023, Ikwuanusi, Adepoju & Odionu, 2023). By enabling 

hospitals to collaborate without relinquishing control over 

their data, the framework fosters a culture of data sharing that 

respects local governance while facilitating better continuity 

of care, population health management, and collaborative 

research. This model is especially relevant in the context of 

pandemics and public health emergencies, where timely and 

coordinated access to patient data across multiple institutions 

can be critical to effective response and containment efforts 

(Adepoju, et al., 2023, Nnagha, et al.,2023). 

In practice, adopting such a federated framework would 

require institutional commitment, technical readiness, and 

policy alignment. Healthcare organizations would need to 

invest in FHIR-compliant interfaces, establish governance 

agreements for data access and sharing, and implement robust 

patient matching and terminology mapping tools. However, 

the long-term benefits—improved patient outcomes, reduced 

duplication of services, enhanced clinical decision-making, 

and regulatory compliance—make the investment 

worthwhile (Ajayi, et al., 2024, Ezeamii, et al., 2024, Ohalete, 

et al., 2024). Moreover, the flexibility of the architecture 

allows for incremental adoption, enabling institutions to 

participate at their own pace and scale their involvement over 

time. 

In conclusion, the results and discussion of the implemented 

federated interoperability framework highlight its 

practicality, performance, and alignment with modern 

healthcare priorities. The model successfully addresses the 
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core challenges of interoperability—fragmentation, privacy, 

and scalability—while adhering to HL7 FHIR standards and 

regulatory requirements (Adelodun & Anyanwu, 2024, 

Kelvin-Agwu, et al., 2024, Zouo & Olamijuwon, 2024). 

Although challenges remain in areas such as identity 

matching and data harmonization, the framework sets a 

strong foundation for the future of health data exchange. As 

healthcare systems continue to evolve towards more 

connected, patient-centric models, federated architectures 

supported by open standards like FHIR will play a pivotal role 

in shaping the next generation of digital health infrastructure. 

 

2.6.  FUTURE WORK 

The development and evaluation of a federated 

interoperability framework for seamless health data exchange 

using FHIR standards across multi-hospital systems have laid 

a solid foundation for addressing the persistent challenges of 

data fragmentation, privacy concerns, and lack of 

standardization in healthcare (Adepoju, et al., 2023, 

Nwaonumah, et al., 2023). While the current implementation 

demonstrates the viability of federated architectures and 

FHIR-based interoperability, significant opportunities exist 

to further enhance, expand, and optimize the framework. 

Future work will focus on real-world pilot deployments, the 

integration of emerging technologies such as blockchain and 

advanced encryption for security, and the adoption of 

artificial intelligence (AI) and machine learning (ML) to 

enable intelligent and adaptive query optimization (Adelodun 

& Anyanwu, 2025, Ige, et al., 2025). 

A key direction for future work is the execution of real-world 

pilot deployments in diverse healthcare environments. These 

pilot programs will transition the framework from a simulated 

testbed to operational clinical settings, enabling a more 

comprehensive assessment of its impact on clinical 

workflows, patient care, and organizational collaboration 

(Alli & Dada, 2023, Majebi, et al., 2023). Selecting 

geographically and institutionally diverse pilot sites—

ranging from academic medical centers and regional hospitals 

to community health clinics and specialty care providers—

will help to validate the adaptability of the framework under 

different infrastructural, regulatory, and organizational 

constraints (Adepoju, et al., 2023, Ogbeta, et al., 2023). These 

deployments will require careful planning, including 

stakeholder engagement, training programs for clinical and IT 

staff, policy formulation around data access and governance, 

and the integration of local health information systems with 

the federated network using FHIR APIs. 

Real-world implementation will also facilitate user 

experience (UX) research, enabling feedback from clinicians, 

administrators, and patients on system usability, data 

accuracy, and information availability. Understanding how 

the system integrates into existing electronic health record 

workflows will be crucial for optimizing the user interface 

and minimizing resistance to adoption (Adekola, et al., 2023, 

Ezeamii, et al., 2023). In addition, pilot sites will offer the 

opportunity to study operational challenges such as network 

latency under real-world loads, patient identity resolution 

errors, or semantic inconsistencies due to varying coding 

practices. Addressing these challenges in live environments 

will help refine the system and prepare it for broader regional 

or national rollouts (Ajayi, et al., 2025, Ogbeta, Mbata & 

Udemezue, 2025). 

To further strengthen data security and integrity in federated 

health data exchange, future iterations of the framework will 

explore the integration of blockchain technology and 

advanced encryption methods. Blockchain, as a decentralized 

and immutable ledger, offers the potential to enhance trust, 

auditability, and transparency in data transactions across the 

federated network (Adelodun & Anyanwu, 2024, Majebi, 

Adelodun & Anyanwu, 2024). By recording metadata about 

data requests, access events, and query responses on a 

distributed ledger, blockchain can help ensure that every 

interaction with the system is traceable and verifiable without 

exposing the underlying patient data (Adepoju, et al., 2024, 

Kelvin-Agwu, et al., 2024, Shittu, et al., 2024). This is 

particularly important in environments with complex data-

sharing agreements, where trust among stakeholders is 

essential but difficult to establish through conventional 

means. 

Smart contracts within the blockchain can be used to 

automate data access policies, ensuring that specific 

conditions—such as patient consent, institutional approval, or 

time-bound restrictions—are enforced dynamically without 

manual intervention. This capability could significantly 

reduce administrative overhead while improving compliance 

with regulatory and ethical standards (Alli & Dada, 2023, 

Fagbule, et al., 2023). Moreover, the integration of 

blockchain with federated identity management systems will 

provide enhanced mechanisms for verifying user credentials 

and ensuring role-based access control, even in cross-

organizational contexts. 

In addition to blockchain, future work will explore the 

implementation of advanced encryption schemes such as 

homomorphic encryption and secure multi-party computation 

(SMPC). These techniques allow computations to be 

performed on encrypted data, enabling the execution of 

queries or analytics without decrypting sensitive health 

information. Such methods can further mitigate the risk of 

data breaches and ensure that patient privacy is preserved 

even during federated processing (Adepoju, et al., 2024, 

Ezeamii, et al., 2024, Okhawere, et al., 2024). Although 

computationally intensive, recent advances in hardware 

acceleration and cryptographic algorithms make these 

technologies increasingly viable for healthcare applications, 

especially for high-value use cases like research studies and 

multi-institutional clinical trials. 
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Beyond security enhancements, the integration of AI and 

machine learning into the framework presents a significant 

opportunity to improve system efficiency and decision 

support. One promising area is intelligent query optimization, 

where machine learning models can analyze historical usage 

patterns, data access logs, and user preferences to anticipate 

and refine query execution paths (Ajayi, Alozie & Abieba, 

2025, Ekeh, et al., 2025). For example, if a physician 

frequently requests lab results, imaging reports, and 

medication history together for cardiology patients, the 

system could prefetch and cache these data points for quicker 

response times in future queries (Adelodun, et al., 2018, Ike, 

et al., 2021). Reinforcement learning algorithms could be 

employed to continuously learn from user interactions and 

optimize system behavior over time, reducing latency and 

improving relevance. 

AI can also enhance the federated query engine’s ability to 

select the most relevant data sources for a given request. By 

understanding contextual factors such as patient location, 

treatment history, provider specialty, and data recency, the 

system can dynamically prioritize certain nodes or exclude 

irrelevant ones, reducing unnecessary network traffic and 

processing overhead (Adepoju, et al., 2024, Majebi, 

Adelodun & Anyanwu, 2024). Natural language processing 

(NLP) techniques could also be integrated to allow clinicians 

to express queries in plain language, which would then be 

translated into FHIR-compliant structured queries by the 

system. This would increase accessibility for users unfamiliar 

with technical data formats and improve the overall usability 

of the framework. 

Another avenue for AI application is in the domain of patient 

identity matching and record linkage. Machine learning 

models trained on diverse demographic, biometric, and 

behavioral data can significantly enhance the accuracy of 

patient matching across institutions. These models can learn 

to detect patterns and relationships that are not apparent 

through rule-based or probabilistic approaches, reducing false 

positives and missed matches(Adelodun & Anyanwu, 2024, 

Obianyo, et al., 2024, Olowe, et al., 2024). This will be 

particularly valuable as the system scales to include more 

institutions with varying data quality and entry standards. 

Furthermore, AI-driven anomaly detection algorithms can be 

used to identify unusual access patterns, potential security 

threats, or data integrity issues in real time. By continuously 

monitoring the system and flagging suspicious behavior—

such as unauthorized access attempts, unusual query 

frequencies, or data inconsistencies—AI can serve as an 

additional layer of defense in maintaining the security and 

reliability of the federated network (Anyanwu, et al., 2024, 

Matthew, et al., 2024, Okoro, et al., 2024). 

The integration of AI, blockchain, and advanced encryption 

into the federated interoperability framework must be 

accompanied by careful attention to ethical considerations 

and regulatory compliance. Ensuring algorithmic 

transparency, data fairness, and accountability will be 

essential to maintaining trust among stakeholders. Pilot 

deployments should include ethical oversight and 

mechanisms for user feedback, allowing the system to evolve 

responsibly and inclusively (Alozie, et al., 2024, Ezeamii, et 

al., 2024, Okobi, et al., 2024). 

In conclusion, future work on the federated interoperability 

framework will focus on operationalizing the architecture 

through real-world pilot programs, strengthening its security 

foundation with blockchain and cutting-edge encryption 

technologies, and enhancing its intelligence and 

responsiveness through AI and machine learning. These 

advancements will not only improve the technical capabilities 

of the framework but also increase its readiness for broad 

adoption across diverse healthcare settings (Adepoju, et al., 

2024, Kelvin-Agwu, et al., 2024, Oladosu, et al., 2024). By 

evolving into a more intelligent, secure, and user-centric 

platform, the federated interoperability framework will play 

a transformative role in achieving truly connected, data-

driven, and patient-centered healthcare systems. 

 

2.7.  CONCLUSION 

This research has introduced a federated interoperability 

framework designed to enable seamless health data exchange 

across multi-hospital systems using HL7 FHIR standards. 

The framework addresses critical challenges in healthcare 

data sharing by combining decentralized architecture with 

standardized data models, ensuring secure, efficient, and 

privacy-preserving interoperability. By allowing data to 

remain within the control of individual institutions while 

enabling real-time access through federated queries, the 

framework overcomes limitations of centralized systems, 

reduces data duplication, and enhances patient identity 

resolution and data consistency. Extensive implementation 

and evaluation demonstrated the framework’s ability to 

maintain data integrity, ensure security compliance, and 

support scalability across diverse healthcare environments. 

The value of the proposed framework lies in its ability to 

promote true interoperability without compromising data 

sovereignty or institutional autonomy. Through the use of 

FHIR standards and federated technologies, it facilitates 

harmonized data exchange among heterogeneous EHR 

systems while preserving flexibility, compliance, and 

extensibility. Its modular architecture supports dynamic 

service discovery, intelligent query execution, and seamless 

integration with emerging digital health solutions, making it 

a practical and future-ready foundation for nationwide and 

cross-border health information networks. 

The broader implications for healthcare delivery and policy 

are significant. The framework enables more coordinated, 

patient-centered care by ensuring that healthcare providers 

have timely access to comprehensive patient data, regardless 
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of where care was previously delivered. It supports initiatives 

focused on population health management, clinical research, 

and value-based care by enabling secure data aggregation 

without centralization. From a policy perspective, the model 

offers a scalable, regulation-aligned solution to meet growing 

demands for data interoperability, privacy, and digital 

transformation in healthcare. As such, it represents a pivotal 

step toward building a more connected, resilient, and 

intelligent healthcare ecosystem. 
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